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Overview

The ZyWALL 5 is a firewall with VPN, bandwidth management, content filtering, anti-spam, anti-virus, IDP
(Intrusion Detection and Protection) and many other features. You can use it as a transparent firewall and not
reconfigure your network nor configure the ZyWALL'’s routing features. When the ZyWALL is in router mode,
you can also insert a 3G wireless card to add a second WAN. The ZyWALL increases network security by
adding the option to change port roles from LAN to DMZ for use with publicly accessible servers. This guide
covers the initial connections and configuration needed to start using the ZyWALL in your network.

See the User’s Guide for more information on all features.

You may need your Internet access information.
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This guide is divided into the following sections.

1 Hardware Connections

2 Accessing the Web Configurator

3 Bridge Mode

4 Internet Access Setup and Product Registration
5 DMz

1 Hardware Connections

You need the following.
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9 Troubleshooting
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Do the following to make hardware connections for initial setup
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1 Use an Ethernet cable to connect the LAN/DMZ port to a computer. If you configure these ports as DMZ
ports in the LAN or DMZ screen through the web configurator, you can also use Ethernet cables to connect

public servers (web, e-mail, FTP, etc.) to the LAN/DMZ ports.
2 Use another Ethernet cable to connect the WAN port to an Ethernet jack with Internet access

EXTENSION CARD SLOT

DIAL BACKUP CONSOLE
= °

3 Insert the ZyWALL Turbo extension card to use the anti-virus and IDP features or insert a wireless LAN
card to use the wireless LAN feature. You can optionally insert a 3G wireless card to access the Internet
wirelessly via a 3G network. See the ZyWALL Turbo Card guide for more information about the extension
card. See the user’s guide about installing a wireless LAN card. At the time of writing, you can only use the

Sierra AC850/860 3G wireless card in the ZyWALL.
4 Use the included power adaptor to connect the power socket (on the rear panel) to a power outlet
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5 Look at the front panel. The PWR LED turns on. The SYS LED blinks while performing system testing and

then stays on if the testing is successful. The ACT, CARD, LAN/DMZ and WAN LEDs turn on and stay on
if the corresponding connections are properly made.

2 Accessing the Web Configurator

Use this section to configure the WAN 1 interface for Internet access.

1 Launch your web browser. Enter 192.168.1.1 (the 2 Click Login (the default password 1234 is already
ZyWALL'’s default IP address) as the address. entered).

If the login screen does not display, see Section
9.1 to set your computer’s IP address.

J File Edit ‘iew Favorites Tools Help ZyWALL 5

J dmiack ~ = - it | ‘Qhsearch [ Favorites

|address | httpiji192.168.1.1

Enter Password and click Login.

Password: =T

3 Change the login password by entering a new 4 Click Apply to replace the ZyWALL's default
password and clicking Apply. digital certificate.

Use this screen to change the password. Replace Factory Default Certificate

New Password: .
Retype to Confirm:

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

5 The HOME screen opens.

The ZyWALL is in router mode by default. Continue to the next step if you want to use routing features such as
NAT, DHCP and VPN.

Go to Section 3 if you prefer to use the ZyWALL as a transparent firewall.

6 Check the network status table. If the WAN 1 status is not Down and there is an IP address, go to Section
5.

If the WAN 1 status is Down (or there is not an IP address), click the Wizard icon and use Section 4 to
configure WAN 1.
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Use the NETWORK WAN screens if you need to configure WAN 2. You can also configure load balancing
between the WAN connections.
zyXEL & wer (@)

System Information Y curity Si
System Name Turbo Card Mot Installed

HOME

REGISTRATIDN Model ZyWaLL 5 IDP/Anti-Virus Definitions w1,002 (MrA)
R = Bootbase Version w103 | 01/28/2005 IDP/Anti-Virus Expiration Date  License Inactive

Firmware Version W4,02(50,00b2 | 10/23/2006 Anti-Spam Expiration Date Licensa Inactive
SECURITY Up Time 00:01:54 Content Filter Expiration Date License Inactive
ADVANCED @ System Time 2006-11-25 00151104 GMT Intrusion Detected MR

e _ Virus Detected MR
; evice Mode autar

RELRE 2 2 spam Mail Detected MR

Firewall Ensblad
LOGS Web site Blocked HiA

| -3 3 g = 2 &

T T Tap 5 Intrusion & Virus Detactions

el I e Rank Intrusion Detected  Virus Detected
LoGouT v I - =2 - - -
S B ] sa/eome Latest alerts

cPu ] = Date/Time Message

2006-11-29 00:50:39  ip spoofing - WAN UDP (Repested: &)
T T A L T e LT\ | 2006-11-29 00:50:28  ip spoofing - WAN UDP (Repeated: 6)
WaN 1 100M/Full 172.23.37.10/ DHCP client [ 2006-11-29 00:50:22  ip spoofing - WAN UDP (Repeated: 2)
255.255.255.0 2006-11-29 00:50:14 ip spoofing - WAN UDP
Dial Backup  Down 0.0.0.0/ 0.0.0.0 LY Dial 2006-11-29 00:50:09 ip spoofing - WAN UDP (Repeated: 7)
Lan 100M/Full 182,168,117 DHCP sarver  HiA
255.255.255.0 System Status
WLAN  100M/Full 0.0.0.0/ 0.0.0.0  Static N Port Statistics | DHCP Table | wen | Bandwidth |
DMz 100M/Full 0,0,0,0/ 0,0,0,0 Static M A

3 Bridge Mode

When you set the ZyWALL to bridge mode, it functions as a transparent firewall. Do the following to set the
ZyWALL to bridge mode.

1 Click MAINTENANCE in the navigation
panel and then Device Mode.

Backup &

i Restart

General Password Time and Date Device Mode \ F/W Upload

2 Select Bridge and configure a (static) '
Current Device Mode
IP address subnet mask and gateway Sttt i
IP address for the ZyWALL'’s LAN, Device Mode Setup
WAN DMZ and WLAN interfaces_ The ZyWaLL restarts automnatically after you change the device mode and click "Apply".

" Router

3 Click Apply. The ZyWALL restarts. IF Acrass (See LAN, WA, DUZ snd wLat)

IP Subnet Mask 285 .25 .25 .0

you need to be accessible from the WAN. DT [0 . 5 . o . o

@ Bridge
Skip to Section 5 if you have servers that A TS w)
=5

4 Internet Access Setup and Product Registration

1 Click the Wizard icon () in the HOME screen and then the Internet Access Setup link to open the
Internet access wizard.
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Enter the Internet access information exactly as given to you.

If you were given an IP address to use, select Static in the IP Address Assignment drop-down list box and
enter the information provided.

,@ The fields vary depending on what you select in the Encapsulation field. Fill them in with the
information provided by the ISP or network administrator.

Click Apply when you are done.

« Ethernet Encapsulation

Configure a Roadrunner service in the
NETWORK WAN screens (use the WAN
tab).

Tou can select ethernet, PPPoE or PPTP according to in which the network you
are. If you don't know, please ask your networlk administrator, The most popular
type of network is ethernet,

Encapsulation IEthernei vi

IF Address Assignment IS‘taﬁc 'i

My WAN TP Address | 0 0 o 0
My WaN IF Subnet
Mask I 0 0 g g
Gateway IP Address I 1} o 1} o
First DNS Server o . o . o0 .0
Second DNS Server 0= & 20 % 0 0
Elackl Apply

* PPP over Ethernet or PPTP Encapsulation

Select Nailed-Up when you want your connection up all the time (this could be expensive if your ISP bills you
for Internet usage time instead of a flat monthly fee).
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To not have the connection up all the time, specify an idle time-out period (in seconds) in Idle Timeout.

WIZARD - Internet Access

ISP Parameters for Internet Access

PPP ower Ethernet |

2 Click Next to display the screen where you can
register your ZyWALL with myZyXEL.com
(ZyXEL'’s online services center) and activate the
free content filtering, anti-spam, anti-virus and IDP
trial applications. Otherwise, click Skip and then
Close to complete Internet access setup.

WIZARD - Internet Access

ISP Parameters for Internet Access

L

PPTP Configuration

INTERNET ACCESS

Product registration and service activation for free

/g Make sure you have installed the ZyWALL Turbo Card before you activate the IDP and anti-

virus subscription services.

Turn the ZyWALL off before you install or remove the ZyWALL Turbo Card.
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3 If you already have an account at
myZyXEL.com, select Existing myZyXEL.com
account and enter account information.
Otherwise, select New myZyXEL.com account
and fill in the fields below to create a new
account and register your ZyWALL. Click Next.

4 Wait for the registration progress to finish.

5 The following screen displays if the registration
was not successful. Click Return to go back to
the Device Registration screen and check your
settings.

INTERNET ACCESS

Device Registration

L

estigayel.com ]

Taiwean

INTERNET ACCESS

INTERNET ACCESS

6 Click Close to leave the wizard screen when
the registration and activation are done.

INTERNET ACCESS

Status
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,gg If you want to activate a standard service with your iCard’s PIN number (license key), use the
REGISTRATION Service screen. See the user’s guide for details.

5 DMZ

The DeMilitarized Zone (DMZ) allows public servers (web, e-mail, FTP, etc.) to be visible to the outside world
and still have firewall protection from DoS (Denial of Service) attacks.

You can assign TCP/IP configuration via DHCP to computers connected to the DMZ ports. Otherwise,
configure the computers with static IP addresses (in the same subnet as the DMZ port's IP address) and DNS
server addresses. Use the ZyWALL's DMZ IP address as the default gateway.

Do the following to configure the DMZ if the ZyWALL is in routing mode.

g You do not need to configure DMZ with bridge mode, skip to Section 7.

1 Click NETWORK > DMZ in the navigation panel.

2 Specify an IP address and subnet mask for the
DMZ interface. oviz

Static DHCP 1P Alias Port Roles

1P Address o .0 0 0

If you use private IP addresses on the DMZ, use —— e

NAT to make the servers publicly accessible (see e

Section 6). e

1P Pool Starting Address | 0 . 0 . 0 . 0 Paal Size Jis |
DHCP Server Address [0 .0 .0 . o |
DHCP WINS Server 1

A public IP address must be on a separate subnet
from the WAN port’s public IP address. If you do

not configure NAT for the public IP addresses on
the DMZ, the ZyWALL routes traffic to the public IP
addresses on the DMZ without performing NAT.
This may be useful for hosting servers for NAT
unfriendly applications.

3 Click Apply.

4 By default, LAN/DMZ ports 1 to 4 are all LAN ports.
To configure a port as a DMZ port, click the Port
Roles tab, select its radio button next to DMZ and
click Apply.

I™ allow between DMZ and LAN

I™ allow between DMZ and WaNL
and Wanz
and WLAN

0 need to create a Firewall rule,

DMz Static DHCP 1P Alias

Apply
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6 NAT

NAT (Network Address Translation - NAT, RFC 1631) means the translation of an IP address in one network
to a different IP address in another. You can use the NAT Address Mapping screens to have the ZyWALL
translate multiple public IP addresses to multiple private IP addresses on your LAN (or DMZ).

The following example allows access from the WAN1 to an HTTP (web) server on the DMZ. The server has a
private IP address of 10.0.0.20.

1 Click ADVANCED > NAT in the
naVigatiOn panel and then Port NAT Overview  Address Mapping | Port Forwarding | Port Triggering
Forwarding.
2 Select the WAN connection (WAN1) for aNintetiac: b
which you want to configure port Defaul server v .0 0o G0 Ta pagel 1 x]
forwarding rules. [#[activel Name | Incoming Pori{s) | PortTranslation | _Server IP Address |
g n W |weh B0 - B0 ul =0 0 . 0 . 0 . 20
3 Select the Active check box. 2 | o b o i T 0.0 . ¢
H‘ § | 0 i 0 0 [} a [ [1}
4 Type a name for the rule. or P F P r —
5 Type the port number that the service BT I 3 I L0 Fp e
E‘ § | o o o 0 1] 1] 1] 1]
uses. ‘ H 0 o o 0 i} i} i} 1}
6 Type the HTTP server’s IP address. - i g p T I
. u‘ ' n o n - i) 0 0 0 1}
7 Click Apply m‘ o o g o o v 0% % 50
Mote 1: You may also need to create a Firswsll rule.
Mote 2: Part Translation is optional,
Reset

7 Firewall

You can use the ZyWALL without configuring the firewall.

The ZyWALL's firewall is pre-configured to protect your LAN from attacks from the Internet. By default, no
traffic can enter your LAN unless a request was generated on the LAN first. The ZyWALL allows access to the
DMZ from the WAN or LAN, but blocks traffic from the DMZ to the LAN.

If you are using the ZyWALL in router mode, continue with the next section. For bridge mode, skip to Section
9.
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8 VPN Rule Setup

A VPN (Virtual Private Network) R e e e e o e g
tunnel gives you a secure M "loca Network| e |
connection to another computer or = |- —— rarote | | =
network. = ]y IPSecRouter | = )

= F — 7SN VPN Tunnel \— —ka—,i |
A gateway policy identifies the | 4EATEWAY By A I I
IPSec routers at either end of 8 VPN e e e o s s v . S e T
tunnel. A A
A network policy specifies which § §
devices (behind the IPSec routers) NErwoEe Pauss

%

can use the VPN tunnel. @ = Sessswsssassrasssssassassassssssassassassssssasrassassassaasran

This figure helps explain the main fields in the wizard screens.

" Local Network | | FRemote Network

|
- I Remote |

[
: IPSec Rout |
== ec Router
- e
| E —L ﬁ—\ VPN Tunnel
I e = _ﬁ‘ \gﬁ

-

L?PaAdeetwork I | Remote Network
s s S BB My ZyWALL Remote Ao ..l Address _ 1
Gateway Address

1 Click the Wizard icon () in the HOME screen and then the VPN Setup link to open the VPN wizard.

/@5 Your settings are not saved when you click Back.

2 Use this screen to configure the gateway policy.
Name: Enter a name to identify the gateway policy.

Remote Gateway Address: Enter the IP address or SRS

domain name of the remote IPSec router.

Hame Test
My ZyWALL oo
Rermote Gateway Address [Brancncificecom

Back

10
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3 Use this screen to configure the network policy.
Leave the Active check box selected.
Name: Enter a name to identify the network policy.

¥ Active
Select Single and enter an IP address for a single IP Name Test

address.

Select Range IP and enter starting and ending IP Lociicthc  singls © Rangs 1P & Subnet

ra Starting IP Address 192° 168 G A .
addresses for a specific range of IP addresses. i D e

Mask 2585 . 285 .25 .00

Select Subnet and enter an |IP address and subnet . . .
. . Remote Network single Range IP ™ Subnet
mask to specify IP addresses on a network by their ST D T TR T
Subnet mask End\lr:g IP Address / Subnet 255 1 0 o
Mas ' - 8

g Make sure that the remote IPSec router uses the same security settings that you configure in
the next two screens.

Negotiation Mode: Select Main Mode for identity protection. Select Aggressive Mode to allow more incoming
connections from dynamic IP addresses to use separate passwords.

,@S Multiple SAs (security associations) connecting through a secure gateway must have the
same negotiation mode.

Encryption Algorithm: Select 3DES or AES for stronger (and slower) encryption.
Authentication Algorithm: Select MD5 for minimal security or SHA-1 for higher security.
Key Group: Select DH2 for higher security.

SA Life Time: Set how often the ZyWALL renegotiates the IKE SA (minimum 180 seconds). A short SA life
time increases security, but renegotiation temporarily disconnects the VPN tunnel.

Pre-Shared Key: Use 8 to 31 case-sensitive ASCII characters or 16 to 62 hexadecimal ("0-9", "A-F")
characters. Precede a hexadecimal key with a "0x” (zero x), which is not counted as part of the 16 to 62
character range for the key.

Encapsulation Mode: Tunnel is compatible with NAT, Transport is not.
IPSec Protocol: ESP is compatible with NAT, AH is not.

11
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Perfect Forward Secrecy (PFS): None allows faster IPSec setup, but DH1 and DH2 are more secure.

4 Use this screen to configure IKE (Internet Key 5 Use this screen to configure IPSec settings.
Exchange) tunnel settings. WIZARD - VPN
WIZARD - VPN

1PSec Setting (IKE Phase 2)

IKE Tunnel Setting (IKE Phase 1)

6 Check your VPN settings. Click Finish to save the 7 Click Close in the final screen to complete the
settings. VPN wizard setup. Continue with the next section
WIZARD - VPN to activate the VPN rule and establish a VPN
connection.

Status

WIZARD - VPN

8.1 Using the VPN Connection

Use VPN tunnels to securely send and retrieve files, and allow remote access to corporate networks, web
servers and e-mail. Services work as if you were at the office instead of connected through the Internet.

12
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For example, the “test” VPN rule allows
secure access to an web server on a
remote corporate LAN. Enter the server’s
IP address (10.0.0.23 in this example) as

your browser's URL. The ZyWALL e

¥PN Rules (IKE} ¥PN Rules (Manual) _SA Monitor Global Setting

i i 192, 1651W 750 0.0/ |
automatically builds the VPN tunnel when nn e Issp DES- SHA1|

you attempt to use it.

C“Ck SECURITY > VPN in the naVigation Refresh I Dizzonnect I

panel and then the SA Monitor tab to

display a list of connected VPN tunnels
(the “test” VPN tunnel is up here).

9 Troubleshooting

Problem

Corrective Action

None of the LEDs turn
on.

Make sure that you have the power adaptor connected to the ZyWALL and plugged in to
an appropriate power source. Check all cable connections.

If the LEDs still do not turn on, you may have a hardware problem. In this case, you
should contact your local vendor.

Cannot access the
ZyWALL from the
LAN.

Check the cable connection between the ZyWALL and your computer or hub. Refer to
Section 1 for details.

Ping the ZyWALL from a LAN computer. Make sure your computer’s Ethernet card is
installed and functioning properly.

In the computer, click Start, (All) Programs, Accessories and then Command Prompt.
In the Command Prompt window, type "ping" followed by the ZyWALL's LAN IP
address (192.168.1.1 is the default) and then press [ENTER]. The ZyWALL should reply.
Otherwise, refer to Section 9.1.

If you've forgotten the ZyWALL'’s password, use the RESET button. Press the button in
for about 10 seconds (or until the SYS LED starts to blink), then release it. It returns the
ZyWALL to the factory defaults (password is 1234, LAN IP address 192.168.1.1 etc.; see
your User’s Guide for details).

If you've forgotten the ZyWALL's LAN or WAN IP address, you can check the IP address
in the SMT via the console port. Connect your computer to the CONSOLE port using a
console cable. Your computer should have a terminal emulation communications
program (such as HyperTerminal) set to VT100 terminal emulation, no parity, 8 data bits,
1 stop bit, no flow control and 9600 bps port speed.

Cannot access the
Internet.

Check the ZyWALL's connection to the Ethernet jack with Internet access. Make sure the
Internet gateway device (such as a DSL modem) is working properly.

Click WAN in the navigation panel to verify your settings.

13
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Problem Corrective Action
Cannot establish a Make sure the ZyWALL and the remote IPSec router use the same VPN settings. Click
VPN connection VPN in the navigation panel to configure advanced settings.

Access a web site to check that you have a successful Internet connection.

9.1 Set Up Your Computer’s IP Address

This section shows you how to set up your computer to receive an IP address in Windows 2000, Windows NT
and Windows XP. This is ensures that your computer can communicate with your ZyWALL.
1 In Windows XP, click Start, Control Panel.
In Windows 2000/NT, click Start, Settings, Control Panel.
2 In Windows XP, click Network Connections.
In Windows 2000/NT, click Network and Dial-up Connections.
3 Right-click Local Area Connection and then click Properties.
4 Select Internet Protocol (TCP/IP) (under the General tab in Windows XP) and click Properties.

5 The Internet Protocol TCP/IP Properties screen opens
(the General tab in Windows XP). Select the Obtain an
IP address automatically and Obtain DNS server

Internet Protocol {TCP/IP) Properties 21l

General |

add ress automatica"y options ‘t'ou can get |P zettings assigned automatically if your network, supports
) thiz capabili_ty. Dtherwi_se, you need to ask your network. administrator for
6 Click OK to close the Internet Protocol (TCP/IP) e sppionl Bse s
Propertles window. ((:' ‘Obtain an IP address automaticall: )
7 Click Close (OK in Windows 2000/NT) to close the " Use the fallowing IP address:
Local Area Connection Properties window. [P e I e
8 Close the Network Connections screen. | S

((3' Obtain DMS zerver address automatically ]

— Use the following DMS server addresses:

Advanced... |
[| oK I‘l Cancel |

Procedure to View a Product’s Certification(s)

1 Go to www.zyxel.com.
2 Select your product from the drop-down list box on the ZyXEL home page to go to that product's page.
3 Select the certification you wish to view from this page.

14
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Ubersicht

Die ZyWALL 5 ist eine Firewall mit VPN, Bandbreitenmanagement, Content Filtering, Anti-Spam, Anti-Virus,
IDP (Intrusion Detection and Protection) und vielen anderen Funktionen. Sie kdnnen sie als transparente
Firewall verwenden, ohne das Netzwerk neu zu konfigurieren und die Routingfunktionen des Gerats zu
konfigurieren. Wenn sich der ZyWALL im Router-Modus befindet, kénnen Sie auch eine 3G-Wireless-Card
einsetzen, um ein zweites WAN hinzuzufiigen. Die ZyWALL bietet die Méglichkeit, bei der Benutzung 6ffentlich
zuganglicher Server die Portfunktionen zu wechseln (LAN zu DMZ) und erhéht damit die Netzwerksicherheit.
In dieser Anleitung finden Sie eine Beschreibung der Anschlisse und der Konfiguration, die notwendig ist,
damit Sie die ZyWALL in lhrem Netzwerk verwenden kénnen.

Eine ausfuhrliche Beschreibung aller Funktionen finden Sie im Benutzerhandbuch.

Bitte halten Sie die Daten fur lhren Internetzugang bereit.

DMZ
Loas WAN 4*
- .‘ﬂ' E C\ieq\

= >-< ] \ Internet
. .

== =

mmmmmm=s = /PN
AN o
e Eu_)
e~ Internet ™™= "\ omm—
ol

Diese Anleitung ist in die folgenden Abschnitte aufgeteilt.

1 AnschlieRen der Hardware
2 Zugriff auf den Web-Konfigurator
3 Bridge Mode

4 Einrichten des Internetzugriffs und
Produktregistrierung

5 DMz

1 AnschlieBRen der Hardware

Sie bendtigen folgendes:
ZyWALL

Computer

el |

o
]
of

6 NAT

7 Firewall

8 Einstellen der VPN-Regeln
9 Problembeseitigung

Ethernetkabel

Netzteil

15
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Wenn Sie das Gerét installieren, missen Sie die Hardwaregerate folgendermalien anschlielRen.

‘}IHHIII\

WAN LAN/DMZ 10/100

TN

SYS CARD
ZyWALL 5 G

INTERNET SECUNTY APPLIANCE

PWR ACT RESET
| g

1 Verbinden Sie den LAN-/DMZ-Port mit einem Ethernet-Kabel mit dem Computer. Wenn Sie diese Ports im
LAN- oder DMZ-Fenster mit dem Web-Konfigurator als DMZ-Ports konfigurieren, kdnnen Sie auch mit
Ethernetkabeln eine Verbindung von LAN-/DMZ-Ports zu 6ffentlichen Servern (Internet, E-Mail, FTP usw.)
herstellen.

2 Schliel3en Sie mit einem anderen Ethernet-Kabel den WAN-Port an die Ethernet-Buchse mit Internetzugriff
an.

DIAL BACKUP CONSOLE EXTENSION CARD SLOT POWER

\@© @@ ] @ |

3 Wenn Sie die Antiviren- und IDP-Funktion verwenden méchten, miissen Sie die Erweiterungskarte
ZyWALL TURBO einsetzen. Sie kdnnen alternativ eine 3G-Wireless-Card einsetzen, um uber ein 3G-
Netzwerk auf das Internet zuzugreifen. Fur die LAN-Funktion benétigen Sie die Wireless LAN-Karte.

16
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Weitere Informationen zu den Erweiterungskarten erhalten Sie in der Bedienungsanleitung der ZyWALL
Turbo Karte. Eine Installationsanleitung fur eine Wireless LAN-Karte finden Sie im Benutzerhandbuch.
Zum Zeitpunkt der Drucklegung kénnen Sie im ZyWALL nur die 3G-Wireless-Card Sierra AC850/860
verwenden.

4 SchlieRen Sie das mitgelieferte Netzteil an der Riickseite der ZyWALL an.

5 Kontrollieren Sie den Systemstart mittels der LEDs an der Frontseite. Die PWR-LED beginnt zu leuchten.
Wahrend des Systemtests blinkt die SYS-LED. Wurde der Test erfolgreich abgeschlossen, bleibt diese
Anzeige an. Die LEDs ACT, CARD, LAN/DMZ und WAN beginnen zu leuchten und bleiben an, wenn die
entsprechenden Verbindungen richtig hergestellt wurden.

2 Zugriff auf den Web-Konfigurator

In diesem Abschnitt wird beschrieben, wie die WAN 1-Schnittstelle fir den Internetzugriff konfiguriert wird.

1 Starten Sie lhren Internetbrowser. Geben Sie als 2 Klicken Sie auf Login (Einloggen) (das
Adresse 192.168.1.1 (die Standard IP-Adresse der Standardpasswort 1234 ist bereits vorgegeben).
ZyWALL) ein.

Wenn das Loginfenster nicht angezeigt wird, lesen
Sie in Abschnitt 9.1 nach, wie Sie die IP-Adresse

. . ZyWALL 5
Ihres Computers einstellen kdnnen. ¥
J Fle Edit Yew Favorites Tools Help Enter Password and click Login.
J d=Eack - = - &) vt | Qhsearch [ Favorites
:
| address | hetp:j192.168.1.1 Bagaword
3 Andern Sie das Passwort, indem Sie ein neues 4 Klicken Sie auf Apply (Ubernehmen), um das

Passwort eingeben und auf Apply (Ubernehmen) Standarddigitalzertifikat der ZyWALL zu ersetzen.
klicken.

Replace Factory Default Certificate
Use this screen to change the password.

New Password: -

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

Retype to Confirm:

5 Das Fenster HOME wird angezeigt.

17
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StandardmaRig befindet sich die ZyWALL im Routermodus. Wenn Sie Routingfunktionen wie NAT, DHCP
oder VPN verwenden mdéchten, gehen Sie weiter zum nachsten Schritt.

Gehen Sie zu Abschnitt 3, wenn Sie die ZyWALL als eine transparente Firewall verwenden mdchten.

6 Prifen Sie die Netzwerkstatus Tabelle. Wenn der Status von WAN 1 nicht Down ist und eine IP-Adresse
angegeben ist, gehen Sie zu Abschnitt 5.

Wenn der Status bei WAN 1 Down ist (oder es keine IP-Adresse gibt), klicken Sie auf das Assistent-Symbol,
und konfigurieren Sie WAN 1 gemaf} der Beschreibung in Abschnitt 4 WAN.

Verwenden Sie das NETWORK WAN Fenster, wenn Sie WAN 2 konfigurieren mdchten. Sie kdnnen auch ein
Load-balancing zwischen den WAN-Anschlissen konfigurieren.

zyXEL Automatic Refresh Interval (SR | Refresh ¥ wer (D

‘System Information

Security Services
HOME kAol L
System Name Turbo Card Mot Installed
REGISTRATIDN Model ZywaALL 5 IDP/Anti-Virus Definitions v1.002 (NfA)
T & Boothase Version w1.08 | 01/28/2005 IDP/Anti-Virus Expiration Date  License [nactive
Firmware Version W4.02(40.00b2 | 10/23/2006 Anti-Spam Expiration Date License Inactive
SECURITY L] Up Time 0001154 Content Filter Expiration Date License [nactive
AD¥ANCED =] System Time 2006-11-29 00:51:04 GMT D = i
= i ot Virus Detected A
evice Mode outer
HPORTS L - Spam Mail Detected M A
Firewall Enabled
LOGS Waeb Site Blocked A
MAINTENANCE System Resources | Top 5 Intrusion & Virus Detections
Lt L O mEnm Rank_Intrusion Detected ¥irus Detected
LocouT Memary s ] e | | - : :
cPU l:l 290 DatefTime Message |
2006-11-29 00:50:3%  ip spoofing - WAN UDP (Repeated: &)
s IP/Net P sig T\  2006-11-29 00:50:28  ip spoofing - WAN UDP (Repeated: &)
WAN 1 100M/Full 172.23,37.10¢ DHEP clisnt (R 2006-11-29 00:50:22  ip spoofing - WAN UDP (Repeated: 2)
2935.255.255.0 2006-11-29 00:50:14 ip spoofing - WAN UDP
Dial Backup Down 0.0.0.0/ 0.0.0.0 NfA Dial 2006-11-29 00,50:09 ip spoofing - WAN UDP (Repeated: 7)
Lan 100M/Full 192,168,117 DHCP server  HA
255,255.255.0 System Status
WLAN  100M/Full 0.0.0.0/ 0,000 Static HAA Port Statistics | DHCPTable | PN | Bandwidth |
oMz 100M/Full 0.0.0.0/ 0.0.0.0 Static My A

3 Bridge Modus

Wenn Sie bei der ZyWALL den Bridge Modus einstellen, funktioniert sie als transparente Firewall. Bei der
ZyWALL wird der Bridge Modus folgendermalien eingestellt:

18



DEUTSCH

1 Klicken Sie in der Navigationsleiste auf
MAINTENANCE (Wartung) und dann auf
Device Mode (Geratemodus). —

2 Wahlen Sie Bridge und konfigurieren Sie pae ey
eine (statische) IP-Adressen- Deuice Mode Se

General Password Time and Date| Dewvice Mode = F/w Upload E;:s"t‘;f_e& Restart

The ZyWALL restarts automatically after you change the device mods and click "Apply”.

Subnetmaske und eine Gateway-IP-
Adresse fiir die LAN-, WAN-, DMZ- und s (See Lan, wan, DHZ and WLaN)
WLAN- Schnittstelle der ZyWALL. R

3 Klicken Sie auf Apply (Ubernehmen). Die e ot e e
ZyWALL wird neu gestartet. Gatawsr I Adirsss EF T

Gehen Sie weiter zu Abschnitt 5, wenn Sie

Server haben, auf die Sie vom WAN aus
zugreifen missen.

4 Einrichten des Internetzugriffs und Produktregistrierung

1 Klicken Sie im Startfenster (HOME) auf das Assistent-Symbol () und dort auf die Verknipfung Internet
Access Setup (Einrichten des Internetzugriffs), um den Assistenten zum Einrichten des Internetzugriffs

aufzurufen.
Geben Sie die Daten flr den Internetzugriff so ein, wie Sie sie von |lhrem Provider erhalten haben.

Wenn Ihnen eine feste IP-Adresse gegeben wurde, wahlen Sie im Lisenfeld IP Address Assignment (IP-
Adressenzuweisung) die Option Static (Statisch) und geben Sie dort die Daten ein.

,@S Je nachdem, was Sie im Feld Encapsulation wahlen, sieht die Eingabemaske anders aus.
Geben Sie dort die Daten ein, die Sie von |hrem Internetdienstanbieter oder
Netzwerkadministrator erhalten haben.

Wenn Sie die Eingabe beendet haben, klicken Sie auf Apply (Ubernehmen).
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* Ethernet Encapsulation WIZARD - Internet Access

Konfigurieren Sie den Internetzugang in
den NETWORK WAN (NetZWerk'WAN) ISP Parameters for Internet Access
Fenstern (auf der Registerkarte WAN).

WAN IP Address Assignment

* PPP over Ethernet or PPTP Encapsulation

Wahlen Sie Nailed-Up, wenn die Verbindung dauerhaft aufrecht erhalten werden soll (Aus Kostengriinden
empfehlen wir diese Option nur wenn Sie eine Flatrate haben).
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Wenn die Verbindung nicht dauerhaft stehen soll, tragen Sie bitte den Idle Timeout in Sekunden ein.

fou can select sthernet, PPPOE or PPTP according to in which the network you “You can select ethernet, PPPoE or PPTP according to in which the network you
are. If you don't know, please ask your netwark administrator, The most popular are. If you don't know, please ask your network administrator. The most
type of network is ethernet. popular type of netwark is ethernet.
Encapsulation IPPP over Ethernet ¥ Encapsulation EETE -
Service Name | (Optional) User Name ]
User Mame I Passwaord sranraze
Password [rrevenen Retype to Confirm [
5 !axaxmm
Retype to Confirm I Nailed-Up
I” Nailed-Up 1dle Timeout 100 (Seconds)
Idle Timeout lﬂDD {Seconds)
My IP Address o . 0 . 0 . 0
1P Add Assi it | O
B o My TP Subnet Mask 0 : 0O o0 @0
- Server IP Address o .o . o0 .0
Back Connection ID/Name

IP Address Assignment|Dynamic +
Back || Apply

2 Klicken Sie auf Next (Weiter), um das Fenster
aufzurufen, in dem Sie Ihre ZyWALL bei
myZyXEL.com (Online-Servicezentrum von
ZyXEL) regIStrleren und den kOSten'OSGn You can register ZyWALL on hitp:/Awww. 2yxel.com and activate "Free Trial"
|nha|tsfi|ter SOWie d|e Anti_Spam_‘ Antiviren- Und of Content Filtering, AntiSpam, Antivirus and IDP services on your ZyWALL
IDP—Testsoftware aktiVieren kénnen- Oder Sle Click "Mext" to activate these senvices for FREE.
klicken auf Skip (Uberspringen) und dann auf
Close (Schliessen), um das Einrichten des
Internetzugriffs abzuschliessen. o] e

,5 Stellen Sie sicher, dass die ZyWALL Turbo Karte installiert ist, bevor Sie die Abodienste fir
IDP und die Antivirensoftware aktivieren.
Schalten Sie immer erst die ZyWALL aus, bevor Sie die ZyWALL Turbo Karte einsetzen oder
entfernen.
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3 Wenn Sie bei myZyXEL.com bereits ein Konto
haben, wahlen Sie Existing myZyXEL.com
account (Bestehendes myZyXEL.com-Konto)
und geben Sie die Daten zum Konto ein.
Anderenfalls wahlen Sie New myZyXEL.com
account (Neues myZyXEL.com-Konto) und
fullen Sie die Felder unten aus, um ein neues
Konto zu 6ffnen und die ZyWALL zu
registrieren. Klicken Sie auf Next (Weiter).

4 Warten Sie ab, bis die Registrierung
abgeschlossen ist. Dies kann einige Minuten
dauern.

5 Im folgenden Fenster wird angezeigt, wenn die
Registrierung nicht erfolgreich durchgefiihrt
wurde. Klicken Sie auf Return (Zuruck), um
zum Fenster Device Registration (Gerat
registrieren) zurtickzukehren. Prifen Sie noch
einmal |hre Einstellungen.

& New myZyXEL.com account " Existing myZy=EL.com account

User Name B
o Cesusemame andpasseord from € 5o
Password 20 characters.)
Confirm Password [t
E-Mail Address frest@aycet.com
Country | Talwan x|
Back | hext

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...

Register Message

You must type a email in the email field!

Return l

6 Klicken Sie auf Close (Schliessen), um nach
der Registrierung und Aktivierung den
Assistenten zu verlassen.

Installation is complate

Device Registration:
Content Filtering :
IDP/Ant Virus :

Device Registration:

Registsrad
Enabled
Enabled
Enabled

Close
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,gg Wenn Sie mit der PIN-Nummer (Lizenzschlussel) auf Ihrer iCard einen Standarddienst
aktivieren mochten, gehen Sie zum Fenster REGISTRATION. Ausfiihrliche Informationen
finden Sie im Benutzerhandbuch.

5 DMZ

Die DeMilitarisierte Zone (DMZ) ermdglicht es, dass 6ffentliche Server (Internet, E-Mail, FTP, usw.) nach
aufden hin sichtbar sind aber dennoch uber Firewallschutz vor DoS-Angriffen verfiigen (Denial of Service).

Sie kénnen die TCP/IP-Konfiguration iber DHCP den Computern zuweisen, die an die DMZ-Anschlisse
angeschlossen sind. Die Computer werden mit statischen IP-Adressen (in demselben Subnetz wie die IP-
Adressen des DMZ-Ports) und DNS-Serveradressen konfiguriert. Verwenden Sie die DMZ-IP-Adresse der
ZyWALL als Standardgateway.

Wenn sich die ZyWALL im Routingmodus befindet, wird die DMZ folgendermallen konfiguriert.

,@ Im Bridge Modus muss die DMZ nicht konfiguriert werden. Gehen Sie weiter zu Abschnitt 7.

1 Klicken Sie in der Navigationsleiste auf NETWORK (NETZWERK) > DMZ.

2 Geben Sie fiir die DMZ-Schnittstelle eine IP-
Adresse und eine Subnetmaske an. S

Static DHCP 1P Alias Port Roles

Both v
RP1 )

1P Address o .0 0 0 RIP Direction

Wenn Sie in der DMZ private IP-Adressen
verwenden, konnen Sie die Server mit NAT
offentlich zuganglich machen (siehe Abschnitt 6).

1P Subnet Mask o 0 [ 0 RIP Version
Multicast

DHCP None v
1P Pool Starting Address [
DHCP Server Address

Pool Size

Eine offentliche IP-Adresse muss sich auf einem
anderen Subnetz als dem der 6ffentlichen IP-
Adresse eines WAN-Ports befinden. Wenn Sie das

DHCP WINS Server i

I™ allow between DMZ and LAN
I™ allow between DMZ and WaNL

NAT nicht fur die 6ffentlichen IP-Adressen aus der
DMZ konfigurieren, leitet die ZyWALL den
Datenverkehr ohne NAT zu den offentlichen IP-
Adressen in der DMZ. Diese Funktion kann fur die
Hostserver bei NAT-feindlichen Anwendungen
sehr nltzlich sein.

3 Klicken Sie auf Apply (Ubernehmen).

and wanz
and WLAN

d to create a Firewall rule.

Reset
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4 StandardmaRig sind alle LAN-/DMZ-Ports (1 bis 4)

LAN-Ports. Wenn Sie einen Port als DMZ-Port onz static picP

konfigurieren mochten, klicken Sie auf die
Registerkarte Port Roles (Portfunktionen), wahlen
Sie das Kontrollfeld neben DMZ und klicken Sie

auf Apply (ibernehmen).

6 NAT

NAT (Network Address Translation - NAT, RFC 1631) ist die Ubersetzung einer IP-Adresse eines Netzwerks
in eine andere |IP-Adresse eines anderen Netzwerks. Wenn die ZyWALL mehrere 6ffentliche IP-Adressen in
mehrere private IP-Adressen lhres LAN (oder |hrer DMZ) ibersetzen soll, verwenden Sie die Fenster NAT

Address Mapping (NAT-Adressmapping).

Das folgende Beispiel zeigt den Zugriff von einem WAN1- auf einen HTTP-Server (Internet) in der DMZ. Der
Server hat die private IP-Adresse 10.0.0.20.

1 Klicken Sie in der Navigationsleiste auf
ADVANCED (ERWEITERT) > NAT und
dann auf Port Forwarding
(Portweiterleitung).

2 Wahlen Sie die WAN-Verbindung
(WANA1) furr diejenige Verbindung aus, fur
die Sie die Anschlussweiterleitungsregeln
konfigurieren mdéchten.

3 Wahlen Sie das Kontrollfeld Active
(Aktiv).

4 Geben Sie eine Bezeichnung fur die
Regel ein.

5 Geben Sie die Portnummer ein, die der
Dienst verwendet.

6 Geben Sie die IP-Adresse des HTTP-
Servers ein.

7 Klicken Sie auf Apply (Ubernehmen).

7 Firewall

_Port Roles Setup

1P Alias

NAT Overview  Address Mapping | Port Forwarding | Port Triggering
ort Forwarding Rules.
WAaM Interface VAN >
Default Server {1 Go To Page|1 ¥
|#|active] Name | Incoming Port(s) | PortTranslation Server IP Address
n | fweb =0 - Je0 i = 105 H 00 % 08§ 20
E‘ u 0 - o o 0 [} 0 [}
H‘ u 0 - o o [ [} [ 0
‘ o o -p o [ [] [ [ [
E‘ u fn - o | [] 0 [ 0
E‘ § | o o o 0 1] 1] 1] 1]
‘ § | o -0 o 0 1] 1] o 1]
n‘ § | o -0 o - 1] 1] o 1]
u‘ u 0 - ] = 0 [} 0 0
m‘ u 0 - o = 0 [} 0 [}
Mote 1: You may also need to create a Firewsll ruls,
Note 2: Part Translation is optional.

Apply Reset

Sie kdnnen die ZyWALL verwenden, ohne die Firewall zu konfigurieren.

Die Firewall die ZyWALL ist so vorkonfiguriert, dass sie Ihr LAN vor Angriffen aus dem Internet schiitzt. Bei
der Standardeinstellung kénnen keine Daten in Ihr LAN eindringen, wenn nicht zuvor eine Anfrage aus dem
LAN gestellt wurde. Die ZyWALL lasst den Zugriff vom WAN oder LAN auf die DMZ zu, blockiert aber den

Datenverkehr aus der DMZ zum LAN.
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Wenn Sie die ZyWALL im Routermodus verwenden, fahren Sie mit dem nachsten Abschnitt fort. Weiter mit
dem Bridge Modus geht es in Abschnitt 9.

8 Einstellen der VPN-Regeln

Mit einem VPN-Tunnel (Virtual

Private Network) haben Sie eine Local Networi | Remote Network ]
sichere Verbindung zu anderen l |- | Remote | ] ]
Computern oder Netzwerken. =F s PSecRouter ] \%“j_,i I
. o . == 5 J \_ pEHTanned SN ) |
Eine Gateway-Policy identifiziert an K==y A ‘ I |
jedem Ende eines VPN-Tunnels die L _| j GaTEWAY PoLioy T L |
—————— 3 e o o e e e ]

In einer Netzwerk-Policy ist
festgelegt, welche Gerate (hinter
den IPSec-Routern) den VPN-
Tunnel benutzen dirfen.

IPSeC'ROUter A AANARRAARRANRARRARMRARNAAR

NETWORK POLIGY

Diese Abbildung soll die Hauptfelder in den Assistentenfenstern erlautern.

| = = Local Network | | IrRemote Network

| [ I Remote | I

| - o | IPSec Router | |

o< VPN Tunnel S

: == L _ \* :

l_ L?gaAdeetwork | K‘ | Remote Network |
e s S B Remote o .. IDAddress _ 1

M. EyiVALL Gateway Address

1 Klicken Sie im Startfenster (HOME) auf das Assistent-Symbol () und dort auf die Verkniipfung VPN Setup
(VPN Einrichten), um den VPN-Assistenten aufzurufen.

g Wenn Sie auf Back (Zuriick) klicken, werden lhre Einstellungen nicht gespeichert.
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2 |In diesem Fenster kénnen Sie die Gateway-Policy
konfigurieren.
Name: Geben Sie einen Namen ein, um die :
Gateway-Policy zu bezeichnen. e Test
Remote Gateway Address: Geben Sie die IP- : -
Adresse oder den Domainnamen des IPSec-Routers
ein.

My ZywaALL po00
Remote Gateway Address [Branchotfice.com

Back
3 In diesem Fenster kénnen Sie die Netzwerk-Policy
konfigurieren.
Lassen Sie die Markierung im Kontrollfeld Active —
(AktiV) ¥ Active
' Marne Test
Name: Geben Sie einen Namen fir die Netzwerk
P0||Cy ein. Lacal Network " single  Range IP % Subnet
Wahlen Sie Single und geben eine IP-Adresse fir Starting 1P Address 192 168 . 1 . 0
eine Host ein. Ml | (s {SUENSE 265 . 255 . 25 . 0
Wahlen Sie Range IP (IP-Bereich) und geben Sie die R  single T Range 1P & subnet
. . . i dd . 5 i
Anfangs- und End-IP eines bestimmten Bereichs von :z:ﬁ:;glsp»ﬁ:dr;::sfswnet —

Mask 2% . 0 . 0 .0

IP-Adressen ein.
Wahlen Sie Subnet (Subnetz) und geben Sie eine IP-
Adresse und eine Subnetmaske ein, um ein [ack] next|
bestimmtes Netzwerk anhand ihrer Subnetmaske
festzulegen.

g Stellen Sie sicher, dass der Remote-IPSec-Router dieselben Sicherheitseinstellungen
verwendet, die Sie in den zwei folgenden Fenstern festlegen.

Negotiation Mode: Wahlen Sie Main Mode fiir den Identitatsschutz. Wahlen Sie Aggressive Mode, wenn
mehrere eingehende Verbindungen von dynamischen IP-Adressen verschiedene Passworter benutzen sollen.

,@ Wenn mehrere SAs (Security Associations) durch ein Sicherheitsgateway verbunden sind,
mussen diese denselben Negotiation-Modus haben.

Encryption Algorithm (Verschlisselungsalgorithmus): Wahlen Sie 3DES oder AES fur eine starkere
Verschlisselung.
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Authentication Algorithm (Authentifizierungsalgorithmus): Wahlen Sie MD5 fur eine minimale Sicherheit oder
SHA-1 fir eine hohere Sicherheit.

Key Group (Schlisselgruppe): Wahlen Sie DH2 fur eine hdhere Sicherheit.

SA Life Time (SA-Dauer): Legen Sie fest, wie oft die ZyWALL die IKE SA wieder verhandelt (mindestens 180
Sekunden). Eine kurze SA-Dauer erhoht die Sicherheit, bei der Verhandlung wird aber voriibergehend der
VPN-Tunnel getrennt.

Pre-Shared Key: Geben Sie hier 8 bis 31 ASCII-Zeichen (GroR- und Kleinschreibung beachten) oder 16 bis 62
Hexadezimalzeichen ("0-9", "A-F") ein. Setzen Sie einem Hexadezimalschlissel ein "0x” (Null x) voran, wird
dieses nicht als Teil des 16 bis 32 Zeichen langen Schlissels betrachtet.

Encapsulation Mode: Tunnel ist kompatibel mit NAT, Transport nicht.

IPSec Protocol: ESP ist kompatibel mit NAT, AH nicht und AH bietet keine Verschlisselung.

Perfect Forward Secrecy (PFS): None (Keine) ermdglicht einen beschleunigt Phase 2 beim Aufbau des
IPSec-Tunnels, DH1 und DH2 bieten aber mehr Sicherheit.

4 |In diesem Fenster werden die IKE- 5 In diesem Fenster werden die IPSec-Einstellungen
Tunneleinstellungen (Internet Key Exchange) konfiguriert.
konfiguriert.

Encapsulation Mode el C ensao
Negotiation Mode  Main Mode  Aggressive Made S Fiese O A
Encryption Algarithm & DES ' AES O 3DES Encryption Algorithm & DES " AES © 3DES O NULL
Authentication Algorithm ¢ sHal * MDS Authentication Algerithm ' sHa1 © MDs
e D o & Sh Life Time 26800 | (seconds)
34 Life Time ] tacands) (P:Frge)/:t ARSI g i e (s

Pre-sShared Key 112345678
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6 Prufen Sie Ihre VPN-Einstellungen. Klicken Sie
auf Finish (Fertig stellen), um die Einstellungen

zu speichern.

7 Klicken Sie beim letzten Fenster auf Close
(SchlieRen), um die Installation mit dem VPN-
Assistenten zu beenden. Fahren Sie mit dem

Gateway Policy Property
Test

Gateway Policy Setting
My ZywaLl 0.0.0.0
Remote Gateway Address Branchoffice com

Network Policy Property
e Yes
Hame Test

Network Policy Setting
Local Network
Starting IP Address 192.165.1.0
Subnet Mask 255.255.255.0
Remote Network
Starting IP Address 10.0.0.0
Subnet Mask 255.0.0.0

IKE Tunnel Setting (IKE Phase 1)
Authentication For Activating VPN
Authenticated By

User Name
Password

Negotiation Mode Main Mode
Encryption Algorithm DES
Authentication Algorithm MDS

Key Group H1

SA Lifs Time 28800 (Seconds)
Pre-Shared Key 12345675

IPSec Setting (IKE Phase 2)

Encapsulation Mode Tunnel Mode

1PSec Protocol ESP

Encryption Algorithm DES
Authentication Algorithm SHAL

SA Lifs Time 28800 (Seconds)

Perfect Forward Secrecy (PFS)  None

Dok | Firish

nachsten Abschnitt fort, um die VPN-Regel zu
aktivieren und eine VPN-Verbindung herzustellen.

Congratulations, The VPM wizard configuration is
complete.

Check our exciting range of Zy<EL products at
http:/fwww.zyxel.com

Having WPN access problems?

1. Werify your settings in this wizard.

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your [P
account is active and that the settings you entered
in the wizard are correct,

3. If you still have problems, please contact

custorer support.

Close

8.1 Benutzen der VPN-Verbindung

Mit VPN-Tunneln kénnen Sie Dateien sicher senden und empfangen sowie einen Remotezugriff auf
Firmennetzwerke, Internetserver und E-Mails zulassen. Die Dienste funktionieren so, als waren Sie an einem
Standort und nicht tGber das Internet miteinander verbunden.

Zum Beispiel lasst die VPN-Regel “test”
einen sicheren Zugriff auf einen
Internetserver in einem Remote-Firmen-
LAN zu. Geben Sie die IP-Adresse des
Servers (in diesem Beispiell 10.0.0.23) als
die URL Ihres Browsers ein. Die ZyWALL
baut automatisch den VPN-Tunnel auf,
wenn Sie den Server benutzen mochten.

Klicken Sie in der Navigationsleiste auf
SECURITY > VPN und dort auf die

¥PN Rules (IKE) ¥PN Rules (Manual)

Lntal Remote Sec

192360 1SU /| 100, U“’ Turinel ESP DES- SHAI

ﬂ- et

SA Monitor Global Setting

Retresh Disconnect

Registerkarte SA Monitor. Dort erscheint eine Liste der aktiven VPN-Tunnel (der VPN-Tunnel “test” ist hier

oben).
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9 Problembeseitigung

Problem

Lésungsmoglichkeit

Es leuchtet keine der
LED-Anzeigen.

Stellen Sie sicher, dass das Netzteil richtig an die ZyWALL und an eine Netzsteckdose
angeschlossen wurde. Uberpriifen Sie alle Kabelverbindungen.

Wenn die LEDs auch dann nicht leuchten, besteht mdglicherweise ein
Hardwareproblem. In diesem Fall sollten Sie sich an Ihren Handler wenden.

Aus dem LAN kann
nicht auf die ZyWALL
zugegriffen werden.

Uberpriifen Sie die Kabelverbindung zwischen der ZyWALL und dem Computer oder
Hub. Eine ausfihrliche Beschreibung finden Sie in Abschnitt 1.

Versuchen Sie die ZyWALL mit einem Ping von einem LAN-Computer aus zu erreichen.
Stellen Sie sicher, dass die Ethernetkarte des Computers installiert ist und einwandfrei
funktioniert.

Klicken Sie im Computer auf Start, (Alle) Programme, Zubehor und dann auf
Eingabeaufforderung. Geben Sie im Fenster Eingabeaufforderung "ping" gefolgt von
der LAN-IP-Adresse der ZyWALL (192.168.1.1 ist die Standardadresse) ein und driicken
Sie dann auf [ENTER]. Nun sollte die ZyWALL reagieren. Falls nicht, lesen Sie nach
unter Abschnitt 9.1.

Wenn Sei das ZyWALL-Passwort vergessen haben, driicken Sie die RESET -Taste.
Driicken Sie etwa 10 Sekunden lang auf die Taste (oder so lange, bis die SYS-LED
blinkt). Lassen Sie die Taste dann wieder los. Auf diese Weise werden alle Einstellungen
der ZyWALL auf ihre Standardwerte zurlickgesetzt (Passwort: 1234, LAN-IP-Adresse
192.168.1.1 usw.; Detailinformationen hierzu finden Sie im Benutzerhandbuch).

Wenn Sie die LAN- oder WAN-IP-Adresse der ZyWALL vergessen haben, kdnnen Sie
die IP-Adresse liber den Konsolenport im SMT einsehen. SchlielRen Sie lhren Computer
mit einem Konsolenkabel an den Anschluss CONSOLE an. Ihr Computer muss Uber ein
Terminalemulationsprogramm (z.B. HyperTerminal) verfligen, das folgendermassen
eingestellt ist: Anschlussemulation VT100, keine Paritat, 8 Datenbits, 1 Stoppbit, keine
Flusskontrolle, Portgeschwindigkeit 9600 bps.

Ein Zugriff auf das
Internet ist nicht
moglich.

Prifen Sie den Anschluss der ZyWALL an der Ethernet-Buchse mit Internetzugriff.
Stellen Sie sicher, dass das Gerat fiir den Internetzugriff (zum Beispiel ein DSL-Modem)
einwandfrei funktioniert.

Klicken Sie in der Navigationsleiste auf WAN und Uberprifen Sie die Einstellungen.

Es kann keine VPN-
Verbindung hergestellt
werden.

Stellen Sie sicher, dass die ZyWALL und der Remote-IPSec -Router die gleichen VPN-
Einstellungen verwenden. Klicken Sie in der Navigationsleiste auf VPN, um die
erweiterten Einstellungen zu konfigurieren.

Rufen Sie eine Website auf, um zu Uberprifen, ob die Internetverbindung hergestellt
werden kann.
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9.1 Einrichten der IP-Adresse des Computers

In diesem Abschnitt wird beschrieben, wie Sie lhren Computer einrichten missen, damit er bei Windows
2000, Windows NT und Windows XP eine |IP-Adresse empfangen kann. Nur auf diese Weise kann |hr

Computer mit der ZyWALL kommunizieren.

1 Klicken Sie bei Windows XP auf Start, Systemsteuerung.

Klicken Sie bei Windows 2000/NT auf Start, Einstellungen, Systemsteuerung.

2 Klicken Sie bei Windows XP auf Netzwerkverbindungen.

Klicken Sie bei Windows 2000/NT auf Netzwerk und DFU-Verbindungen.
3 Klicken Sie mit der rechten Maustaste auf LAN-Verbindung und dann auf Eigenschaften.
4 Wahlen Sie Internetprotokoll (TCP/IP) (bei Windows XP auf der Registerkarte Allgemein) und klicken

Sie auf Eigenschaften.

5 Das Fenster Eigenschaften von Internetprotokoll
(TCPI/IP) erscheint (bei Windows XP auf der
Registerkarte Allgemein). Wahlen Sie IP-Adresse
automatisch beziehen und DNS-Serveradresse
automatisch beziehen.

6 Klicken Sie auf OK, um das Fenster Eigenschaften von
Internetprotokolle (TCP/IP) zu schlielRen.

7 Klicken Sie auf SchlieBen (bei Windows 2000/NT auf
OK), um das Fenster Eigenschaften von LAN-
Verbindung zu schlie3en.

8 Schliellen Sie das Fenster Netzwerkverbindungen.

Internet Protocol (TCP/IP) Properties

General

‘t'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

l(:' Obtain an IF address automatical ]
— Use the fallowing IP address:

[ ' Obtain DNS server address automatically )

— Use the following DMS server addresses———————————————————
Advanced... |

Ereferred DHE server:

Alternate DHE semver

el

Cancel |

2|

Schritte zum Ansehen der Produktzertifizierung(en)

1 Besuchen Sie www.zyxel.com.

2 Wahlen Sie auf der ZyXEL-Homepage aus der Liste der Produkte lhr Produkt aus.
3 Wahlen Sie auf dieser die Zertifizierung aus, die Sie gerne angezeigt haben mdchten.
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Vista previa

El ZyWALL 5 es un cortafuegos, soporte de VPNs, gestion del ancho de banda, filtrado de contenidos, anti-
spam, antivirus, IDP (Intrusion Detection and Protection) y muchas otras caracteristicas. Puede usarlo como
cortafuegos transparente sin reconfigurar su red ni configurar las caracteristicas de enrutamiento de
ZyWALL. Cuando el ZyWALL esta en modo router, también puede insertar una tarjeta 3G inalambrica para afiadir
una segunda WAN. EI ZyWALL aumenta la seguridad de la red afiadiendo la opcién de cambiar las funciones
de los puertos de LAN a DMZ para utilizarlos con servidores de acceso publico. Esta guia cubre las
conexiones iniciales y configuracion necesaria para comenzar a usar el ZyWALL en su red.

Vea la Guia del usuario para mas informacién sobre todas las caracteristicas.

Puede que necesite su acceso a Internet para mas informacion.

DMZ =
F o -
LAN (I i .Iﬁl

- Ckieq\ LAN ﬁ E i

1| - == — ==
5 >~< \ Internet ! 2] 'c' = !
— = RO,

— s ( Internet ""\5-;

-/
Esta guia esta dividida en las siguientes secciones.
1 Conexiones del hardware 6 NAT
2 Acceso al configurador Web 7 Cortafuegos
3 Modo puente (bridge) 8 Configuracion de reglas VPN
4 Configuracién del acceso a Internet y registro del 9 Soluciéon de problemas
producto
5 DMz

1 Conexiones del hardware

Necesita lo siguiente.
ZyWALL Ordenador Cables Ethernet Adaptador de corriente

E 5

oo

1 |
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Realice lo siguiente para crear conexiones de hardware para la configuracion inicial.

WAN LAN/DMZ 10/100
10/100 1 2 3 4

et

i Ay reser 3
INTERNZFY.:glﬁI'IFYLAP?LIANCE SDYS ch O F q F 4 { q

I

®

1 Use un cable Ethernet para conectar el puerto LAN/DMZ a un ordenador. Si configura estos puertos como
puertos DMZ en la pantalla LAN o DMZ a través del configurador web, también podra usar cables Ethernet
para conectar servidores publicos (web, correo electrénico, FTP, etc.) a los puertos LAN/DMZ.

2 Use un cable Ethernet para conectar el puerto WAN a un dispositivo Ethernet con acceso a Internet.

DIAL BACKUP CONSOLE EXTENSION CARD SLOT

CDp @p “—g ~ 0

3 Inserte la tarjeta de expansion ZyWALL Turbo para utilizar el antivirus y las caracteristicas IDP o inserte
una tarjeta LAN inalambrica para utilizar la caracteristica wireless LAN. Puede insertar opcionalmente una
tarjeta inalambrica 3G para acceder a Internet de forma inalambrica a través de una red 3G. Consulte la guia
ZyWALL Turbo Card para mas informacion sobre la tarjeta de expansion. Consulte la guia del usuario
para la instalacion de una tarjeta LAN inalambrica. En el momento de la redaccién de esta guia, sélo podra
utilizar la tarjeta inaldmbrica Sierra AC850/860 3G en el ZyWALL.
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4 Use el adaptador de corriente incluido para conectar el zécalo de alimentacion (en el panel posterior) a
una toma de corriente.
5 Mire al panel frontal. EIl LED PWR se encendera. El LED SYS parpadeara mientras realiza la prueba del

sistema y luego se quedara fijo si la prueba ha tenido éxito. Los LEDs ACT, CARD, LAN/DMZ y WAN se

encenderan y permaneceran encendidos si las conexiones correspondientes se han realizado
correctamente.

2 Acceso al configurador Web

Use esta seccion para configurar la interfaz WAN 1 para el acceso a Internet.

1 Abra su explorador de web. Introduzca
192.168.1.1 (la direccion IP predeterminada del
ZyWALL) como direccion.

Si no aparece la pantalla de acceso, vea Seccion
9.1 para ajustar la direccion IP de su ordenador.

2 Haga clic en Login (acceso) (la contrasefia
predeterminada 1234 ya esta introducida).

ZyWALL 5

J File Edit ‘iew Favorites Tools Help

= Enter Password and click Login.
J dmiack ~ = - it | ‘Qhsearch [ Favorites
|address | httpiji192.168.1.1

Password: =T

3 Cambie la contrasefia de acceso introduciendo 4 Haga clic en Apply (Aplicar) para reemplazar el
una nueva contrasefia y haciendo clic en Apply certificado digital predeterminado de ZyWALL.
(Aplicar).

Replace Factory Default Certificate
\an thin sarenn tn change e pRawd The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

New Password: .
Retype to Confirm:

5 Aparecera la pantalla HOME (Inicio).

El ZyWALL esta en modo router por defecto. Contintie en el siguiente paso si desea usar caracteristicas
de enrutamiento como NAT, DHCP y VPN.

Vaya a Seccion 3 si prefiere usar el ZyWALL como cortafuegos transparente.
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6 Compruebe la tabla network status (estado de la red). Si el estado de WAN 1 no es Down (Caido) y hay
una direccion IP, vaya a Seccion 5.

Si el estado de WAN 1 es Down (la linea ha caido) (o no hay una direccion IP), haga clic en el icono Wizard
(Asistente) y utilice la Seccion 4 para configurar WAN 1.

Use las pantallas WAN en NETWORK (red) si necesita configurar WAN 2. También puede configurar la
distribucién de carga entre las conexiones WAN.

ZyXEL

HOME

Automatic Refresh Interval m

System Information

Security Services
Turbo Card
IDP/Anti-¥Wirus Definitions

i‘ HELP @

System Name
Madel

Mot Instslled
v1.002 [NfA)

Licenze Inactive

REGISTRATION ZywALL 5

w1.08 | 01/28/2005
V4,.02(XD.0)b2 | 10/23/2006

NETWORK Bootbase Version IDP/Anti-Virus Expiration Date
Firmware Version

Anti-Spam Expiration Date License Inactive

SECURITY =

Up Time 00:01:54 Content Filter Expiration Date License Inactiva
ADYANCED System Time 2006-11-29 00:51:04 GMT b Emopil S e Rl
e i Vitus Detected NiA
evice Mode outer
BERORIS _ Spam Mail Detected NiA
Firewall Enabled
LOGS Web Site Blocked MiA

- @ System Resources |

MAINTENANCE Top 5 Intrusion & ¥irus Detections

Rlash I o Rank_Intrusion Detected  ¥irus Detected
rosour Memory o ] e - : :
— Date/Time ssage
2006-11-29 00:50:3%  ip spoofing - WAN UDP (Repeated: &)

nterfaces Status IP/Netmask  IP Assignment Renew 2006-11-29 00:50:28  ip spoofing - WAN UDP (Repeated: &)
WAl 1 100M/Full 172,23.37.10/ DHEP dient RS 2006-11-29 00:50:22  ip spoofing - WAN UDP (Repeated: 2)

255.255.255.0 2006-11-29 00:50:14 ip spoofing - WAN UDP
Dial Backup Down 0.0.0.0/ 0.0.0.0 NfA Dial 2006-11-29 00:50:09 ip spoofing - WAN UDP (Repeated: 7)
Lan 100M/Full 192,168,117 DHCP server  HA

255,255.255.0 System Status
WLAN  100M/Full 0.0.0.0/ 0.0.0.0  Static HeA Port Statistics | DHCPTable | wPN | Bandwidth |
oMz 100M/Full 0.0.0.0/ 0.0.0.0 Static M

3 Modo puente (bridge)

Cuando configura el ZyWALL en modo puente, funciona como un cortafuegos transparente. Haga lo siguiente
para configurar el ZyWALL en este modo bridge.

1 Haga clic en MAINTENANCE (Mantenimiento) en
el panel de navegacion y luego en Device Mode
(Modo de Dispositivo).

2 Seleccione Bridge (Puente) y configure una
mascara de subred de direccion IP (estatica) y una
direccion IP de puerta de enlace para las interfaces
LAN, WAN, DMZ y WLAN del ZyWALL.

3 Haga clic en Apply (Aplicar). EI ZyWALL se
reiniciara.

Backup &
Restore

General Password  Time and Date| Device Mode | F/w Upload Restart

Current Device Mode

Device Mode Router

Device Mode Setup
The ZyWALL restarts automatically after you change the device made and dick *Apply"
" Router
IP Address (See LAN, WAN, DMZ and WLAN)
1+ Bridge
IP Address
IP Subnet Mask

Gateway IP Address

Vaya a Seccion 5 si tiene servidores que necesitan ser
accesibles desde la WAN.
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4 Configuracién del acceso a Internet y registro del producto
1 Haga clic en el icono Wizard (Asistente) (m) en la pantalla HOME (INICIO) y luego en el enlace Internet
Access Setup (Configuracion de acceso a Internet) para abrir el asistente de acceso a Internet.
Introduzca la informacién del acceso a Internet exactamente como se le ha dado.

Si se le ha dado una direccion IP para usarla, seleccione Static (Estatica) en el cuadro desplegable IP
Address Assignment (Asignacion de direccion IP) e introduzca la informacion facilitada.

g Los campos varian dependiendo de lo que seleccione en el campo Encapsulation
(Encapsulacion). Rellénelos con la informacion facilitada por el ISP o el administrador de
redes.

Haga clic en Apply (Aplicar) cuando haya terminado.

» Encapsulacion Ethernet

Configure un servicio Roadrunner en las

pantallas WAN de NETWORK (Red) (use la

ficha pestaﬁa WAN) Tou can select ethernet, PPPoE or PPTP according to in which the network you
) are. If you don't know, please ask your network administrator. The most popular
type of netwark is ethernet.

Encapsulation IEtheme1 'i

IF Address Assignment IS‘taﬁc 'i

My WAN IP Address | 0 0 o 0
My WaN IF Subnet
s | o 0 0 0
Gateway IP Address I 1} o 1} o
First DNS Server o . o . 0 . 0O
Second DNS Server 02 & 20 % 0 w0
Elackl Apply

» Encapsulaciéon PPP sobre Ethernet o PPTP

Seleccione Nailed-Up (Forzada) cuando desee que su conexion esté arriba todo el tiempo (esto puede
resultar caro si su ISP le cobra por el tiempo de uso de Internet en lugar de una cuota fija mensual).
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Para no tener una conexion arriba todo el tiempo, especifique un periodo de tiempo en espera (en segundos)

en Idle Timeout (Temporizador de inactividad).

vou can select ethernet, PPPoE or PPTP according to in which the netwark you
are. If you don't know, please ask your netwark administratar. The maost popular
type of network is ethernet.

Encapsulation Im

Service Name | (Cptional)
User Mame I

Password "’""”‘”‘—~

Rotype to Confirm [

I Mailed-up

Idle Timeout [ro0 (Seconds)

IP Address Assignment | Dynamic *
Back || Apply

Tou can select ethernet, PPPoE or PPTP according to in which the network you
are. If you don't know, please ask your network administrator. The most
popular type of netwoark is ethernet.

Encapsulation PETE hd

User Name ]

Passward Eraseass

Retype to Confirrn [P

| | Nailed-Up

Idle Timeout 100 (Seconds)

My IP Address o . 0 . 0 . 0
My IP Subnet Mask o R
Server IP Address o .o . o0 .0

Connection ID/Name

IP Address Assignment|Dynamic +

Back

2 Haga clic en Next (Siguiente) para mostrar la
pantalla donde podra registrar ZyWALL con
myZyXEL.com (centro de servicios en linea de
ZyXEL) y activar los periodos de prueba de
filtrado de contenidos, anti-spam, antivirus e IDP.
En caso contrario, haga clic en Skip (Saltar) y
luego en Close (Cerrar) para completar la
configuracion de acceso a Internet.

You can register ZYWALL on hitp/Awww. zyxel.com and activate "Free Trial"
of Content Filtering, AntiSpam, Antivirus and IDP services on your ZyWaLL.

Click "Mext" to activate these services for FREE.

g Asegurese de haber instalado el ZyWALL Turbo Card antes de activar los servicios de

suscripcion a IDP y antivirus.

Apague el ZyWALL antes de instalar o quitar ZyWALL Turbo Card.
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3 Si ya tiene una cuenta en myZyXEL.com,
seleccione Existing myZyXEL.com account
(Cuenta myZyXEL.com existente) e introduzca
la informacion de la cuenta. En caso contrario,

INTERNET ACCESS

Device Registration

seleccione New myZyXEL.com account
(Nueva cuenta myZyXEL.com) y rellene los
campos de abajo para crear una nueva cuenta T
y registrar su ZyWALL. Haga clic en Next :
(Siguiente). -

4 Espere a que el progreso del registro finalice. INTERNET ACCESS

5 La pantalla siguiente muestra si el registro no ha
tenido exito. Haga clic en Return (Volver) para
regresar a la pantalla Device Registration
(Registro del dispositivo) y comprobar su
configuracion.

INTERNET ACCESS

6 Haga clic en Close (Cerrar) para salir de la
pantalla del asistente cuando se hayan
realizado el registro y la activacion.

INTERNET ACCESS

Status
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g Si desea activar un servicio estandar con el numero de PIN de su iCard (clave de licencia),
utilice la pantalla REGISTRATION Service (Servicio del REGISTRO). Consulte la guia del
usuario para mas detalles.

5 DMz

La Zona DesMilitarizada (DeMilitarized Zone - DMZ) permite a los servidores publicos (web, correo
electrénico, FTP, etc.) estar visibles al mundo exterior teniendo adn proteccién de cortafuegos contra ataques
DoS (Denial of Service -Denegacion de Servicio).

Puede asignar la configuracién TCP/IP a través de DHCP para los ordenadores conectados a los puertos
DMZ. O bien, configure los ordenadores con direcciones IP estaticas (en la misma subred que la direccion IP
del puerto DMZ) y direcciones del servidor DNS. Use la direccion IP del ZyWALL como puerta de enlace
predeterminada.

Realice lo siguiente para configurar la DMZ si el ZyWALL esta en modo de enrutamiento.

/@ No necesita configurar la DMZ con modo puente, vaya a Seccién 7.

1 Haga clic en NETWORK (RED) > DMZ en el panel de navegacion.
2 Especifique una direccion IP y méscara de subred

para la interfaz DMZ. e R eI
Si usa direcciones IP privadas en la DMZ, use e e r— — =
NAT para hacer a los servidores accesibles i T
publicamente (ver Seccion 6). p—
1P Pool Starting Address ] 0 [ 0 Poal Size El
DHCP Server Address i
Una direccién IP publica debe estar en una subred OHCP WINS Server 1
DHCP WINS Server z

separada de las direcciones IP publicas de los
puertos WAN. Si no configura NAT para las
direcciones IP publicas en la DMZ, el ZyWALL

and Lan
and WaNL
and wanz

enruta el trafico a las direcciones IP publicas de la ML R

DMZ sin realizar la NAT. Esto puede resultar util e s

para albergar servidores para aplicaciones =
hostiles NAT.

3 Haga clic en Apply (Aplicar).
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4 Por defecto, los puertos LAN/DMZ (del 1 al 4) son

todos pUertOS LAN. Para Configurar un puerto Mz Static DHCP 1P Alias Port Roles
como puerto DMZ, haga clic en la pestaia Port S

H H LN & &
Rolgs (Ifuncnop de los puertos), sele'cmone el | -
botoén circular junto a DMZ y haga clic en Apply e SR

(Aplicar).

6 NAT

NAT (Network Address Translation (Traduccion de Direcciones de Redes) - NAT, RFC 1631) significa la
traduccion de una direccion IP en una red a una direccién IP diferente en otra. Puede usar las pantallas de
NAT Address Mapping (mapeo de direcciones NAT) para que el ZyWALL traduzca multiples direcciones IP
publicas a multiples direcciones IP privadas en su LAN (o DMZ).

Apply Reset

El siguiente ejemplo permite el acceso desde la WAN1 a un servidor HTTP (web) en la DMZ. El servidor tiene
una direccion IP privada de 10.0.0.20.

1 Haga clic en ADVANCED (AVANZADA)
> NAT en el panel de naVegaCién y NAT Overview  Address Mapping | Port Forwarding | Port Triggering
luego en Port Forwarding (Reenvio de jort Forwarding Hules.
pUeI'tO). WAN Interface Wian 1 >
2 Seleccione la conexion WAN (WAN1) Default server RGN o To Pagel1 =]
para la que desea configurar las normas [#[activel Name | Incoming Port(s) | Port Translation | ServerIP Address |
, v et 2 = 3 5 3
de reenvio de puertos. E‘ F——F — T R
3 Seleccione la casilla de verificacion E} C P P P E b0 0 o
Active (Activa). B - e - SR
4 Escriba un nombre para la regla. E} » i ___EF O P s o o
7 (S o =] o -] 1] 0 03 & o
5 Escriba el niumero que el servicio usa. Br ik . T
6 Escriba la direccion IP del servidor - K ¥ ¥ R
HTTP. Mote 1t You may allsn need tn_craalte a Firewall ruls,
. . Mote 2: Port Translation is optianal.
7 Haga clic en Apply (Aplicar). :
Reset

7 Cortafuegos

Puede usar el ZyWALL sin configurar el cortafuegos.

El cortafuegos del ZyWALL esta preconfigurado para proteger su LAN de ataques desde Internet. Por
defecto, no puede entrar ningun trafico en su LAN a menos que se haya generado una peticion en la LAN
antes. El ZyWALL permite el acceso a la DMZ desde la WAN o LAN, pero bloquea el trafico de la DMZ a la
LAN.

Si usa el ZyWALL en modo enrutador, contintie con la siguiente seccion. Para el modo puente, vaya a
Seccion 9.
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8 Configuracion de reglas VPN

Un tanel VPN (Virtual Private e o s o e ey
Network - Red Privada Virtual) le M loca Network | RemoteiNetotkE ]
ofrece una conexién segura a otro I [ ] | Ranote | [ | =
ordenador o red. = e PSecRouter] == ;
o I = L)) veNTunnd N 4@)—,?‘ ]
Una politica de puerta de enlace S—. ] A H -1
identifica a los enrutadores IPSec en !_ _ eSS - L I
P Al VDN e —" s — AN AR AARRARRARNARNAANEAR e e e e e e ]
ambos extremos del tunel VPN. A

Una politica de red especifica qué
dispositivos (detras de los

enrutadores IPSec) pueden usar el BERsaRKARE I

N
- —C ’D—\l VPN Tunnel

Yvvenvnvrvne

e

tunel VPN.
Esta figura ayuda a explicar los campos principales en las pantallas del asistente.
i' 7 Local Network | IrR:mTte_NeEv;k_ -
| /i I Remote | I—i
| =. [ ==
I = s>
I

= 77‘

L L?PaAdeetwork I | Remote Network
ress IP Address
— o ——— ] My ZyWALL Remote s e i s s i

Gateway Address

1 Haga clic en el icono Wizard (Asistente) () en la pantalla HOME (INICIO) y luego en el enlace VPN Setup

(Configuraciéon VPN) para abrir el asistente VPN.

,@ Su configuraciéon no se grabara cuando haga clic en Back (Atras).
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2 Use esta pantalla para configurar la politica de la
puerta de enlace.

Name (Nombre): Introduzca un nombre para

identificar la politica de la puerta de enlace. liae Test
Remote Gateway Address (Direccion de puerta de RS
enlace remota): Introduzca la direccién IP o nombre v Syat —
del domlnlO del enrutador |PS€C remoto Remote Gateway Address BranchOffice com
Biack

3 Use esta pantalla para configurar la politica de la
red.

Deje la casilla de verificacion Active (Activa)
seleccionada. 7 Active

Marme Test
Name (Nombre): Introduzca un nombre para
identificar la politica de la red.

N

Local Network  gingle " Ranga IP ¥ Subnet
Seleccione Single (Una) e introduzca la direccion IP e s Se s
L. . ., Ending IP Address / Subnet 285 . 255 . 255 o
para una unica direccion IP. Mask | S S
Seleccione Range IP (Rango IP) e introduzca las Reate Neotk ' el (9 [ E G S
. . . e . e i dd 5 ; i
direcciones IP inicial y final para un rango especifico e ———————

Mas

de direcciones IP.

Seleccione Subnet (Subred) e introduzca la direccion
IP y la mascara de subred para especificar las Next
direcciones IP en una red por su mascara de subred.

/gg Compruebe que el enrutador IPSec usa la misma configuracion de seguridad que la que
configurara en las siguientes dos pantallas.

Negotiation Mode (Modo de negociacién): Seleccione Main Mode (Modo principal) para la proteccion de la
identidad. Seleccione Aggressive Mode (Modo agresivo) para permitir que mas conexiones entrantes desde
direcciones IP dinamicas usen contrasefas separadas.

£§ SAs (asociaciones de seguridad) multiples conectadas a través de una puerta de enlace
segura deben tener el mismo modo de negociacion.

Encryption Algorithm (Algoritmo de cifrado): Seleccione 3DES o AES para un cifrado mas fuerte (y mas
lento).
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Authentication Algorithm (Algoritmo de autenticacion): Seleccione MD5 para una seguridad minima o SHA-1
para una mayor seguridad.

Key Group (Grupo de claves): Seleccione DH2 para una mayor seguridad.

SA Life Time (Temporizador de SA): Ajuste la frecuencia con que ZyWALL negocia la IKE SA (minimo 180
segundos). Una vida de SA corta aumenta la seguridad, pero la negociacion desconecta temporalmente el
tunel VPN.

Pre-Shared Key (Clave pre-compartida): Use 8 a 31 caracteres ASCII sensibles a mayusculas o 16 a 62
caracteres hexadecimales ("0-9", "A-F"). Precede una clave hexadecimal con un "0x” (cero x), que no cuenta
como parte del rango de caracteres 16 a 62 para la clave.

Encapsulation Mode (Modo de encapsulacién): Tunnel (Tunel) es compatible con NAT, Transport
(Transporte) no lo es.

IPSec Protocol (Protocolo IPSec): ESP es compatible con NAT, AH no lo es.
Perfect Forward Secrecy (PFS): None (Ninguno) permite una configuracion IPSec mas rapida, pero DH1 y
DH2 son el modo seguro.

4 Use esta pantalla para establecer la configuracion 5 Use esta pantalla para establecer la configuracion
de tanel IKE (Internet Key Exchange - Intercambio IPSec.
de Claves de Internet).

o CIKE PHse 20

Encapsulation Made & Tunnel © Transpart

1PSec Protocol * Esp C aH

Encryption Algorithm ™ pEs O aEs © 3DES (. MULL
aAuthentication Algorithm & sHaL O MDS

S4 Lifs Time 26500 (secands)
Key G o k.
ey Group DHL { DHz Parfect Forward Secrecy
)

SA Lifs Time 25800 (Secends) (PFS

Pre-Shared Key 112345675

Hegotiation Mode & Main Mode © Aggressive Mode
Encryption Algorithm & pes ¢ aEs { 3DES
Authentication Algorithm € spal & mDs

® none ¢ DHL © DHz

Beck | et |
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6 Compruebe su configuracion VPN. Haga clic en 7 Haga clic en Close (Cerrar) en la pantalla final
Finish (Finalizar) para guardar la configuracion. para completar la configuracion del asistente para
VPN. Continte con la siguiente seccién para
activar la regla VPN y establecer una conexion
Gateway Policy Property VPN -
Test
Gateway Palicy Setting
Py ZyWALL 0.0.0.0
Remuote Gateway Address Branchoffice.com
Nebuor ouley b o Congratulations. The WPN wizard configuration is
B Ry os Sl
el e Check our exciting range of Zy*EL products at
http: /A 2y el .com
Metwork Policy Setting
Local Network
Starting IP Address 192.165.1.0 Hawing WPN access problems?
Subnet Mask 255.255.255.0
Remute Network o
Starting IP Address 10.0.0.0 1. Werify your settings in this wizard.
Subnet Mask 255.0.0.0 2. If your wizard entries are correct, but still cannot
: access the Internet, then check that your ISP
IKE Tunnel Setting (IKE Phase 1) account is active and that the settings you entered
Authentication For Activating VPR S T s
m“ljhE"tl‘\fatEd By 3. If you still have problems, please contact
P;:;’WD‘TQE custarner suppart,
Negatiation Mods Main Mods
Encryption Algorithm DES
Authentication Algorithm MDS
Key Group DHL
Sh Life Time 28800 (Seconds) Clase
Pre-Shared Key 12345678
IPSec Setting (IKE Phase 2)
Encapsulation Mode Tunnel Mods
IPSec Protocal ESP
Encryption Algorithm DES
aAuthentication Algorithm SHAL
SA Life Time 28800 (Seconds)
Perfect Forward Secrecy (PFS)  None

8.1 Usar la conexion VPN

Use tuneles VPN para enviar y recibir archivos con seguridad y permitir el acceso remoto a redes
corporativas, servidores de web y correo electrdnico. Los servicios funcionan igual que si estuviese en la
oficina en lugar de estar conectado a Internet.

Por ejemplo, la regla VPN “test” (prueba)
permite un acceso seguro a un servidor
web en una LAN corporativa remota. _ _ —
Introduzca la direccion IP del servidor Secunit deociaions tobie

(10.0.0.23 en este ejemplo) como URL en | [#] neme | | Local | Remote lencapsutation ,PSEC
su explorador. El ZyWALL construye nn tost -21595,2215658215?& 25énzgsnznséo Tunnel -EESP EuEs--SHmi
automaticamente un tanel VPN cuando - - '
intenta usarlo.

¥PN Rules (IKE) ¥PN Rules {Manual} SA Monitor Global Setting

Refresh Dizconnect I

Haga clic en SECURITY (SEGURIDAD) >

VPN en el panel de navegacion y luego en
la ficha SA Monitor (monitor SA) para mostrar una lista de los tuneles VPN conectados (el tinel VPN “test”
(prueba) esta aqui).
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9 Solucién de problemas

Problema

Solucion

Ninguno de los LEDs
se enciende.

Asegurese de haber conectado el adaptador de corriente al ZyWALL y silo ha
enchufado en una fuente de alimentacion apropiada. Compruebe todas las conexiones
de los cables.

Si los LEDs todavia no se encienden, puede que tenga un problema de hardware. En
este caso, deberia contactar con su vendedor local.

No se puede acceder
al ZyWALL desde la
LAN.

Compruebe la conexion de cables entre el ZyWALL y su ordenador o hub. Consulte
Seccion 1 para mas detalles.

Realice un ping al ZyWALL desde un ordenador LAN. Compruebe que la tarjeta Ethernet
de su ordenador esté instalada y funcione correctamente.

En el ordenador, haga clic en Inicio, (Todos los) programas, Accesorios y luego en
Simbolo del sistema. En la ventana del Simbolo del sistema, escriba "ping" seguido
por la direccion IP LAN del ZyWALL (192.168.1.1 es la predeterminada) y pulse
[ENTRAR]. El ZyWALL deberia responder. En caso contrario, consulte Seccién 9.1.

Si ha olvidado la contrasefa del ZyWALL, use el botén RESET . Mantenga pulsado el
botén durante unos 10 segundos (o hasta que el LED SYS comience a parpadear), a
continuacion suéltelo. Esto devolvera al ZyWALL la configuracion predeterminada de
fabrica (la contrasefia es 1234, direccion IP LAN 192.168.1.1 etc.; vea la Guia del
usuario para mas detalles).

Si ha olvidado la direccion IP LAN o WAN del ZyWALL puede comprobar la direccion IP
en la SMT a través del puerto consola SMT. Conecte su ordenador al puerto CONSOLE
(Consola) usando un cable de consola. Su ordenador deberia tener un programa de
comunicaciones de emulacion de terminales (como HyperTerminal) ajustado a la
emulacion del terminal VT100, sin paridad, 8 bits de datos, 1 bit de parada, sin flujo de
control y una velocidad de puerto de 9600 bps.

No puedo acceder a
Internet.

Compruebe la conexion del ZyWALL a la clavija Ethernet con acceso a Internet.
Compruebe si el dispositivo de puerta de enlace de Internet (como un médem DSL)
funciona correctamente.

Haga clic en WAN en el panel de navegacion para verificar su configuracion.

No puedo establecer
una conexion VPN.

Compruebe si el ZyWALL y el enrutador IPSec usan la misma configuracion VPN. Haga
clic en VPN en el panel de navegacion para establecer la configuracién avanzada.

Acceda a un sitio web para comprobar si tiene una conexion a Internet correcta.

9.1 Configurar la direccion IP de su ordenador

Esta seccidn le explica como configurar su ordenador para recibir una direccién IP en Windows 2000,
Windows NT y Windows XP. Esto asegura que su ordenador pueda conectarse con su ZyWALL.

1 En Windows XP, haga clic en Inicio, Panel de control.
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En Windows 2000/NT, haga clic en Inicio, Configuracion, Panel de control.
2 En Windows XP, haga clic en Conexiones de red.
En Windows 2000/NT, haga clic en Conexiones de red y marcacion.
3 Haga clic con el botdn derecho en Conexion de area local y haga clic en Propiedades.

4 Seleccione Protocolo Internet (TCP/IP) (en la ficha General en Windows XP) y haga clic en
Propiedades.

5 Se abrira la pantalla Propiedades de Protocolo Internet Protocol (TCP/IP) Properties || 2 x|
Internet TCP/IP (la ficha General en Windows XP). —
Seleccione las opciones Obtener una direccion IP

Lt : =2 . ‘t'ou can get |P zettings assigned automatically if your network, supports

automaticamente y Obtener Ia dlreCCIon del SeerdOI' thiz capability. Otherwize, you need to azk your network. administrator for
DNS autométicamente. the appropriate |P settings.

6 Haga clic en Aceptar para cerrar la ventana [(: Dbt an IP addies: automatcaly )
Propiedades de Protocolo Internet (TCP/IP). —C Use the following P address:

7 Haga clic en Cerrar (Aceptar en Windows 2000/NT) iz | s
para cerrar la ventana Propiedades de conexion de I .

area local. [ efault gateway: | ; ;

8 Cierre la pantalla Conexiones de red.

[ ' Obtain DNS server address automatically ]

— Use the following DMS server addresses:

Ereferred DHE server: | . .
Alternate DHE servern: | : :

Advanced... |
I oK I I Cancel |

Procedimiento para ver la(s) certificacion(es) del producto

1 Vaya a www.zyxel.com.

2 Seleccione su producto de la lista desplegable en la pagina inicial de ZyXEL para ir a la pagina de ese
producto.

3 Seleccione la certificacion que desee visualizar en esta pagina.
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Présentation

Le ZyWALL 5 est un pare-feu avec VPN, gestion de bande passante, filtrage de contenu, antispam, antivirus,
détection et protection contre les intrusions (IDP) et de nombreuses autres fonctionnalités. Vous pouvez
I'utiliser comme un pare-feu transparent et ne pas reconfigurer votre réseau ni configurer les fonctionnalités
de routage du ZyWALL. Quand le ZyWALL est en mode routeur, vous avez aussi la possibilité d'insérer une carte
sans fil 3G pour ajouter un second WAN. Le ZyWALL améliore la sécurité du réseau grace a la possibilité de
changer les réles des ports LAN en DMZ pour utiliser avec des serveurs accessibles au public. Ce guide
couvre les connexions initiales et la configuration nécessaire pour commencer a utiliser le ZyWALL dans votre

réseau.

Voir le Guide de I'utilisateur pour plus d'informations sur toutes les fonctionnalités.

Vous aurez peut-étre besoin de vos informations d'accés a Internet.

;
m BB

DMZ
s WAN
\@I im
\("- & ~
\ . x e

_pmn
e >~< ] \ Internet
o -

—_—= ==

Ce guide est divisé en sections comme suit.

1 Connexions matérielles
2 Accéder au Configurateur Web
3 Mode Pont

4 Installation de I'accés a Internet et inscription du
produit

5 DMz

1 Connexions matérielles

Vous avez besoin des éléments suivants.

Ordinateur

= VPN

= 7 &=
- > ’ kx
,_‘—t\rt 0 —

RO
s Internet

- N
»,

6 NAT

7 Pare-feu

8 Installation de la regle VPN
9 Dépannage

Cables Ethernet Adaptateur d'alimentation
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Procédez comme suit pour effectuer les connexions matérielles pour l'installation initiale

il

LAN/DMZ 10/100

WAN
1
10/100

1 2 4
PWR ACT RESET
o il ol [l
SYS CARD
e g |

(e]

ZyWALL 5

INTERNET SECURITY APPLIANCE

eIy

9 :

1 Utilisez un cable Ethernet pour connecter le port LAN/DMZ a un ordinateur. Si vous configurez ces ports
en ports DMZ dans I'écran LAN ou DMZ a l'aide du configurateur web, vous pouvez aussi utiliser les
cables Ethernet pour connecter les serveurs publics (web, e-mail, FTP, etc.) aux ports LAN/DMZ.

2 Utilisez un autre (ou d'autres) cable Ethernet pour connecter le port WAN a une prise Ethernet avec acces

a Internet.

DIAL BACKUP CONSOLE EXTENSION CARD SLOT POWER

D @ “g

3 Insérez la carte d'extension ZyWALL Turbo pour utiliser les fonctionnalités antivirus et IDP ou insérez une
carte LAN sans fil pour utiliser la fonctionnalité LAN sans fil. Vous pouvez aussi insérer une carte sans fil 3G
pour accéder a l'Internet sans fil via un réseau 3G. Voir le guide de ZyWALL Turbo Card pour plus
d'informations sur la carte d'extension. Voir le guide de I'utilisateur concernant l'installation d'une carte
LAN sans fil. Pour l'instant, vous pouvez utiliser une carte 3G Sierra AC850/860 dans le ZyWALL.
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4 Utilisez le adaptateur d'alimentation pour connecter la prise d'alimentation (sur le panneau arriére) a une

prise de courant.

5 Regardez le panneau avant. La LED PWR s'allume. La LED SYS clignote lors du test du systéme et reste
ensuite allumée si le test a réussi. Les LED ACT, CARD, LAN/DMZ, et WAN s'allument et restent
allumées si les connexions correspondantes sont effectuées correctement.

2 Accéder au Configurateur Web

Utilisez cette section pour configurer I'interface WAN 1 pour I'accés a Internet.

1 Lancez votre navigateur web. Entrez 192.168.1.1
(I'adresse IP par défaut du ZyWALL) comme
adresse.

Si I'écran de connexion n'apparait pas, voyez la
Section 9.1 comment définir I'adresse IP de votre
ordinateur.

J File Edit ‘iew Favorites Tools  Help

J dmEack ~ = - (5 ot | Qi 5search (5 Favorites

| Addvess | hitpif/192.168.1.1

3 Changez le mot de passe d'ouverture de session
en entrant un nouveau mot de passe et cliquez sur
Apply (Appliquer).

Use this screen to change the password.
[
T

New Password:

Retype to Confirm:

Ignore

5 L'écran HOME (ACCUEIL) s'ouvre.

2 Cliquez sur Login (Ouverture de session) (le mot
de passe par défaut 1234 est déja entré).

ZyWALL 5

Enter Password and click Login.

Password: =T

4 Cliquez sur Apply (Appliquer) pour remplacer le
certificat numérique par défaut du ZyWALL.

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

Ignore

Par défaut, le ZyWALL est en mode routeur. Suivez I'étape suivante si vous voulez utiliser les fonctionnalités

de routage telles que NAT, DHCP et VPN.

Allez a la Section 3 si vous préférez utiliser le ZyWALL comme un pare-feu transparent.
6 Reportez-vous au tableau d'network status (Etat du Réseau). Si I'état WAN 1 n'est pas Down (Désactivé)

et qu'il y a une adresse IP, allez a la Section 5.
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Si I'état WAN 1 est Down (Désactivé) (ou qu'il n'y a pas d'adresse IP), cliquez sur l'icbne Wizard (Assistant) et
utilisez la Section 4 pour configurer WAN 1.

Utilisez les écrans NETWORK/WAN si vous devez configurer WAN 2. Vous pouvez aussi configurer
I'équilibrage de charge entre les connexions WAN.

ZyXEL

Automatic Refresh Interval M

System Information

T ower (@

HOME

REGISTRATION

System Name
Model
Boothase Version

Firmware Yersion

ZyWALL §

1,08 | 01/28/2005

W4,02(40,00b2 | 10/23/2006

Security Services
Turbo Card

IDP/ Anti-¥irus Definitions
IDP/Anti-¥irus Expiration Date
Anti-Spam Expiration Date

Mot Installed
w1002 (HAA)
License Inactive

License Inactive

SELILANR Up Time 00:01:54 Content Filter Expiration Date License Inactive
ADYANCED System Time 2006-11-29 00151:04 GMT Intrusion Detected MR
iR e Virus Detected i
; evice Mode auter
EERORTS { spam Mail Detected i
Firewall Enabled
LOGS Web site Blocked i

MAINTENANCE

3 3 3 I~ ™ “
| EEE T I . s nirusion & Virus Detections

Lt OO Ged Rank Intrusion Detected __ Virus Detected
ey ] mmw | - : -
— Date, Time tessage
2006-11-29 00:50:39  ip spoofing - WAN UDP (Repested: &)
L T T L Lo | | 2006-11-29 00:50:28  ip spacfing - WAN LDP (Repeated: &)
100M/Full 172.23.37.10/ DHCP client [ 2006-11-29 00:50:22  ip spoofing - WAN UDP (Repeated: 2)
255.255.255.0 2006-11-29 00:50:14 ip spoofing - WAN UDP
Dial Backup  Down 0.0.0.0/ 0.0.0.0 LY Dial 2006-11-29 00:50:09 ip spoofing - WAN UDP (Repeated: 7)
Lan 100M/Full 182,168,117 DHCP sarver  HiA
255.255.255.0 System Status
WLAN  100M/Full 0.0.0.0/ 0.0.0.0  Static HFA Port Statistics | DHCPTable | weN | Bandwidth |
DMz 100M/Full 0,0,0,0/ 0,0,0,0 Static M A

3 Mode Pont

Quand vous paramétrez le ZyWALL en mode pont, il fonctionne comme un pare-feu transparent. Procédez
comme suit pour paramétrer le ZyWALL en mode pont.

1 Cliquez sur MAINTENANCE dans le

panneau de navigation et ensuite sur le . :

. o] PR eneral assword ime and Date Device Mode load
Device Mode (Mode Périphérique). £ L Bkl Raadd

Current Device Mode

Backup &

Restore il

Device Mode

2 Sélectionnez Bridge (Pont) et configurez
une d'adresse |IP (statique) de masque de
sous-réseau et une adresse IP de

Router

Device Mode Setup

The ZyWALL restarts automatically after you change the device mode and click "Apply”.

passerelle pour les interfaces LAN, WAN, Lt Soe L, Wi, BHE and LA
DMZ et WLAN du ZyWALL. G
. . IP Address 192 . 188 . 1 T |
3 Cliquez sur Apply (Appliquer). Le ZyWALL 1P Subnet Mask ER
redémarre_ Gateway IP Address 0o .0 .0 .0

Passez a la Section 5 si vous avez des
serveurs qui doivent étre accessibles a partir
du WAN.
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4 Installation de I'accés a Internet et inscription du produit

1 Cliquez sur l'icone () Wizard (Assistant) dans I'écran HOME (ACCUEIL) et ensuite sur le lien Internet
Access Setup (Installation de l'accés a Internet) pour ouvrir I'assistant d'accés a Internet.

Entrez les informations d'accés a Internet exactement telles qu'elles vous ont été fournies.

Si vous avez regu une adresse IP a utiliser, sélectionnez Static (Statique) dans la boite de la liste déroulante
d'IP Address Assignment (Attribution d'adresse IP) et saisissez les informations fournies.

,gg Les champs varient en fonction de ce que vous sélectionnez dans le champ Encapsulation.
Remplissez-les avec les informations fournies par I'|SP ou I'administrateur réseau.

Cliquez sur Finish (Terminer) quand vous avez terminé.

* Encapsulation Ethernet

Configurer un service Roadrunner dans les
écrans du NETWORK WAN (utilisez

|‘ong|et WAN) fou can select ethernet, PPPoE or PPTP according to in which the network you
. are, If you don't know, please ask your networl: administrator, The most popular
type of netwark is ethernet,

I Ethernet G

Encapsulation

My ian IP Address

My WaN IP Subnet
Mask

Gateway IP Address

First DNS Server
Second DNS Server

IF Address Assignment ISTatic Vi

1]

0

o

0

o

0

Back I

* PPP over Ethernet ou PPTP Encapsulation

Sélectionnez Nailed-Up quand vous voulez que votre connexion soit toujours active (cela peut étre cher si
votre ISP vous facture pour votre temps d'utilisation a la place d'un abonnement mensuel).
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Pour ne pas avoir la connexion constamment active, spécifiez un délai d'inactivité (en secondes) dans Idle
Timeout (Délai d'inactivité).

WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access ISP Parameters for Internet Access

rrvrv—y

PPP over Ethernst = |

L

PPTP Configuration
WAN IP Address Assignment

2 Cliquez sur Next (Suivant) pour afficher I'écran ou
vous pourrez inscrire votre ZyXEL sur
MyZyXEL.com (Centre de services en ligne de
ZyXEL) et activer les applications d'évaluation
gratuites de filtrage de contenu, antispam,
antivirus et IDP. Vous pouvez aussi cliquer sur
Skip (Passer) et ensuite sur Close (Fermer) pour
terminer l'installation de I'accés a Internet.

INTERNET ACCESS

Product registration and service activation for free

,€§ Vérifiez que vous avez installé le ZyWALL Turbo Card avant d'activer les services
d'abonnement IDP et antivirus.
Eteignez le ZyWALL avant d'installer ou de retirer le ZyWALL Turbo Card.
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3 Si vous avez déja un compte sur
myZyXEL.com, sélectionnez Existing
myZyXEL.com account (Quitter mon compte
myZyXEL.com) et entrer les informations du
compte. Vous pouvez aussi sélectionner New
myZyXEL.com account (Nouveau compte
myZyXEL.com) et remplir les champs ci-
dessous pour créer un compte et enregistrer
votre ZyWALL. Cliquez sur Next (Suivant). -

INTERNET ACCESS

Device Registration

o i L ]

. . . L
4 Attendez que I'enregistrement soit terminé. INTERNET AGGESS

5 Les écrans suivants s'affichent si
I'enregistrement a échoué. Cliquez sur Return
(Retour) pour retourner a I'écran Device
Registration (Inscription matériel) et vérifier
VoS parameétres.

INTERNET ACCESS

6 Cliquez sur Close (Fermer) pour quitter
I'assistant quand l'inscription et I'action sont
effectuées.

INTERNET ACCESS

Status
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,gg Si vous voulez activer un service standard avec le numéro PIN de votre iCard (clé de
licence), utilisez I'écran de REGISTRATION Service (Service d'INSCRIPTION). Voir le guide
de l'utilisateur pour les détails.

5 DMZ

La Zone Démilitarisée (DMZ) permet aux serveurs publics (web, e-mail, FTP, etc.) d'étre visible au monde
extérieur et avoir cependant une protection pare-feu contre les attaques DoS (Denial of Service).

Vous pouvez attribuer la configuration TCP/IP via DHCP aux ordinateurs connectés aux ports DMZ.
Autrement, configurez les ordinateurs avec des adresses IP statiques (dans le méme sous-réseau que les
adresses |IP des ports DMZ) et les adresses de serveur DNS. Utilisez I'adresse IP DMZ du ZyWALL comme
passerelle par défaut.

Procédez comme suit pour configurer le DMZ si le ZyWALL est en mode routage.

g Vous n'avez pas besoin de configurer DMZ avec le mode pont, sautez a la Section 7.

1 Cliquez NETWORK (RESEAU) > DMZ dans le

panneau de navigation. 1 o Port Rotes

2 Spécifiez une adresse IP et un masque de sous- e e — I —
réseau pour l'interface DMZ. Fann D P [Fei =]
Si vous utilisez des adresses IP privées sur le frene =]

o ool Starting Address i 1] [ 0 ool Size 128

DMZ, utilisez NAT pour rendre les serveurs s o
accessibles au public (voir la Section 6). o
Une adresse IP publique doit se trouver sur un e v
sous-réseau séparé de l'adresse |IP publique du T Al betueen DM and WAtz

I~ Allow between DMZ and WLAN

port WAN. Si vous ne configurez pas NAT pour les
adresses IP publiques sur le DMZ, le ZyWALL

dirige le trafic vers les adresses IP publiques sur le =]
DMZ sans effectuer de NAT. Cela peut étre utile
pour héberger des serveurs pour des applications non conviviales avec NAT.

Note: You also need to create a Firewall rule.

3 Cliquez sur Apply (Appliquer).
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4 Par défaut, les ports LAN/DMZ 1 a 4 sont tous des

ports LAN. Pour configurer un port en port DMZ, oz staticoncr e Ais Port Rales
cliquez sur l'onglet de Port Roles (Réle des Ports), R
sélectionnez la case a c6té de DMZ et cliquezsur || | .
Apply (Appliquer). B -
6 NAT

NAT (Network Address Translation - NAT, RFC 1631) permet la conversion d'un adresse IP dans un réseau
en une adresse IP différente dans un autre. Vous pouvez utiliser les écrans de NAT Address Mapping

(Mappage d'Adresse NAT) pour que le ZyWALL convertisse plusieurs adresses IP publiques en plusieurs
adresses IP privées sur votre LAN (ou DMZ).

L'exemple suivant permet I'accés depuis le WAN1 & un serveur HTTP (web) sur le DMZ. Le serveur posséde
une adresse IP privée de 10.0.0.20.

1 Cliquez sur ADVANCED (AVANCE) >
NAT dans le panneau de naVigation et NAT Overview  Address Mapping | Port Forwarding | Port Triggering
ensuite sur Port Forwarding port Forwarding Rules.
(Réacheminement de Port). WaN Tnterace et =]
2 Sélectionnez la connexion WAN (WAN1) Default server s 000 5o 7o pagel1 =]
pour laquelle vous voulez configurer les [#[activel Name | Incoming Port(s) | PortTranslation | Seruer IP Address |
N , . n W |web B0 - B0 ul =0 0 . 0 . 0 . 20
régles de réacheminement de port. Br T F B ———
3 Sélectionnez la case & cocher Active. E} L] P__F P P oo .0 o
4 |l o -0 o - @ 1] 1] 1] 1]
4 Tapez un nom pour la régle. s [ o F ] i 5 0 .0 .o
. . H & ”
5 Tapez le numéro de port que le service } = T e —
utilise. ﬂ‘ o 0 o o o 0 0 0 0
' u‘ o 0 B0 o - [ 0 [ 0
6 Tapez I'adresse IP du serveur HTTP. Tr - - - - —
7 Cliquez sur Apply (Appliquer). e e
Mote 2: Port Translation is optional,
Reset

7 Pare-feu

Vous pouvez utiliser le ZyWALL sans configurer le pare-feu.

Le pare-feu du ZyWALL est préconfiguré pour protéger votre LAN contre les attaques provenant d'Internet.
Par défaut, aucun trafic ne peut pénétrer dans votre LAN a moins qu'une requéte ne soit tout d'abord générée
sur le LAN. Le ZyWALL permet I'accés au DMZ depuis le WAN ou LAN, mais bloque le trafic provenant du
DMZvers le LAN.
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Si vous utilisez le ZyWALL en mode routeur, suivez la section suivante. Pour le mode pont, passez a la
Section 9.

8 Installation de la régle VPN

Un tunnel VPN (Virtual Private

Network) vous offre une connexion Local NetWOrk| Remotethistwork
sécurisée a un autre ordinateur ou |- 1 ranote | [
réseau. | My ZVALL PSecRouter] S .
o _ B IE‘LJ—\ VPN Tunnel \— —@J—E
Une stratégie de passerelle identifie | == A H S
les routeurs IPSec aux extrémités L ______ _| j GaTEWAY PoLioy T L
d'un tunnel VPN ‘ AARAMRAARRARRARRARNAANARD T P s P oo
Une stratégie de réseau spécifie les § §
périphériques (derriére les routeurs i
IPSec) pouvant utiliser le tunnel i NETWORK Pouioy i

VPN.

Cette figure aide a expliquer les champs principaux dans les écrans de l'assistant.

Local Network | IrRemote Network

I

| Remote |
| = IPSec Router |
|

|

il

—

B = VPN Tunnel N\

il L _ \*
Local Network K‘ \

e | | Remote Network
I_. e ISR, My ZyWALL Remote o .. IDAddress _ 1
Gateway Address

1 Cliquez sur l'icone () Wizard (Assistant) dans I'écran HOME (ACCUEIL) et ensuite sur le lien VPN Setup
(Installation du VPN) pour ouvrir I'assistant du VPN.

D W T S -y e

g Vos parameétres ne sont pas enregistrés quand vous cliquez sur Back (Retour).
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2 Utilisez cet écran pour configurer la stratégie de

passerelle.
Name (Nom): Entrez un nom pour identifier la :
stratégie de passerelle. e Test
Remote Gateway Address (Adresse de passerelle SR
. : T
distante): Entrez I'adresse IP ou le nom de domaine YA —
dU rOUteUr IPSeC diStant. Remote Gateway Address BranchOffice. com
Back
3 Utilisez cet écran pour configurer la stratégie de
réseau.
Laissez la case a cocher Active sélectionnée.
Name (Nom): Entrez un nom pour identifier la o —
stratégie de réseau. T
Sélectionnez Single (Unique) et entrez une adresse Lonel Network e S o
IP pour une adresse IP unique. Starting 1P Address 82088 . 1 .0
; . , . ;r;dswlzg IP Address / Subnet 255 . 255 . 255 . O
Sélectionnez Range IP (Plage d'IP) et saisissez les
adresses IP de début et de fin pour une plage Bttt © single © Range1r © Subnet
d, d IP 4, f Starting IP Address 10 & 0 @ e O
adresses SpeCI Ique Ending IP Address / Subnet

Mask 2% . 0 . 0 .0

Sélectionnez Subnet (Sous-réseau) et saisissez une
adresse IP et un masque de sous-réseau pour

spécifier les adresses IP sur le réseau par leur [ack] next|
masque de sous-réseau.

g Vérifiez que le routeur IPSec distant utilise les mémes parameétres de sécurité que ceux que
vous configurez dans les deux écrans suivants.

Negotiation Mode (Mode de négociation): Sélectionnez Main Mode (Mode Principal) pour la protection
d'identité. Sélectionnez le Aggressive Mode (Mode Agressif) pour permettre a plus de connexions entrantes a
partir des adresses IP dynamiques d'utiliser des mots de passe séparés.

,@ Plusieurs SAs (associations de sécurité) se connectant via une passerelle de sécurité doivent
avoir le méme mode de négociation.

Encryption Algorithm (Algorithme de cryptage): Sélectionnez 3DES ou AES pour bénéficier d'un cryptage
plus puissant (et plus lent).
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Authentication Algorithm (Algorithme d'authentification): Sélectionnez MD5 pour la sécurité minimale ou
SHA-1 pour une sécurité plus élevée.

Key Group (Groupe de clés): Sélectionnez DH2 pour avoir une sécurité plus élevée.

SA Life Time (Durée de vie SA): Définissez la fréquence a laquelle le ZyWALL renégocie I'lKE SA (minimum
180 secondes). Une durée de vie de SA courte augmente la sécurité, mais la renégociation déconnecte
temporairement le tunnel VPN.

Pre-Shared Key (Clé prépartagée): Utilisez 8 a 31 caractéres ASCII sensibles a la casse ou 16 a 62
caractéres hexadécimaux ("0-9", "A-F"). Faites précéder une clé hexadécimale par un "0x” (zéro x), qui n'est
pas compté comme faisant partie de la plage de 16 a 62 caractéres pour la clé.

Encapsulation Mode (Mode d'encapsulation): Tunnel est compatible avec NAT, Transport ne I'est pas.
IPSec Protocol (Protocole IPSec): ESP est compatible avec NAT, AH ne l'est pas.

Perfect Forward Secrecy (Confidentialité de transmission parfaite) (PFS): None (Aucune) permet une
configuration IPSec plus rapide, mais DH1 et DH2 sont plus sécurisés.

4 Utilisez cet écran pour configurer les parameétres 5 Utilisez cet écran pour configurer les paramétres

IKE (Internet Key Exchange-Echange de clé IPSec.
Internet).
Encapsulation Made = miamel T resiepont
Hegatiation Hods @ Main Mods ¢ Aggrsssive Mode 15ze Rivcie] Esp £ aH
Encryption Algorithrn ' pes ¢ aEs O 3DES Encryption Algorithm * pes © aEs © 3DES © HMULL
e Authentication Algerithm  * sHa1 ( MDs
e e O i e 54 Life Time 28600 ety
SA Life Time 25800 (Sacands) (ppe;ge)’:t ARG g e it

Pre-sShared Key 112345678
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6 Vérifiez vos paramétres VPN. Cliquer sur Finish

(Terminer) pour enregistrer les parameétres.

7 Cliquez sur Close (Fermer) dans I'écran final pour
terminer l'installation de I'assistant de VPN.

Gateway Policy Property

Gateway Policy Setting
My ZywaLL
Remote Gateway Address

Network Policy Property
e
Hame

Network Policy Setting
Local Network
Starting IP Address
Subnet Mask
Remote Netwark
Starting IP Address
Subnet Mask

IKE Tunnel Setting (IKE Fhase 1)
Authentication For Activating YPH
Authenticated By
User Name
Password
Negotiation Mode
Encryption Algorithm
Authentication Algorithm
Key Group
SA Life Time
Pre-Shared Key

IPSec Setting (IKE Phase 2)
Encapsulation Mode
IPSec Protocol
Encryption Algorithm
Authentication Algorithm
54 Life Time
Ferfect Forward Secrecy (FFS)

Test

0.0.0.0
BranchOffice .com

Yes
Test

192.168.1.0
255.255.255.0

10.0.0.0
255.0.0.0

Main Mode
DES
MDS

28800 {Seconds)
12345675

Tunnel Mode
ESP
DES

SHAL
25800 {Seconds)
None

Back | Finish

Suivez la section suivante pour activer la régle
VPN et établir une connexion VPN.

Congratulations. The WPN wizard configuration is
complete.

Check our exciting range of Zy*EL products at
http: /A 2y el .com

Hawing WPN access problems?

1. Werify your settings in this wizard.

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you entered
in the wizard are correct,

3. If you still have problems, please contact
custormer support,

Close

8.1 Utiliser la Connexion VPN

Utilisez les tunnels VPN pour envoyer et recevoir de maniére sécurisée, et permettre I'accés a distance aux
réseaux d'entreprise, serveurs web et e-mail. Les services fonctionnent comme si vous étiez au bureau au

lieu d'étre connecté a Internet.

Par exemple, la régle VPN “test” permet
un accés sécurisé a un serveur web sur
un LAN d'entreprise distant . Entrez
I'adresse IP du serveur (10.0.0.23 dans
cet exemple) comme votre URL de
navigateur. Le ZyWALL construit
automatiquement le tunnel VPN quand
vous tentez de I'utiliser.

¥PN Rules (IKE)} ¥PN Rules (Manual}

Secur  Table ;
Local Remote a IPSec

| 19216620/ | 10.00.0/7 | =
te*t 552552550 | 255.255.255.0 | e

SA Monitor Global Setting

—

Tunnel

Refresh Dizzonnect

Cliquez sur SECURITY (SECURITE) >
VPN dans le panneau de navigation et

ensuite sur I'onglet du SA Monitor (Moniteur SA) pour afficher une liste de tunnel VPN connectés (le tunnel

VPN “test” est |a).
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9 Dépannage

Probléme

Action Corrective

Aucune LED ne
s'allume.

Vérifiez que votre adaptateur d'alimentation est connecté au ZyWALL et branché dans
une prise de courant appropriée. Vérifiez toutes les connexions cablées.

Si les LED ne s'allument toujours pas, cela signifie que vous avez peut-étre un probléme
matériel. Dans ce cas-l1a, vous devez contacter votre revendeur local.

Impossible d'accéder
au ZyWALL a partir du
LAN.

Vérifiez la connexion cablée entre le ZyWALL et votre ordinateur ou hub. Reportez-vous
a la Section 1 pour les détails.

Envoyez un signal Ping au ZyWALL a partir d'un ordinateur du LAN. Vérifiez que la carte
Ethernet de votre ordinateur est installée et fonctionne correctement.

Dans I'ordinateur, cliquez sur Start (Démarrer), (All (Tous)) Programs (Programmes),
Accessories (Accessoires) et ensuite sur Command Prompt (Invite de Commande).
Dans la fenétre Command Prompt (Invite de Commande), tapez "ping" suivi de
I'adresse IP LAN du ZyWALL (192.168.1.1 est I'adresse par défaut) et appuyez ensuite
sur [ENTER]. Le ZyWALL devrait répondre. Sinon, reportez-vous a la Section 9.1.

Si vous avez oublié le mot de passe du ZyWALL, utilisez le bouton RESET. Appuyez sur
le bouton pendant environ 10 secondes (jusqu'a ce que la LED SYS commence a
clignoter), puis relachez-le. Cela rétablit le ZyWALL a ses paramétres par défaut d'usine
(le mot de passe est 1234, adresse IP LAN 192.168.1.1 etc.; voir votre Guide de
I'utilisateur pour les détails).

Si vous avez oublié I'adresse IP LAN ou WAN du ZyWALL, vous pouvez vérifier
I'adresse IP dans le SMT via le port de la console. Connectez votre ordinateur au port
CONSOLE 3 l'aide d'un cable de console. Votre ordinateur doit avoir un programme de
communication d'émulation de terminal (tel qu'HyperTerminal) paramétré sur I'émulation
de terminal VT100, pas de parité, 8 bits de données, 1 bit de stop, pas de contréle de
flux et une vitesse de port de 9600 bps.

Impossible d'accéder
a Internet.

Vérifiez la connexion du ZyWALL a la prise Ethernet avec l'accés Internet. Vérifiez que le
périphérique de passerelle Internet (tel qu'un modem DSL) fonctionne correctement.

Cliquez sur WAN dans le panneau de navigation pour vérifier vos parametres.

Impossible d'établir
une connexion VPN.

Vérifiez que le ZyWALL et le routeur IPSec distant utilise les mémes paramétres VPN.
Cliquez sur VPN dans le panneau de navigation pour configurer les paramétres
avanceés.

Accédez a un site web pour vérifier que vous avez une connexion Internet qui
fonctionne.

9.1 Paramétrez I'adresse IP de votre ordinateur

Cette section vous indique comment paramétrer votre ordinateur pour recevoir une adresse IP dans Windows
2000, Windows NT et Windows XP. Cela permet a votre ordinateur de communiquer avec votre ZyWALL.
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1 Dans Windows XP, cliquez sur Start (Démarrer), Control Panel (Panneau de configuration).

Dans Windows 2000/NT, cliquez sur Strart (Démarrer), Settings (Parameétres), Control Panel (Panneau de
configuration).

2 Dans Windows XP, cliquez sur Network Connections (Connexion réseau).

Dans Windows 2000/NT, cliquez sur Network and Dial-up Connection (Connexions réseau et accés a
distance).

3 Cliquez avec le bouton droit de la souris sur Local Area Connection (Connexion de réseau local) et
cliquez sur Properties (Propriétés).

4 Sélectionnez Protocole Internet (TCP/IP) (dans I'onglet General (Général) dans Windows XP) et cliquez
sur Properties (Propriétés).

5 L'écran de Propriétés TCP/IP de protocole Internet
s'ouvre (I'onglet General (Général) dans Windows XP).
Sélectionnez les options Obtain an IP address

Internet Protocol (TCP/IP) Properties e |

General

‘t'ou can get |P zettings assigned automatically if your network, supports

automatically (Obtenir automatiquement une adresse
IP) et Obtain DNS server adress automatically
(Obtenir automatiquement une adresse de serveur
DNS).

this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

l(:' Obtain an IF address automatical )
— Use the fallowing IP address:

6 Cliquez sur OK pour fermer la fenétre de Internet [ .
protocol Properties (Propriétés (TCP/IP) de protocole =
Internet). e

7 Cliquez sur Close (Fermer) (OK dans Windows 2000/
NT) pour fermer la fenétre de Local Area Connection
Properties (Propriétés de connexion au réseau local).

( ' Obtain DNS server address automatically ]

— Use the following DMS server addresses———————————————————

&

8 Fermez I'écran de Network Connections (Connexion
réseau). Altemate DNG server

Advanced... |
| Ok | I

Cancel |

Procédure pour Afficher la (les) certification(s) d'un produit
1 Allez a www.zyxel.com.

2 Sélectionnez votre produit dans la bofite de la liste déroulante dans la page d'accueil de ZyXEL pour aller a
la page de ce produit.

3 Sélectionnez la certification que vous désirez consulter dans cette page.
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Cenni generali

ZyWALL 5 & un firewall con funzionalita di dotato di funzioni di VPN, gestione della larghezza di banda,
filtraggio dei contenuti, antispam, antivirus, IDP (Intrusion Detection and Protection) e molto altro. E possibile
utilizzarlo come firewall trasparente ed evitare di riconfigurare la propria rete e di configurare le funzionalita di
routing dello ZyWALL. Quando lo ZyWALL ¢ in modalita router, &€ anche possibile inserire una scheda wireless 3G
per aggiungere una seconda WAN. ZyWALL aumenta la sicurezza della rete prevedendo la possibilita di
variare le regole relative alle porte dalla LAN alla DMZ per I'uso di server accessibili pubblicamente. La
presente guida illustra i collegamenti e la configurazione iniziale necessari per iniziare a utilizzare lo ZyWALL
nella propria rete.

Vedere la Guida dell'utente per maggiori informazioni su tutte le funzioni.

E possibile che occorre reperire le informazioni sul proprio accesso a Internet.

======== = VPN

DMz WAN
\;‘ . ‘,\’/7\«
!f .mm n CCG\)\ LAN [} ’(i [ ]

‘- : ~— -

== o =R = ==

e <>-< \ Internet B_= 74 (% (-
m . || =T ¢ =
s s RO

= = N = Internet )™= ="\ om——

LAN

Nl
Questa guida € suddivisa nelle seguenti sezioni:
1 Collegamenti hardware 6 NAT
2 Accesso allo strumento di configurazione Web 7 Firewall
3 Modalita Bridge 8 Configurazione delle regole di VPN
4 Configurazione dell'accesso a Internet e 9 Risoluzione dei problemi
Registrazione del prodotto
5 DMz

1 Collegamenti hardware

E necessario disporre dei seguenti componenti:
ZyWALL Computer Cavi Ethernet Adattatore di alimentazione
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Di seguito sono illustrati i collegamenti hardware per l'installazione iniziale.

}l I %’.‘

HH HIHH

ZyWALL 5

INTERNET SECURITY APPLIANCE

eIy

PWR ACT RESET
o |

SYS CARD
oo ©

LAN/DMZ 10/100

1 Utilizzare un cavo Ethernet per collegare la porta LAN/DMZ a un computer. Se si configurano queste porte
come porte DMZ nelle schermate relative alla LAN o alla DMZ nello strumento di configurazione Web, &
anche possibile utilizzare i cavi Ethernet per collegare server pubblici (Web, e-mail, FTP, ecc.) alle porte

LAN/DMZ.

2 Utilizzare un cavo Ethernet per collegare la porta WAN a un jack Ethernet con accesso a Internet.

DIAL BACKUP

CONSOLE

EXTENSION CARD SLOT

O

[3)

3 Inserire la scheda di espansione ZyWALL Turbo per utilizzare le funzionalita di antivirus e IDP (rilevazione
e protezione dalle intrusioni) oppure inserire una scheda LAN wireless per utilizzare la funzionalitd LAN. E
in opzione possibile inserire una scheda wireless 3G per accedere a Internet senza fili tramite una rete 3G.
Vedere la guida del ZyWALL Turbo Card per ulteriori informazioni sulla scheda di espansione. Vedere la

64



ITALIANO

guida dell'utente per informazioni sull'installazione di una scheda LAN wireless. Nell'istante in cui scriviamo,
¢ possibile utilizzare solo la scheda wireless Sierra AC850/860 3G nello ZyWALL.

4 Utilizzare il adattatore di alimentazione fornito a corredo per collegare la presa di alimentazione (situata
dietro all'apparecchio) a una presa elettrica.

5 Analizzare il pannello frontale. || LED PWR si accende. Il LED SYS lampeggia mentre viene eseguito il test
del sistema e quindi resta acceso in caso di test riuscito. | LED ACT, CARD, LAN/DMZ e WAN si
accendono e restano accesi se i corrispondenti collegamenti sono stati eseguiti correttamente.

2 Accesso allo strumento di configurazione Web
Questa sezione spiega come configurare I'interfaccia WAN 1 per l'accesso a Internet.

1 Avviare il browser. Immettere 192.168.1.1 2 Fare clic su Login (accedi) (la password
(I'indirizzo IP predefinito dello ZyWALL) nella barra predefinita 1234 € gia immessa).
dell'indirizzo.

Se non viene visualizzata la schermata di
al1_cce.s.so, vedere Sezn_)ne 9.1 per impostare ZyWALL §
I'indirizzo IP del proprio computer.

JE“E Edit View Favorites Tools  Help Enter Password and click Login.

J dmiack ~ = - it | ‘Qhsearch [ Favorites

|address | httpiji192.168.1.1

Password: =T

3 Cambiare la password di accesso immettendo una 4 Fare clic su Apply (applica) per sostituire il
nuova password e facendo clic su Apply (applica). certificato digitale predefinito dello ZyWALL.

Use this screen to change the password. Replace Factory Default Certificate

New Password: -
Retype to Confirm:

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL"s MAC address that will be
specific to this device.

5 Si apre la schermata HOME.

Per impostazione predefinita, lo ZyWALL ¢é in modalita router. Continuare dal passo successivo se si desidera
utilizzare funzionalita di routing quali NAT, DHCP e VPN.

Passare a Sezione 3 se si preferisce utilizzare lo ZyWALL come firewall trasparente.
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6 Controllare la tabella network status (stato della rete). Se lo stato della WAN 1 & not Down (disattivata) ed
€ presente un indirizzo IP, passare a Sezione 5.

Se lo stato WAN 1 & Down (e se non c'€ un indirizzo IP), fare clic sull'icona Wizard (procedura guidata) e
consultare la Sezione 4 per configurare la WAN 1.

Utilizzare le schermate di NETWORK WAN (WAN della rete) se occorre configurare lo WAN 2. E anche
possibile configurare il load balancing (bilanciamento del carico) tra le connessioni WAN.

zyXEL Automatic Refresh Interval M

T ower (@

AR System Information Security Services
System Name Turbo Card Mot Installed
REGISTRATIDN Model ZyWaLL 5 IDP/Anti-Virus Definitions w1,002 (MrA)

NETWORK = Bootbase Yersion

Firmware Yersion

w1,08 | 01/28/2005
W4,02(40,00b2 | 10/23/2006

IDP/Anti-¥irus Expiration Date

License Inactive

License Inactive

SECURITY Up Time

ADYANCED System Time
Device Mode

REPORTS

Firewall
LOGS

MAINTENANCE

00:01:54

2006-11-29 00:51:04 GMT

Router

Enabled

- M System Resources |

Anti-Spam Expiration Date
Content Filter Expiration Date
Intrusion Detected

vitus Detected

Spam Mail Detected

Web Site Blocked

License Inactive
MAA
MA
MEA
MEA

Top 5 Intrusion & Yirus Detections

Flach OO Ged Rank Intrusion Detected ___¥irus Detected
ey o ] wmw : -
Sessi 54/6008
L | I / Latest Alerts
— ote/Time tossage
2006-11-29 00:50:39  ip spoofing - WAN UDP (Repeated: 6]
T T DO T L\ | 2006-11-29 00:50:28  ip spoofing - WAN UDP (Repeated: &)
WAN 1 100MfFull 172.23,37.10¢ DHGP cliant [ 2006-11-29 00:50:22  ip spoofing - WAN UDP (Repeated: 2)
255.255.255.0 2006-11-29 00:50:14 ip spoofing - WAN UDP
Dial Backup  Down 0.0.0.0/ 0.0.0.0 LY Dial 2006-11-29 00:50:09 ip spoofing - WAN UDP (Repeated: 7)
LaN 100M/Full 132.168.1.1/ DHCP server  HiA
255.255.255.0 System Status
WLAN  100M/Full 0.0.0.0/ 0.0.0.0  Static N Port Statistics | DHCP Table | wen | Bandwidth |
oMz 100M/Full 0.0,0,0f 0,0,0,0 Static i

3 Modalita Bridge

Quando si imposta lo ZyWALL in modalita Bridge, esso funziona come un firewall trasparente. La procedura
illustrata di seguito consente di impostare lo ZyWALL in modalita Bridge.

1 Fare clic su MAINTENANCE
(manutenzione) nel pannello di

navigazione, quindi su Device Mode

General

Password

Backup &

Restart

(modalita dispositivo).

2 Selezionare Bridge e immettere un
indirizzo IP (statico), una subnet mask e
un indirizzo IP del gateway per le
interfacce LAN, WAN, DMZ e WLAN dello

ZyWALL.

3 Fare clic su Apply (applica). Lo ZyWALL si

riavvia.

Current Device Mode

Time and Date Device Mode \ F/W Upload

Restore

Device Mode

Router

Device Made Setup
The ZyWALL restarts automnatically

" Router
1P Address

after you change the device mode and click "Apply".

(See LAN, WAN, DMZ and WLAN)

+ Bridae
1P Address
1P Subnet Mask
Gateway IP Address
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Passare a Sezione 5 se si dispone di server che occorre rendere accessibili dalla WAN.

4 Configurazione dell'accesso a Internet

1 Fare clic sull'icona Wizard (procedura guidata) () nella schermata HOME e quindi sul link Internet Access
Setup (configurazione accesso a Internet) per aprire la connessione guidata a Internet.

Immettere le informazioni e i parametri Internet esattamente come sono stati forniti.

Se é stato fornito un indirizzo IP da utilizzare, selezionare Static (statico) nell'elenco di riepilogo IP Address

Assignment (assegnazione indirizzo IP) e immettere le informazioni fornite.

,@S | campi variano a seconda di quanto viene selezionato nel campo Encapsulation
(incapsulamento). Compilare i campi con le informazioni fornite dall'lSP o dall'amministratore

di rete.

Fare clic su Apply (applica) una volta terminata la configurazione.

* Incapsulamento Ethernet

Configurare un servizio Roadrunner nelle
schermate NETWORK WAN (WAN di rete)
(utilizzare la scheda WAN).

Encapsulation

My WaN IP Address

My wAN IP Subnet
Mask

Gateway IP Address

First DNS Server
Second DNS Server

ou can select ethernet, PPPoE or PPTP according to in which the network you
are, If you don't know, please ask your networl: administrator, The most popular
type of network is ethernet.

IE‘thernei vi

IP address Assignment IS‘tatlc: v!

]

0

]

0

]

0

Back I

* PPP over Ethernet oppure incapsulamento PPTP

Selezionare Nailed-Up (riconnessione) quando si desidera che la connessione sia sempre attiva (questa
opzione potrebbe rivelarsi costosa se il proprio ISP applica una tariffazione a tempo dell'accesso a Internet

piuttosto che un costo mensile fisso).
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Per non avere sempre attiva la connessione, specificare il tempo di timeout di inattivita (in secondi) nel campo
Idle Timeout (timeout di inattivita).

WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access ISP Parameters for Internet Access

rrvrv—y

PPP over Ethernst = |

L&
L

PPTP Configuration
WAN IP Address Assignment

2 Fare clic su Next (avanti) per visualizzare la
schermata in cui e possibile registrare lo ZyWALL
sul sito myZyXEL.com (centro di assistenza online
ZyXEL) e attivare i servizi filtraggio dei contenuti,
antispam, antivirus e IDP gratuiti in versione di
valutazione. Altrimenti fare clic su Skip (ignora) e
quindi su Close (chiudi) per completare la
configurazione dell'accesso a Internet.

INTERNET ACCESS

Product registration and service activation for free

,€§ Verificare di aver installato il ZyWALL Turbo Card prima di attivare i servizi di sottoscrizione
IDP e antivirus.
Spegnere lo ZyWALL prima di installare o rimuovere ZyWALL Turbo Card.
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3 Se si dispone gia di un account su

. e INTERNET ACCESS
myZyXEL.com, selezionare Existing

myZyXEL.com account (account esistente) e
immettere le informazioni relative all'account.
Altrimento selezionare New myZyXEL.com
account (nuovo account) e compilare i campi
sotto per creare un nuovo account e registrarsi

su ZyWALL. Fare clic su Next (avanti).

Device Registration

] 7 L

ZpviaLL |

4 Attendere il completamento del processo di

- ‘ INTERNET ACCESS
registrazione.

5 La seguente schermata indica se la
registrazione non ha avuto esito positivo. Fare
clic su Return (torna) per tornare alla
schermata Device Registration (registrazione
dispositivo) e controllare le impostazioni.

INTERNET ACCESS

6 Fare clic su Close (chiudi) per chiudere la
procedura guidata una volta terminata la
registrazione e l'attivazione.

INTERNET ACCESS

Status
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/gg Se si desidera attivare un servizio standard con il proprio numero PIN (chiave di licenza) di
iCard, utilizzare la schermata REGISTRATION Service (servizio di registrazione). Vedere la
guida utente per i dettagli.

5 DMZ

Una zona demilitarizzata (DMZ, DeMilitarized Zone) consente a server pubblici (Web, E-mail, FTP, ecc.) di
essere visibili al mondo esterno e di continuare ad avere una protezione firewall contro attacchi DoS (Denial
of Service).

E possibile assegnare una configurazione TCP/IP via DHCP ai computer connessi alle porte DMZ. In
alternativa, configurare i computer con indirizzi IP statici (nella stessa subnet dell'indirizzo IP della porta DMZ)
e con indirizzi dei server DNS. Utilizzare I'indirizzo IP DMZ dello ZyWALL come gateway predefinito.

La procedura seguente consente di configurare la DMZ se lo ZyWALL & in modalita routing.

,@ Non & necessario configurare la DMZ con la modalita bridge; passare a Sezione 7.

1 Fare clic su NETWORK (RETE) > DMZ nel pannello di navigazione.

2 Specificare un indirizzo IP e una subnet mask per

I'interfaccia DMZ. oviz 1 aas port Roles

Se si utilizzano indirizzi IP privati sulla DMZ, e e — —3 -

utilizzare la funzione NAT per rendere i server B =

accessibili pubblicamente (vedere Sezione 6). e
1P Pool Starting Address ] 0 [ 0 Poal Size El
DHCP Server Address i a

Un indirizzo IP pubblico deve trovarsi su una OHCP WINS Server 1

subnet separata rispetto all'indirizzo IP pubblico o

della porta WAN. Se non si configura la funzione i i

NAT per gli indirizzi IP pubblici sulla DMZ, lo T T

ZyWALL instrada il traffico verso gli indirizzi IP sno i

.. . . d to create a Firewall rule.
pubblici sulla DMZ senza eseguire il NAT. Questo
potrebbe essere utile per I'hosting di server per et

eseguire il NAT di applicazioni non di semplice
configurazione.

3 Fare clic su Apply (applica).
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4 Per impostazione predefinita, le porte LAN/DMZ

dalla 1 alla 4 sono tutte porte LAN. Per configurare orez static pree 1® lias Port Roles
una porta come porta DMZ, fare clic sulla scheda e
Port Roles (regole delle porte), selezionare il

pulsante di opzione accanto alla scelta DMZ e fare | ==
clic su Apply (applica).

6 NAT

Il processo di NAT (Network Address Translation, traslazione degli indirizzi di rete; NAT, RFC 1631) consente
di tradurre un indirizzo IP di una rete in un differente indirizzo IP in un'altra rete. E possibile utilizzare le
schermate NAT Address Mapping (mappatura indirizzi di NAT) per configurare lo ZyWALL per tradurre piu
indirizzo IP pubbilici in piu indirizzi IP privati che si trovano sulla propria LAN (o DMZ).

Il seguente esempio consente di abilitare I'accesso dalla WAN1 a un server HTTP (Web) sulla DMZ.
L'indirizzo IP privato del server € 10.0.0.20.

1 Fare clic su ADVANCED (AVANZATO)
> NAT nel panne”o di navigazione, NAT Overview  Address Mapping | Port Forwarding | Port Triggering
quindi su Port Forwarding (inoltro delle Port Forwarding Rules
porte). WaN Interface [wart =]
2 Selezionare una connessione WAN Dfaule server b0 0o GoTo Pagel1 =]
(WAN1) per la quale si desidera Em
. n W |web a0 - Jso o &0 40% % 0 % 40 & g
configurare le regole di forward delle Br — - - —
porte. E‘ o 0 o o o 0 0 0 0
. . o 2 :
3 Selezionare la casella di controllo } = -t - - —
Active (attiva). E‘ r o - Jo o TETEEE
. ‘ u fn - o | ] [ ] a
4 Digitare un nome per la regola. or - = - - —
5 Digitare il numero di porta utilizzata dal gre TR T o oo
servizio. o L___Ep e ___&" B0 EDE D
L. " . Mate 1: You may also need to create a Firewall rule.
6 Digitare I'indirizzo IP del server HTTP. s A A D TV
7 Fare clic su Apply (applica). Reset

7 Firewall

E possibile utilizzare lo ZyWALL senza dover configurare il firewall.

Il firewall dello ZyWALL ¢ preconfigurato per proteggere la LAN da attacchi provenienti da Internet. Per
impostazione predefinita, nessun traffico dati pud entrare nella LAN, a meno che non é stata prima generata
una richiesta proveniente dalla LAN. Lo ZyWALL consente di accedere alla DMZ dalla WAN o dalla LAN, ma
blocca il traffico dalla DMZ alla LAN.

Se si utilizza lo ZyWALL in modalita router, continuare con la prossima sezione. Per la modalita bridge,
passare a Sezione 9.
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8 Configurazione delle regole di VPN

Un tunnel VPN (Virtual Private OO e
Network, rete privata virtuale) offre I Local Network Remoteihistwatk =SS
una connessione sicura a un altro I [ ] 1 ranote | [ |
computer o rete. el R IPSecRouter]  ~EEx. -
|y S ) v \—_erﬁ |
Un criterio di gateway identifica i i | 4EATEWAY T A I
router IPSec a entrambe le e < =L S i (| SUENSERSNRL
estremita di un tunnel VPN. A A
Un criterio di rete specifica quali
dispositivi (dietro i router IPSec) ; s s s §

%

possono utilizzare il tunnel VPN.  Gersssssrsssrasrasrssrzssmsssassasrsasnasnaevasrassnasnavansean

La seguente figura illustra i campi principali nelle schermate della procedura guidata.

™™ " Local Network | | FRemote Network

|
I Remote | !
\;E

IPSec Router |

T

I
I
M= VPN Tunnel O\ ><;
= s _ \* == :
Local Network K‘ \ |
|

o | | Remote Network
s s S BB My ZyWALL Remote Ao ..l Address
Gateway Address

1 Fare clic sull'icona Wizard (procedura guidata) () nella schermata HOME e quindi sul link VPN Setup
(configurazione VPN) per aprire la connessione guidata a VPN.

g Le impostazioni non vengono salvate quando si fa clic su Back (Indietro).
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2 Utilizzare questa schermata per configurare il

criterio di gateway.
Name (nome): immettere un nome per identificare il :
criterio di gateway. e Test
Remote Gateway Address (indirizzo gateway Gateway Policy settin
. " .. . . - My ZyWwALL nnon
remoto): immettere l'indirizzo IP o il nome di dominio
del router IPSec remoto. G il
Back
3 Utilizzare questa schermata per configurare il
criterio di rete.
Lasciare la casella di controllo Active (attiva) S
selezionata. ¥ active
Marne Test

Name (nome): immettere un nome per identificare il
criterio di rete. Local Network " single £ Range IP * Subnet
Selezionare Single (singolo) e immettere un indirizzo Starting 1P Address 192 168 . 1 . 0
IP per un unico indirizzo IP. . EEEETE
Selezionare Range IP (IP della gamma) e immettere Femaislise " single  Range 1P subnet

.. .. PR . . . Starting IP Address 100 & 0 F Al 0
gli indirizzo IP iniziare e finale di una gamma di Endin IP Address {Subnet [ o5 5o
indirizzi IP specifica. e
Selezionare Subnet e immettere un indirizzo IP e una
subnet mask che specifichino gli indirizzi IP su una ext
rete mediante la loro subnet mask.

g Assicurarsi che il router IPSec remoto utilizzi le stesse impostazioni di sicurezza configurate
nelle prossime due schermate.

Negotiation Mode (modalita di negoziazione): selezionare Main Mode (modalita principale) come protezione
dell'identita. Selezionare Aggressive Mode (modalita aggressiva) per consentire a piu connessioni in ingresso
provenienti da indirizzi IP dinamici di utilizzare password separate.

,@ Piu SA (Security Association, associazioni di protezione) che si connettono attraverso un
gateway sicuro devono avere la stessa modalita di negoziazione.

Encryption Algorithm (algoritmo di crittografia): selezionare 3DES o AES per una crittografia piu forte (ma piu
lenta).
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Authentication Algorithm (algoritmo di autenticazione): selezionare MD5 per una sicurezza minima oppure
SHA-1 per una sicurezza maggiore.

Key Group (gruppo di chiavi): selezionare DH2 per una maggiore sicurezza.

SA Life Time (tempo di vita SA): imposta quanto spesso lo ZyWALL negozia la SA IKE (minimo 180 secondi).
Un tempo di vita di SA breve aumenta la sicurezza, ma la negoziazione disconnette temporaneamente il tunnel
VPN.

Pre-Shared Key (chiave pre-condivisa): utilizzare da 8 a 31 caratteri ASCII (con differenziazione tra maiuscole
e minuscole) oppure da 16 a 62 caratteri esadecimali ("0-9", "A-F"). Precedere una chiave esadecimale con
uno "0x” (zero x), il quale non viene conteggiato come parte della gamma di caratteri da 16 a 62 per la chiave.
Encapsulation Mode (modalita di incapsulamento): Tunnel & compatibile con la funzione NAT, Transport
(trasporto) non lo &.

IPSec Protocol (protocollo IPSec): ESP € compatibile con NAT, AH non lo €.

Perfect Forward Secrecy (PFS): None (nessuno) consente una configurazione IPSec piu rapida, ma DH1 e
DH2 sono piu sicuri.

4 Utilizzare questa schermata per configurare le 5 Utilizzare questa schermata per configurare le
impostazioni del tunnel IKE (Internet Key impostazioni IPSec.
Exchange, scambio chiavi Internet).

Encapsulation Mode @ W e
Hegatiation Hods @ Main Mods ¢ Aggrsssive Mode IPSec Protocol Esp £ aH
Encryption Algorithrn ' pes ¢ aEs O 3DES Encryption Algorithm * pes © aEs © 3DES © HMULL
AR antiaticn Aora e e e Authentication Algerithm & sHa1 ( mDs
e D o & Sh Life Time 26800 (Seconds)
34 Life Time a0 tseconds) f,f;g‘;“ R gy e e

Pre-sShared Key 112345678
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6 Verificare le impostazioni della VPN. Fare clic su

Finish (fine) per salvare le impostazioni.

7 Fare clic su Close (chiudi) nella schermata finale
per completare l'installazione guidata della VPN.

Gateway Policy Property
Test

Gateway Policy Setting
My ZywaLL
Remote Gateway Address

0.0.0.0
BranchOffice .com

Network Policy Property
e

Yes
Hame Test
Network Policy Setting
Local Network
Starting IP Address 192.168.1.0

Subnet Mask
Remote Network

255.255.255.0

Starting IP Address 10.0.0.0
Subnet Mask 255.0,0.0
IKE Tunnel Setting (IKE Fhase 1)
Authentication For Activating YPH
Authenticated By
User Name
Password
Negotiation Mode Main Mode
Encryption Algorithm DES
Authentication Algorithm MDS
Key Group
SA Life Time 28800 {Seconds)

Pre-Shared Key 12345675

IPSec Setting (IKE Phase 2)
Encapsulation Mode Tunnel Mode
IPSec Protocol ESP
Encryption Algorithm DES
Authentication Algorithm SHAL
54 Life Time 25800 {Seconds)
Ferfect Forward Secrecy (FFS)  None

Back | Finish

Continuare con la prossima sezione per attivare la
regola VPN e stabilire una connessione VPN.

Congratulations. The WPN wizard configuration is
complete.

Check our exciting range of Zy*EL products at
http: /A 2y el .com

Hawing WPN access problems?

1. Werify your settings in this wizard.

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you entered
in the wizard are correct,

3. If you still have problems, please contact
custormer support,

Close

8.1 Uso della connessione VPN

Utilizzare i tunnel VPN per inviare e ricevere in maniera sicura file e per consentire un accesso remoto alle reti
aziendali, server Web ed e-mail. | servizi funzioneranno come se ci si trovasse connessi direttamente

dall'ufficio invece che da Internet.

Ad esempio, la regola di VPN “test”
consente un accesso sicuro a un server
Web che si trova sulla LAN aziendale
remota. Immettere l'indirizzo IP del server
(10.0.0.23 in questo esempio) come URL
nel browser. Lo ZyWALL crea
automaticamente il tunnel VPN quando si
tenta di utilizzarlo.

¥PN Rules (IKE)

Secur  Table ;
Local Remote a IPSec

¥PN Rules (Manual} SA Monitor Global Setting

—

St | 19216810/ | 10.0.0.0/ IESP DES--SHAL

| 255,255,550 | 255 256 255.0 | T

Refresh Dizzonnect I

Fare clic su SECURITY (PROTEZIONE) >
VPN nel pannello di navigazione e quindi

sulla scheda SA Monitor (monitor SA) per visualizzare un elenco dei tunnel VPN connessi (nell'esempio e

attivo il tunnel VPN “test”).
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9 Risoluzione dei problemi

Problema

Azione correttiva

Nessuno dei LED &
acceso.

Assicurarsi di aver collegato il adattatore di alimentazione allo ZyWALL e a una
sorgente di alimentazione appropriata. Controllare tutti i collegamenti dei cavi.

Se i LED continuano a non accendersi, potrebbe esserci un guasto hardware. In questo
caso, & opportuno rivolgersi al rivenditore locale.

Impossibile accedere
allo ZyWALL dalla
LAN.

Controllare il collegamento dei cavi tra lo ZyWALL e il computer o I'hub. Vedere Sezione
1 per i dettagli.

Esegquire il ping dello ZyWALL da un computer della LAN., Assicurarsi che la scheda
Ethernet del computer sia installata e correttamente funzionante.

Nel computer, fare clic su Start, (Tutti i) Programmi, Accessori e quindi Prompt dei
comandi. Nella finestra Prompt dei comandi, digitare "ping" seguito dall'indirizzo IP
LAN dello ZyWALL (192.168.1.1 & l'indirizzo predefinito) e quindi premere [Invio]. Lo
ZyWALL dovrebbe rispondere. In caso contrario, vedere Sezione 9.1.

Se si & dimenticata la password dello ZyWALL, utilizzare il pulsante RESET. Premere il
pulsante per circa 10 secondi (oppure finché il LED SYS non inizia a lampeggiare),
quindi rilasciarlo. Questa operazione riporta lo ZyWALL ai valori predefiniti (la password
€ 1234, l'indirizzo IP LAN & 192.168.1.1, e cosi via; vedere la Guida dell'utente per i
dettagli).

Se si dimentica I'indirizzo IP della WAN o della LAN dello ZyWALL, ¢ possibile
controllare l'indirizzo IP nello SMT via porta console. Collegare il computer alla porta
CONSOLE utilizzando un cavo console. Il computer dovrebbe disporre di un programma
di comunicazione di emulazione terminale (come ad esempio HyperTerminal); impostare
I'emulazione di terminale VT100, nessuna parita, 8 bit di dati, 1 bit di stop, nessun
controllo di flusso e velocita della porta pari a 9600 bps.

Impossibile accedere
a Internet.

Controllare il collegamento dello ZyWALL al jack Ethernet con accesso a Internet.
Assicurarsi che il dispositivo gateway verso Internet (quale ad esempio un modem DSL)
funzioni correttamente.

Fare clic su WAN nel pannello di navigazione per verificare le impostazioni.

Impossibile stabilire
una connessione
VPN.

Assicurarsi lo ZyWALL e il router IPSec remoto utilizzi le stesse impostazioni VPN. Fare
clic su VPN nel pannello di navigazione per configurare le impostazioni avanzate.

Accedere a un sito Web per verificare che si dispone di una connessione a Internet
valida.

9.1 Impostare l'indirizzo IP del computer

Questa sezione spiega come configurare il computer per ricevere un indirizzo IP in Windows 2000, Windows
NT e Windows XP. In questo modo ci si assicura che il computer possa comunicare con lo ZyWALL.

1 In Windows XP, fare clic su Start, Pannello di controllo.
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In Windows 2000/NT, fare clic su Start, Impostazioni, Pannello di controllo.
2 In Windows XP, fare clic su Connessioni di rete.
In Windows 2000/NT, fare clic su Reti e connessioni remote.
3 Fare clic con il pulsante destro del mouse su Connessione alla rete locale e scegliere Proprieta.

4 Selezionare Protocollo Internet (TCP/IP) (sotto la scheda Generale in Windows XP) e fare clic su
Proprieta.

5 Si apre la schermata Protocollo Internet TCP/IP - Internet Protocol (TCF/IP) Properties 1) 2] x|
Proprieta (la scheda Generale in Windows XP).

. L. N . . General

Selezionare le opzioni Ottieni automaticamente un
A ) A A A " e ‘t'ou can get |P zettings assigned automatically if your network, supports
indirizzo IP e Ottieni automaticamente I'indirizzo del this capability. Otherwise, vou need to ask vour network. administrator for
server DNS the appropriate |P settings.

6 Fare clic su OK per chiudere la finestra Protocollo ( Gibtain an IP address automaticaly )
Internet (TCP/IP) - Proprieté. — Use the fallowing IP address:

7 Fare clic su Chiudi (OK in Windows 2000/NT) per 1P oz | A
chiudere la finestra Connessione alla rete locale - Sufiriet mask: I P

Proprieté . Default gateway: | ; :

8 Chiudere la schermata Connessioni di rete.

[ ' Obtain DNS server address automatically ]

— Use the following DMS server addresses:

dI DS server: | . .
Alternate DHE servern: | : :

Advanced... |
| oK I I Cancel |

Frefe

Procedura per visualizzare le certificazioni di un prodotto

1 Aprire la pagina www.zyxel.com.

2 Selezionare il prodotto dall'elenco di riepilogo a discesa nella Home Page di ZyXEL per passare alla
pagina del prodotto in questione.

3 Selezionare da questa pagina la certificazione che si desidera visualizzare.
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PYCCKUIA

O6G30p

YctporictBo ZyWALL 5 npeacraensier coboii MexceTeBol aKpaH ¢ PYHKUUSMU BUPTYanbHOW YacTHOW CETH,
ynpaBneHnsi NPONyCcKHOM CNoCcOBHOCTLI0, hunnbTpaLmen KOHTEHTa, 3anTel OT cnama, 3alnThbl OT BUPYCOB,
IDP (Intrusion Detection and Protection - OBHapyxeHune 1 3awmTta OT BTOPXKEHUS) U OpYrMMu. YCTPONCTBO
MOXXHO MCMONb30BaTh Kak NPO3payvHbI MEXCETEBOM 3KpaH, NPy 3TOM He TpebyeTca n3MeHsTb KOHpurypaumto
ceTu unu NpoBoANTb HACTPOWKY NnapameTpoB MappyTnsatopa ZyWALL. Korga ZyWALL HaxoguTcs B pexume
MapLIpyTu3aTopa, TO Bbl TakKe MOXeTe BCTaBUTb becnpoBoaHyto ceTeByto 3G kapTy Ans fobGaBneHusi BTOpoi
MBC. ZyWALL noBbiwaeT ypoBeHb 6€30MacHOCTM CETU C MOMOLLbI U3BMEHEHUS PONEBbLIX MMEH MOPTOB NpU
nepepave Tpaduka ot nokansHon cetn k DMZ (DeMilitarized Zone - pemunutapmsoBaHHas 30Ha), rae
ycTaHaBnuBawTcsa o6LenocTynHble cepBepbl. [lJaHHOE PyKOBOACTBO COAEPXKMT MHGOPMALUIO No
nepBoHavyarbHOMY NoAKNtoYeHno n Hactporke ZyWALL.

[ononHuTtenbHyo MHGOopMaumio 060 Bcex PyHKLUAX YCTPOMNCTBA CM. B TEXHUYECKOM PYKOBOACTBE.

Bam I'IOTpGGyIOTCﬂ yquHble AaHHble Ans nogknoyeHus Kk MHTepHeTy.

WAN o) s VPN
'
LAN ‘- .mm .unu 3G LAN -

-
! - ;‘ilj -
- - d

\_-- Internet ----\

-/
[laHHOe pyKOBOACTBO BKMOYAET crneayowme pasaernbl.
1 MNopgknioyeHne obopynoBaHMs 6 TpaHcnauns ceTeBbIX afpecoB
2 [loctyn k Web-koHdurypatopy 7 MexceTeBoW aKpaH
3 Pexxunm mexceteBoro mocrta 8 HacTtporka npasun BUpTyanbHOW 4YaCcTHON CeTH
4 HacTtpovika goctyna B VIHTepHeT n peructpauus (VPN)
nsgenusa 9 lMownck 1 ycTpaHeHne HencnpaBHOCTEWN

5 DMZ
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1 MopkntovyeHue o6opyaoBaHUSA

Bam notpebyetca cnegytolee o6opyaosaHue.

ZyWALL KomnbloTep Ka6enun Ethernet ApanTtep nutaHusa

0
oo

B e ||

WAN LAN/DMZ 10/100

TS

i

!HHIM\ \HHWWHHHHH o acy s
ZyWALL 5 %SCIAﬁRID o

INTERNET. SECURITY APPLIANCE

oy

.

®

1 Onga nopkntoveHusa noptoB LAN/DMZ k komnbloTepy ncnonb3dyetcs kabens Ethernet. Ecnu B Web-
KOHpurypaTope 3T1 NOpThbl HAcTpoeHbl kak nopTel DMZ B okHe LAN unu DMZ, ansa nogknioveHus
obLenocTynHblx cepsepoB (web-cepsep, novToBbln cepsep, FTP-cepsep n ap.) k noptam LAN/DMZ
MOXHO TakxXe ncnonb3oBatb kabenb Ethernet.
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2 C nomouwpbto apyroro kabens Ethernet nogkntounte nopt WAN B po3eTky Ethernet, c koTopoii nmeetcs
poctyn B VIHTepHeT.

DIAL BACKUP CONSOLE EXTENSION CARD SLOT POWER

& EBp “—g

3 YcrtaHoBuTe kapty pacwmpenuns ZyWALL Turbo, 4Tobbl ucnonb3oBaTb hyHKUMM 3aLLMTbI OT BUpycoB u IDP,
unu yctaHosuTe 6ecnpoBogHON aganTtep Ans NoAKMnYeHns K 6ecnpoBogHon ceTu. Bel moxeTe
[OMOITHUTENBHO BCTaBUTb BecnpoBogHyto ceTeByto 3G kapTy Anst 6ecnpoBogHOro goctyna B IHTEpHET vepes
cetb 3G. [lononHMTENbHYO MHOPMaLMIO NO KapTe pacmpeHns cM. B pykosoactee no ZyWALL Turbo.
MHdopmauuio no yctaHoBke 6ecnpoBOAHON CETEBON KapThl CM. B TeXHU4eCckoM pykoBoacTee. Ha MomeHT
HanucaHusi pykosoacTea BmecTe ¢ ZyWALL. MoXHO Mcnonb3oBaTth TONbKO 6ECNPOBOAHYO CETEBYHO KapTy
Sierra AC850/860 3G.

4 TopgknoynTe pasbem NUTaHWSA Ha 3a4HEN NaHenu K po3eTKe CeTU ANEKTPONUTaHMsa ¢ NOMOLLLIO aganTepa
NUTaHUS, BXOASILLErO B KOMMIEKT NOCTaBKM.

5 MNMocmoTpuTe Ha nepeaHioo naHenb. Ceetoanoa PWR roput. Ceetoauog SYS muraert, noka BbiNnonHAeTCs
TeCTUPOBaAHME CUCTEMbI U 3aTEM, €CNKM TECTUPOBaHME NPOLUIO YCMELWHO, ropuT NocTosiHHO. CBeToanoabl
ACT, CARD, LAN/DMZ n WAN ropsiT, ecnv npaBuibHO BbIMNOMHEHbI COOTBETCTBYIOLLME COEQUHEHUS.
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2 floctyn kK Web-koHcurypaTopy

B atom pasgene onucbkiBaetcs HacTporika nHtepdgerica WAN 1 anga goctyna B VIHTepHeT.

1 3anyctute Web-ob6o3peBatens. Beeante agpec
192.168.1.1 (IP-agpec ZyWALL no ymonyaHuio).
Ecnn okHo pernctpaumm He otobpaxaetcsl, CMm.
Paspen 9.1 ons yctaHoBku IP-agpeca
KOMMbIOTEPA.

J File Edit ‘iew Favorites Tools Help

J dmiack ~ = - it | ‘Qhsearch [ Favorites

|address | httpiji192.168.1.1

3 MameHunTe napornb No ymonyaHuio, BBeasi HOBbIN

naponb u wenkHyBs no kHonke Apply (MpumeHnTs).

Use this screen to change the password.

New Password:

Retype to Confirm:

Ignore

2 UlenkHuTe Login (Bxoa) (naponb no ymonyaHuio
1234 yxe BBeaeH).

ZyWALL 5

Enter Password and click Login.

Password: =T

4 llenkHuTe no kHonke Apply (MpumeHnTb), 4TOGBI
3amMeHuTb uudposon ceptudukat ZyWALL no
YMOYaHuIo.

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL"s MAC address that will be
specific to this device.

Ignore

5 OTtkpbiBaetcs okHo HOME (JOMALLUHAA CTPAHULA).

Mo ymonyaHuio B ZyWALL ycTaHOBREH pexum mapLipyTu3atopa. Ecnv Bbl xoTnTe ucnonb3oBatb yHKUMM
mMapLpyTtusaumm, Takue kak NAT, DHCP n VPN, nepexoaute k cnegytoLemy Liary.

Ecnun ZyWALL 6ynet ncnonb3oBatbCs B KAa4eCTBE NPO3paqHOro MEXCETEBOro akpaHa, nepexoaute k Pasgen 3.

6 MNposepbTe Tabnnuy Network Status (Ctatyc cetn). Ecnu ctatyc nopta WAN 1 He Down (He noaknto4veH)

n yctaHoBneH IP-agpec, cm. Pasgen 5.

Ecnn WAN 1 (FBC1) HaxoguTcsa B cocTosiHum Down (OTkn.) (unu ans Hee He ycTtaHoBneH IP-agpec),
wenkHuTe Ha 3Hayke Wizard (Mactep) u Hactponte WAN 1 (TBC1) npu nomowm Pasgen 4.
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Ons HacTtponkn nopta WAN 2 ucnonbaytotcsa okHa WAN B pazgene NETWORK (CETb). Bel Takke moxete
yCTaHOBWTb pacrnpeaeneHne pasrpysku Mexay pasbemamm MBC.

zyXEL Automatic Refresh Interval (SR | Refresh ¥ wer (D

I System Information " curity S

System Name Turbo Card Mot Installed
REGISTRATIDN Model ZyWaLL 5 IDP/Anti-Virus Definitions w1,002 (MrA)
R = Bootbase Version w103 | 01/28/2005 IDP/Anti-Virus Expiration Date  License Inactive

Firmware Version W4,02(50,00b2 | 10/23/2006 Anti-Spam Expiration Date Licensa Inactive
SECURITY Up Time 00:01:54 Content Filter Expiration Date License Inactive
ADVANCED © System Time 2006-11-2% 00151104 GMT gnuu=lombetsciad s

e _ Virus Detected MR
; evice Mode autar

RELRE 2 2 spam Mail Detected MR

Firewall Ensblad
LOGS Web site Blocked HiA

| -3 3 g = 2 &

T T Tap 5 Intrusion & Virus Detactions
el I e Rank Intrusion Detected  Virus Detected

LoGouT v I - =2 - - -

S B ] sa/eome Latest alerts

cPu ] = Date/Time Message

2006-11-29 00:50:39  ip spoofing - WAN UDP (Repested: &)
T T A L T e LT\ | 2006-11-29 00:50:28  ip spoofing - WAN UDP (Repeated: 6)
WaN 1 100M/Full 172.23.37.10/ DHCP client [ 2006-11-29 00:50:22  ip spoofing - WAN UDP (Repeated: 2)
255.255.255.0 2006-11-29 00:50:14 ip spoofing - WAN UDP
Dial Backup  Down 0.0.0.0/ 0.0.0.0 LY Dial 2006-11-29 00:50:09 ip spoofing - WAN UDP (Repeated: 7)
Lan 100M/Full 182,168,117 DHCP sarver  HiA
255.255.255.0 System Status
WLAN  100M/Full 0.0.0.0/ 0.0.0.0  Static N Port Statistics | DHCP Table | wen | Bandwidth |
DMz 100M/Full 0,0,0,0/ 0,0,0,0 Static M A

3 PeXxxum MexceTteBoro MocTa

Ecnn B ZyWALL ycTaHOBREH pexnm MexceTeBoro MocTa, YCTPONCTBO (DYHKLMOHUPYET Kak Npo3padHbiv
MeXCeTeBOM 3KpaH. [1ns ycTaHOBKM pexnma mexceteBoro mocta ZyWALL BeinonHuTe cnegyowme gencTeus.

1 B MNaHenu HaBuUrauum LWenkHuTe

MAINTENANCE (OBCNY>XXUBAHUE) un
. o General Password  Time and Date| Device Mode | F/w Upload B;ésktl::':e& Restart
3atem Device Mode (Pexum yctpowctaa). . . ] ez
Current Device Made
2 Bbibepute Bridge (MocT) 1 ycTtaHoBuTe Sttt i
ctatunyeckui IP-agpec, macky nogceTtu u Device Mode Setup
|P-ap,peC wno3a LI,J‘IH MHTepd)el‘/’ICOB LAN, The ZyWaLL restarts automnatically after you change the device mode and click "Apply".
 Router
WAN, DMZ v WLAN. e (See LAN, Watl, DMZ and WLAW)
3 WenkHute Apply (MpumennTs). ZyWALL "‘B”d:: ———
IP Address 192 . 188 . 1 . 1
nepesarpysmuTcs. P Subnet Mask N
Gateway IP Address o .0 .0 .0
Ecnun umetotca cepBepbl, KOTOPbIE AOMKHbI
6bITb JOCTYMHbI U3 rMo6anbHOI CEeTH, CM. 2]

Paspen 5.
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4 Hactpouka goctyna B MHTepHeT u perucrpaums msgenus
1 WenkHuTe Ha 3Hadke Wizard (Mactep) () B okhe HOME (JOMALHAA), a 3atem Ha ccbinke Internet
Access Setup (Hactporika goctyna k MIHTepHeT), 4ToObl OTKPbLITL MacTep HaCTPOWKM.
BeeguTe yyeTHble faHHbIe ANA NOAKIMIOYEHNS K VIHTEpHeTY.

Ecnn Bam HasHaueH cTtaTudecknii IP-agpec, Bbibepute Static (Ctatnyecknin) B packpbiBatoemcs cnvcke IP
Address Assignment (HasHaueHue IP-agpeca) n BBeguTe npeaocTaBneHHbIe BaM NapameTpsi.

g 3anonHsemble Nons MOryT pasnuyatbCs B 3aBUCUMOCTY 3HAYEHWs1, yCTaHOBMEHHOIO B None
Encapsulation (WHkancynauus). Beegute napameTpbl, NpegocTaBneHHble HTepHeT-
npoBanAepom Unu ceTeBbIM aAMUHUCTPATOPOM.

Mo okoHuyaHun wenkHute Apply (MpyumeHnTb).

* Wukancynsauumsa Ethernet

HactponTte cnyx06y Roadrunner ¢ nomoLysto
okoH WAN B pasgene NETWORK (CETb)

(3aKﬂaﬂKa WAN) Tou can select ethernet, PPPoE or PPTP according to in which the network you
are, If you don't know, please ask your network administrator. The most popular
type of network is ethernet.

Encapsulation Ethernet Vi

IF Address Assignment IStaiic -
My WANIP Address | 0 . 0 . 0 . O

My WaM IP Subnet I
Mask

Gateway IP Address IEI oD wm @ & W

o . o0 . 0 .0

First DNS Server o ., o0 . 0 .0

Second DNS Server 0 £ 200 % 0 f 0

Back

* PPP noBepx Ethernet unun uukancynauma PPTP

BbibepuTe Nailed-Up (IMocTtosiHHOE), ecnn Bbl XOTUTE MMETb NOCTOSAHHOE COEAMHEHNE (Takoe CcoeanHeHue
MOXET ObITb JOCTATOYHO Joporum, ecnu VIHTepHeT-npoBargep 6epet nnaty 3a BpeMs UCMOb30BaHUs
MHTepHeT, a He ncnonb3yeT yCTaHOBNEHHbIN MECAYHbIN Tapud).
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Ytobbl He noaaepXxuBaTtb NOCTOAHHOE coeAnHeHWe, BBeanTe NHTepBaJt BpeMeHn npocTtosa (B ceKyH,uax) B

none ldle Timeout (Bpemsa npoctos).

Tou can select ethernet, PPPOE or PPTP according to in which the network you
are, If you don't know, please ask your netwark adrministrator, The most popular
type of netwark is ethernet,

Encapsulation IPPP over Ethernet «

Service Name I (Optianal)
User Mame I

Password l"’"""'“

Retype to Confirm ! *******

™ mailed-up

Idle Timeout IﬂUD {Seconds)

IP Address Assignment | Dynamic
Back

2 lllenkHute Next (Janee) anst otobpaxeHus okHa,
KoTopoe ucnonb3yetca ang peructpauyumn ZyWALL
Ha cante myZyXEL.com (ueHTp obcnyxuBaHus
ZyXEL) n akTMBUpoBaHUSa unbsTpaunm KOHTEHTA,
3alWunThl OT cnama, 3awmTbl OT BUPYCOB U
ucnbiTaTenbHbiX Bepcumn npunoxexun |IDP. B
apyrom cnydae, wenkHute Skip (Mponyctuts) n
3atem Close (3akpbITb) ANdA 3aBepLUeHuns
HacTpovku goctyna B MIHTepHeT.

You can select ethernet, PPPoE or PPTP according to in which the network you
are. If you don't know, please ask your netwark administratar. The most
popular type of network is ethernet.

Encapsulation ETE p
User Marne ]

Passward i:;’——";—
Retype to Confirm [ |
I Mailed-up

Idle Timeout 100 (Seconds)

My IP Address o . 0o .0 .0
My IP Subnet Mask o . 0 . 0 . 0o
Server IP Address a . o0 . 0 .0

Connection ID/Marme
IP address Assignment|Dynamic *
Back || Apply

You can register ZyWALL on http:/fwenw. zyxel com and activate "Free Trial"
of Content Filteting, AntiSparm, Antivirug and IDP services on your ZyWALL.

Click "Mext" to activate these services for FREE

B =

,5 Mpexne Yyem akTMBMpPOBaTb MNOAMMUCKY Ha 3aWmMTy oT BUpycoB u IDP, yctaHoBuTe ZyWALL

Turbo Card.

Mpwn ycTaHoBKke nnn nsenedvennn kaptol ZyWALL Turbo Card oTkntounte nutanHne ZyWALL.
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3 Ecnu Bbl yXXe pernctpupoBanvcb Ha canTe
myZyXEL.com, BbibepuTe Existing
myZyXEL.com account (CyuwecTsyowue
y4eTHble gaHHble myZyXEL.com) n BBegnte
napameTpbl YY4eTHbIX AaHHbIX. B apyrom
cnyyae, Bblbepute New myZyXEL.com
account (HoBble y4yeTHble faHHble
myZyXEL.com) n 3anonHuTe nons,

pacnonoXeHHble HMXe, And co3aaHnA HOBbIX

YYeTHbIX AaHHbIX 1 pernctpauun ZyWALL.
LLlenkHnte no kHonke Next (danee).

4 MopoxanTe, Noka 3aBepLINTCS NPOLLece
perucrpaumm.

5 Ecnu perncrtpauusi He BbINOMNHEHa,
nosiBrsieTcs cnegytoulee okHo. LenkHute
Return (BepHyTbcs) Anst Bo3BpaTa Kk OKHY

Device Registration (Peructpauus yctponcrea)

N NPOBEPLTE HACTPOMKU.

6 WenkHute Close (3akpbiTb), YTOObI 3aKpbITh
OKHO MacTepa nocne BbINOSHEHMWS
perucTpaumu 1 akTUBUpoBaHUs crnyx6.

INTERNET ACCESS

Device Registration

INTERNET ACCESS

INTERNET ACCESS

INTERNET ACCESS

Status
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g [nsa aktnBauumn ctaHgapTHoOM cnyx6bl ¢ HomepoM PIN Ballen KapTouku (MULEH3VNOHHbIN

knto4) ncnoneadyetcsa okHo REGISTRATION Service (Cnyx6a PEIMCTPALWN). NMogpobHee

CM. B TexHn4yeckom pykoBoacTBe.

5 DMZ

DMZ (DeMilitarized Zone - pemunutapnsoBaHHas 30Ha) NO3BOMSET BHELUHMM MOMb30BaTensam obpallaTbcs K

obLenocTynHbIM cepBepaM (web-ceBep, NouToBbIV cepBep, FTP-cepsep 1 Ap.) 1 obecneymBaeT 3alumTy

CepBEPOB NOCPEACTBOM MEXCETEBOIrO 3KpaHa oT BHelHMX atak DoS (Denial of Service - oTkas ot

obcnyxuBaHus).

Bbl moxeTe HaszHaunTb koHdurypaumio TCP/IP yepes DHCP ans koMnbiloTepoB, NOAKIMIOYEHHBIX K nopTamM
DMZ. Nnun, no gpyromy, Bbl MOXETEe Ha3Ha4YMTb KOMMNbOTEpPaM cTaTudeckne IP-agpeca (B Tow e noacetn, 4to
n IP-agpec nopta DMZ) n agpeca cepsepos DNS. IP-agpec nopta DMZ B ZyWALL ucnonb3yeTcs B kKadyecTBe

Ln3a no ymMon4yaHuio.

Onsa nactponkn DMZ, ecnu ZyWALL Haxogutcsa B pexxume mapLipyTusauumu, BeINONHUTE cneayoLlee.

,@S Hactpovika DMZ B pexxmme mexceTeBoro Mocta He Tpebyetcsi, cM. fanee Pasgen 7.

1 B Nanenun Hasuraumm wenkHute NETWORK (CETb) > 3atem DMZ.

2 Beepgute IP-agpec 1 macky noacetu gns
uHTepdenca DMZ.

Ecnun ucnonbayetcsa yactHbein IP-agpec ana DMZ,
TO UTOObI CAenaTb cepBepbl JOCTYMHbLIMU A5 BCEX
nonb3oBaTtenemn, Heobxogumo ucnonb3osatb NAT
(cm. Pasgen 6).

O6uwenocTynHbin |IP-agpec gomkeH HaxXoauMTbCs B
noaceTun, OTNNYHOM oT obenocTynHoro IP-
agpeca nopta WAN. Ecnu dpyHkumna NAT ans
obuwenoctynHeix IP-agpecoB gns DMZ He
HacTpoeHa, ZyWALL HanpasnseT Tpaduk Ha
obwenoctynHble IP-agpeca B DMZ 6e3
npumeHeHust NAT. 3To ucnonb3dyeTcsa Ans xXocT-
CcepBepOB C NPUNOXEHUSIMU, HECOBMECTUMbIMU C
NAT.

3 WenkHute Apply (MpumeHnTb).

DMZ Static DHCP 1P Alias

1P Address o .0 0

Multicast Mone 7

DHCP Mone >
1P Pool Starting Address ] [
DHCP Server Address

DHCP WINS Server 1

DHCP WINS Server 2

I~ Allow between DMZ and LAN

I™ Allow between DMZ and WANL
I™ Allow between DMZ and WANZ
I~ Allow between DMZ and WLAN

Note: You also need to create a Firewall rule.

1P Subnat Mask 0o .0 .0 .

Port Roles

RIP Direction
RIP Version

Pool Size

Both  w

Reset
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4 o ymonyaHuio noptel LAN/DMZ ¢ 1-ro no 4-bin

ABNAKOTCA NOPTaMU nokanbHon cetn. YTobbl oMz Static DHCP IP Alias Port Roles
HaCTpOI/ITb nOpT Kak DMZ’ LEenKHUTEe 3aKJ'Ia,ELKy

Port Roles (PoneBbie nMeHa NopToB), yCTaHOBUTE
nepekntoyvarens psagom ¢ DMZ n wenkHute Apply
(MpumeHnTb).

| <=

6 NAT

NAT (Network Address Translation - TpaHcnsauna ceteBbix agpecoB NAT, RFC 1631) BbinonHseT
npeobpasoBaHue IP-agpeca ogHon cetu B oTnnyHbIn IP-agpec apyroi cetu. OkHa NAT Address Mapping
(MpeobpasoBanue agpecoB NAT) ucnonbaytotca ansa HacTporikn ZyWALL Ha npeobpa3oBaHme HECKOMbKMX
obwenoctynHbix IP-agpecoB B 4acTHble |IP-agpeca Bawen nokanbHown cetu (unv DMZ).

B cnepytowem npumepe paspeluaetcsa goctyn ua rnobanbHow cetu k cepepy HTTP (web-cepsep) B DMZ.
OT10T cepBep umeet yacTtHbin IP-agpec 10.0.0.20.

1 B NMaHenu HaBurauum LWenkHnuTe
ADVANCED (ﬂonOHHMTE”bHO) > NAT Overview  Address Mapping | Port Forwarding | Port Triggering
3atem NAT u 3atem Port Forwarding “Part Forwarding Rules.
MNe eajpecauunda NnopTos.). WAN Interface Wian1 =
(Mepeanp p
2 Bbibepute coeanHenne NBC (WAN1) b CEECIRNC I 50To Page]1 7]
(FBC1) ang KOTOPOro Bbl XOTUTE Em
i~ el B0 - |30 o - |0 0 . 0 . 0 . 2
HacTpouTb NpaBuna nepeagpecaunm Br . . . - —
nopTta. E‘ o 0 o o o 0 0 0 % &0
- al E o ;
3 YcraHosuTe dnaxok Active } = -t e —
(BKJ'HO'-WlTb). E‘ r o - Jo o [ 0 i & &0
‘ u fn - o | [] 0 0. G o0
4 BeeauTe nms npasuna. ar — — —
5 BeeauTe HOMep nopTa, KOTOpbIii gre TR i T o0 o o
ncnonb3yercsa crnyx6oii. g - - I
Mote 1: You may also need to create a Firewall rule.
6 BBe/J,VITe IP-a/.'l,pec HTTP-cepBepa. Mate 2: Part Translation is optional.
7 WenkHute Apply (MpumeHnTs). Reset

7 MexceTeBOM 3KpaH

ZyWALL MOXHO Mcnonb3oBaTth, He BbINOMHAS HACTPOMKY MEXCETEBOro 3KpaHa.

MapameTpbl mexceTeBoro akpaHa ZyWALL npegyctaHoBrneHbl Tak, 4ToObl obecneynBaTth 3alnUTy NOKanbHOM
CeTu OT aTak n3 cetn VIHTepHeT. o ymonyaHuio Tpaduk B NOKanbHY CETb HE NPOMyCcKaeTcs, Noka cHavyana

OT Hee He noctynuT 3anpoc. ZyWALL paspewaet goctyn k DMZ n3 rmo6anbHoOn cetn nnmu nokanbHON CETU, HO
6nokupyet Tpaduk ot DMZ B nokanbHyto ceTb.

Ecnn ZyWALL HaxoguTcsa B pexuMe maplipyTnsauumm, nepexoavTe K criegytowemy pasgeny. [ina HacTponku
pexumMma mexceTeBoro mocta cM. Pasgen 9.
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8 Hactpowuka npaBun BuptyanbHon yactHou cetu (VPN)

TyHHenb VPN (Virtual Private

—— ———— — ———— ——

Network - BUpTyanbHas yacTHas Logal Nebuoricy T
ceTb) obecneynBaeT 3aLlmLLEeHHOe = [ ] | P Remote | |
P, IPSecRouter — ;
COBAUHEHMUE K APYTOMY KOMMbIOTEPY ] e | T cRouter] \;‘ltj—,i
unu ceTm. = W \i_ \ﬁ e
CTpaTerus wrio3a onpeaenser L ?EATEWAY e ? L
e e i e A ARARRAANRANRARR AN AR AT S N T p— .

MapupyTtusaTtopsl IPSec Ha kaxgom
KoHue TyHHens VPN.

CeTeBas nonutuka onpegenset
yCcTponcTBa (3a MapLupyTusaTopamu
IPSec), koTopble MoryT
ucrnone3oatb TyHHenb VPN.

NMETWORK POLIGY

Criepytouwas cxema o6bsICHAET OCHOBHbIE MONsi B OkHax MacTepa.

e Nefwark | IrR: mote Network 'I
| - I Remote | :
| == ! -
| \g_ — XH_ VPN Tunnel \* - =, |
I Lcl)ga’g\dl\ldetwork I K \ | Remote Network :

ress IP Address
————— — Remote o S S —— i — —
My ZyWALL Gateway Address

1 WenkHuTe Ha 3Hadke Wizard (Mactep) () B okHe HOME (JOMALWWHAA), a 3atem Ha ccbinke VPN Setup
(Hactpovika VPN), 4To6bl OTKPbITb MacTep HaCTPOWKM.

/gg Ecnu wenkHyTb Back (Hasag), HacTporiku He COXpaHSATCS.
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2 37O OKHO ncnonb3yetrca ond HaCTPOWKK cTpaTernm

wno3a.
Name (Vvs): BBeanTte nma ans naeHTupmnkaummn

cTpaTerMu wnosa. Name fest
Remote Gateway Address (Agpec yganeHHoro S
e
writo3a): BeeguTe IP-afpec nnu AOMeHHoe UMst elithi e
yaaneHHoro mapLupytuaatopa IPSec. ORI A B
Back

3 370 OKHO MCMonb3yeTcs ANS HACTPONKMA MONUTUKM
cetu.

®naxok Active (BknounTb) fOMKeH ObITb s
YCTaHOBIIEH. | Active

Marne Test

Name (Mwvs): BBeanTe ums ana ngeHtudgmkaumm
NOMNMUTUKN CETH.

Local Network " single  Range IP % Subnet

Bei6epute Single (OgnH) 1 BBeguTe IP-agpec. Starting IP Address 192 . 168 . 1 . O
Ending IP Address / Subnet 255 . 255 . 255 . O

Beibepute Range IP (OuanasoH IP) u BBegute Pask

HavanbHbIM N KOHeYHbIN IP agpeca Anst KOHKPETHOro EemiEbetil  single T Range 1P & subnet

Starting IP Address 10 & 0 @ e O

Ending IP Address / Subnet
Mask

amanasoHa |IP-agpecos. et B 0 % 0% & 50

Bbibepute Subnet (Mogcets) n BBegute IP-agpec n
Macky nogceTv ansi onpegeneHus |IP-agpecos B ceTn

no macke nofAceTu. text

,@S Y6eauTech, 4YTO yaaneHHbl MapLupyTtusaTtop IPSec ncnonb3yer Te e HacTPOWKu
©esonacHocTu, 4To ByayT HAaCTPOEHbI B CreayoLwmx ABYX OKHaX.

Negotiation Mode (Pexum cornacosaHusi): Boibepmte Main Mode (OcHoBHOM pexum) Ans 3awuThbl
KoHpumaeHumanbHocTu. Boibepute Aggressive Mode (PuckoBaHHbIV pexum), 4ToObl pa3peLumnTb MHOXECTBO
BXOOALUMX MNOAKIKOYEHUIA C AMHaMu4eckumMm IP-agpecamm 1 pasnuyHbIMy Naponsimu.

g Heckonbko 6e3onacHbIX CoeguHeHUI, NoaKnYaeMblX Yepes L3 CUCTeEMbl 6e30MacHOCTH
AOOJTKHbI UMETb Op,VIHaKOBbIVI peXxunm cornacoBaHuA.

Encryption Algorithm (Anropntm wndposanus): Beibepute 3DES nnu AES onsa 6onee HagexHoro (unm
MeHee) WwundposaHmus.
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Authentication Algorithm (Anroputm ayteHTudmkaumm): Beibepute MD5 ans MUHUMaNbHOIO YPOBHS
6e3onacHocT unu SHA-1 ans makcMmanbHoro.

Key Group (KntoueBas rpynna): Boibepute DH2 anst MuHMMansHoro ypoBHs 6e3onacHoCTU.

SA Life Time (Bpems cyiecTtBOBaHUSA 3aLUMLLEHHOTO COEAMHEHMS): YCTaHOBUTE, Kak yacto ZyWALL
BbINOMHSAET COrnacoBaHune 3alnLLeHHOro coeamHeHus no nportokony IKE (MvuHumym 180 cekyHa). Manoe
BpeMsi COeMHEHMS YBENUUMBAET ypoBeHb 6e3onacHoCTW, HO Npuy Npoueaype cornacoBaHns TyHHenb VPN
BPEMEHHO He IOCTYMEH.

Pre-Shared Key ([pegsapuTensHo cornacoBaHHbIN knitod): Mcnonbayetcsa ot 8 go 31 cumsona ASCII ¢
y4eToMm peructpa unu ot 16 o 62 wectHaguatepuyHbix cumeonos ("0-9", "A-F"). Nepepn wecTHaguaTepuyHbIM
kntoyom BeeauTe "0x” (HOMb X), 3TM CUMBOIIbI HE CYMTAIOTCH YaCTblo KNntoya U3 16 - 62 cMMBONOB.
Encapsulation Mode (Pexum nHkancynsaumm): Pexxum Tunnel (TyHHenb) coBmecTnm ¢ NAT, pexxum Transport
(TpaHcnopT) HE COBMECTUM.

IPSec Protocol ([potokon IPSec): ESP coBmectum ¢ NAT, AH He coBMecTUM.

Perfect Forward Secrecy (PFS) (MoeansHas npamas 6e3onacHocTb): None (Het) no3sonsiet 6bIcTpyto
HacTpoliky IPSec, Ho DH1 n DH2 noBbiwaroT ypoBeHb 6e30nacHoCTy.

4 3T0 OKHO MCNOMb3yeTcs ANs HACTPONKM 5 3710 OKHO Mcnonb3yeTcsa ANs HAaCTPONKK
napametpoB TyHHens IKE (Internet Key Exchange napameTpos IPSec.
- NnpoTokon obmeHa knto4amm).

Encapsulation Mode # Tunnel © Transport
IPSec Protocol & Esp € aH

Hegotiation Mods @ Main Mode © Aggressive Mode .
Encryption Algorithm * pes © aEs © 3DES © HMULL

Encryption Algorithm ' pes ¢ aEs O 3DES

e Authentication Algorithm & sHa1 © MDS

e e O i e SA Life Time 28800 ety
. Perfact Forward Secracy

SA Life Time 25800 (Secends) (PFe)

Pre-sShared Key 112345678

® none ¢ DHL © DH2
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6 Mposepbte HacTponkn VPN. LLenkHute Finish 7 B nocneagHem okHe wenkHute Close (3akpbiThb)
(FoToBO) AN COXpaHEHUS HACTPOEK. Ans 3aeeplueHns pabotel Mactepa HacTPOMKM
VPN. [Ins BkntodeHus npasuna VPN un
—— ycTaHoBneHus coeanHeHnsa VPN nepexogute K
Status
O, crenyloliemy pasaeny.
Test
Gateway Policy Setting
My ZywALL 0.0.0.0
Remote Gateway Address BranchOffice.com
Network Policy Property Enurglglreafla.llatluns. The WPN wizard configuration is
Nam: ‘YFZZt Check our exciting range of Zy*EL products at
http:/fwew zyxel.com
Metwork Policy Setting
Local Metwork
Starting IP Address 192.1658.1.0 Having WPN access problems?
Subnet Mask 255.255.255.0
Remote Hetwork .
Starting IP Address 10.0.0.0 1. Werify your settings in this wizard.
Subnet Mask 255.0.0.0 2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
IKE Tunnel Setting (IKE Phase 1) account is active and that the settings you entered
authentication For Activating VPR S T s
Aushentlw\“catad Eh 3. If you still have problems, please contact
P::;w;r?e custarmner support,
Negotiation Mode Main Mode
Encryption Algorithrn DES
Authentication Algorithm MDS
Key Group DH1
sa Life Time 28800 (Seconds) Close
Pre-Shared Key 12345678
IPSec Setting (IKE Phase 2)
Encapsulation Mode Tunnel Made
IPSec Protocal ESP
Encryption algarithm DES
Authentication Algorithm SHAL
sa Life Time 28800 (Seconds)
Perfect Forward Secrecy (FFS)  Mone
Back | Finish

8.1 Ucnonb3oBaHue coeguHeHus VPN

TyHHenu VPN ncnonb3ylotca And 3aluLieHHon oTnpasBkn 1 noncka annos, a Takke paspeLueHns
yAaneHHoro 4ocTyna K KopnopaTuBHbIM CETSIM, Web-cepBepaM 1 NMoYTOBbIM cepBepaM. ITu cnyxbbl byayT
paboTaTb Tak, Kak ecnn 6bl Bbl HAXOAMNUCHL B oduce, a He NOoAKNoYanuch Yepes MHTepHeT.

Hanpumep, npasuno VPN “test”
paspeluaeT 3alUULLIEHHbIA JOCTYN K web-
cepBepy B yAareHHOW KoprnopaTuBHON i
nokaneHoii ceTn. Beeaute IP-agpec P e St e

cepsepa (10.0.0.23 B gaHHOM Npumepe) B | [#] wame | local | Remote lencapsulation ,IPSec |
none URL Bawero 6paysepa. ZyWALL o] I R T I = DES--SHAL
ABTOMAT/ECKM CO3AACT TyHHenb VPN, | | 2s5.255.255.0 | 255.255.255.0 . |
Korza Bbl MOMbITAETECH €r0 UCMOMNb30BaTh.

¥PN Rules (IKE)} ¥PN Rules (Manual} SA Monitor Global Setting

Refresh I Dizzonnect I

B NMaHenun HaBurauum WenkHnuTe

SECURITY (BEE30OMNACHOCTb) > 3aTem
VPN u 3aTtem 3aknagky SA Monitor (MoHUTOP 3aLULLIEHHOIO COEAMHEHNST) AN OTOOpaXeHust cnucka
noakntodeHHbIx TyHHenen VPN (3geck yctaHoBneH TyHHenb VPN ¢ umeHem “test”).
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9 Mouck 1 ycTpaHeHUe HeucnpaBHOCTEM

HeucnpaBHOCTb

Cnoco6bl ycTpaHeHusi

He ropuT H¥ oguH
cBeToauoa.

Y6egutecn, 4To aganTtep nutaHus nogknodeH k ZyWALL n k cooTBeTCTBYOLLEMY
NCTOYHWKY nNuTaHus. MpoeepbTe kKabenbHble CoeanHEHNS.

Ecnu ceeToamoabl Bee elle He ropsiT, BO3MOXHO, CyLLEeCTBYeT annaparHas
HeMcnpaeHOCTb. B 3ToM criyyae criefyeT CBA3aTbCH C MOCTaBLUUKOM.

OTcyTCcTBYET AOCTYN K
ZyWALL u3
NOKanbHOWM CETU.

MpoBepbTe kabenbHoe coeanHeHne mexay ZyWALL n koMmnboTepom mnm
KoHUeHTpaTopoMm. MoagpobHee cm. Pasgen 1.

MpoTtectupynTte coeanHenme ZyWALL c ceTeBbIM KOMMLIOTEPOM C MOMOLLBIO KOMaHAbI
"ping". Y6eauTtecs, 4TO B KOMMbIOTEPE yCTaHOBMNeHa kapTta Ethernet n oHa pabortaet
HOpMarnbHO.

B komnbtoTepe wenkHuTe Start (Myck), (All) Programs ((Bce) nporpammet),
Accessories (CtaHgapTtHble) n 3atem Command Prompt (KomaHgHas ctpoka). B okHe
Command Prompt (KomaHgHas ctpoka) BBeaute "ping", 3atem IP-agpec ZyWALL B
nokanbHou cetn (no ymonyaHuto 192.168.1.1) n Haxmute [ENTER]. ZyWALL porxeH
oTBeTUTbL. B Aapyrom cnyyae, cm. Pasgen 9.1.

Ecnu Bbl 3a6binn napons ZyWALL, Haxmute kHonky RESET. Haxumarite kHOMKy B
TeueHne 10 cekyHa (unu noka ceetogmog SYS He HauYHET Murathb), 3aTeM OTNYCTUTE
KHOMKy. OTa onepauus Bo3spallaet napameTpbl ZyWALL k 3aBOACKMM HacTponkam no
ymonuanuio (napons - 1234, IP-agpec B nokanbHon cetv - 192.168.1.1 1 T. 4.;
nogpobHee cM. B TEXHNYECKOM PYyKOBOACTBE).

Ecnu Bbl 3a6binun IP-agpec ZyWALL B nokansHon unm rnobansHom ceTn, MOXHO
nocmoTpeTb IP-agpec B CUCTEMHON KOHCONW NPY NOAKIMIOYEHNN Yepe3 KOHCOIMbHbIN NOPT.
Mopkntounte komnbtotep kK nopTy CONSOLE ¢ nomoLubio kKoHconbHoro kabens. Ha
BaLLeM KOMMbloTepe A0MKHA OblTb YCTAHOBMEHa KOMMYHUKaLMOHHAas nporpamMmma
amynsauum TepMmuHana (Hanpumep, HyperTerminal) ¢ HacTpoeHHoW amynsaumen
TepmuHana VT 100, 6e3 koHTpons YeTHOCTH, 8 BMT AaHHbIX, 1 cTon-6uT, 6e3 ynpasneHus
NMOTOKOM [iaHHbIX U CKOPOCTLIO nopTa 9600 buT/c.

HeB03MOXHO MpoBepbTe coeauHeHne mexay ZyWALL u poseTkon Ethernet, ¢ koTopon nmeercs
nony4nTb AOCTYN B poctyn B VIHTepHeT. Yb6eamTech, Y4TO YCTPOMCTBO LWnto3a VIHTepHET (Hanpumep, Mogem
WHTepHer. DSL) pabotaeTt HopmarnbHO.

B MaHenu HaBuraumm wenkHnte WAN ang npoBepky napaMeTpoB.
HeBo3mMOXxHO Y6egutecs, yto ZyWALL 1 yananeHHbin mapLupytmaaTtop IPSec nucnonb3yoT ognHakoBble
YCTaHOBUTb HacTponku VPN. B MaHenu Haeuraumm wenkHute VPN ons ononHUTENnbHbIX HACTPOEK.

coeguHeHune VPN.

MepenguTte Ha kakon-HMOYab Web-caiT, 4To6bl NpOBEPUTL NOAKIIOYEHNE K VIHTEPHETY.
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9.1 YcTraHoBKa IP-agpeca komnbloTepa

B aTom pasgene onucbiBaeTcs, kak HACTPOUTbL KOMMbLIOTEP Ha nony4veHue IP-agpeca B onepaunoHHON
cucteme Windows 2000, Windows NT 1 Windows XP. BeinonHeHve aTon onepauumn rapaHTUpyeT, 4To

KOMMNbIOTEP CMOXET B3aumMogencTeoBaTtb ¢ ZyWALL.

1 B Windows XP wenkHuTe Start (Myck), Control Panel (IMaxHenb ynpaBnexus).
B Windows 2000/NT wenkHuTe Start (IMyck), Settings (Hactporika), Control Panel ([NaHenb ynpasneHus).
2 B Windows XP wenkHnte Network Connections (CeTeBble Nogkmno4eHuns).

B Windows 2000/NT wenkHuTe Network and Dial-up Connections (CeTb 1 yaaneHHbI 4OCTYN K CETH).

3 lWenkHuTe npaBown kHonkon Mblwmn Local Area Connection ([logkntoyeHne no nokansHOW ceTn) n 3atem

Properties (CsoncTtaa).

4 Bribepute Internet Protocol (TCP/IP) (Mpotokon UHTepHeTa (TCP/IP)) (Ha 3aknagke General (O6wue) B

WinXP) u wenkHute Properties (CsoncTtsa).

5 Otkpoetcsa okHo Internet Protocol TCP/IP Properties
(Comnctaa: NMpoTtokon UHTepHeTa (TCP/IP) (3aknaaka
General (O6wue) B Windows XP). Buibepute Obtain an
IP address automatically ([onyuyaTs IP-agpec
aBToMaTu4yeckun) n Obtain DNS server address
automatically (Monyyate agpec cepsepa DNS
aBTOMaTU4eCKM).

6 LenkHnte OK, 4TO6bI 3aKpbiTb OKHO Internet Protocol
(TCPIIP) Properties (Csonctea: Npotokon MHTepHeTa
(TCP/IP)).

7 Wenknute Close (3akpbiTh) (OK B Windows 2000/NT),
4YTOObI 3aKpbITb OKHO Local Area Connection
Properties (CBonctea nogknoyeHus no rokansHom
cetn).

8 3akpownTe okHo Network Connections (CeTeBble
NOAKITIYEHNS ).

Internet Protocol (TCP/IP) Properties
General
‘t'ou can get |P zettings assigned automatically if your network, supports

this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

[G" ‘Obtain an IP address automatically ]

— Use the fallowing IP address:

[(:' Obtain DMS zerver address automatically ]

— Use the following DMS server addresses:

d DS server

Pref
4

Advanced... |

C o ]

Cancel |

NMopspok npocmoTtpa ceptudmnkara(oB) Ha nusgenuve

1 Nepewnante Ha canT www.zyxel.ru.

2 BbibepuTe usgenve M3 packpbiBalLerocs cnucka Ha gomaluHen ctpanuue ZyXEL ana nepexona Ha

CTpaHuLy, NOCBSALLEHHY 3TOMY U3OENuio.
3 Bbibepute ceptudmkaT ansg npocMoTpa.
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Oversikt

ZyWALL 5 ar en brandvagg med VPN, bandbreddshantering, innehallsfiltrering, anti-spam, anti-virus, IDP
(Intrusion Detection and Protection) och manga andra funktioner. Du kan anvéanda den som en transparent
brandvagg utan att behdva omkonfigurera ditt natverk eller konfigurera ZyWALL:s routingfunktioner. Nar
ZyWALL befinner sig i router-lage, kan du aven satta in ett tradldst 3G-kort for att Iagga till ett andra WAN. Din
ZyWALL o6kar natverkssakerheten genom att lagga till mojligheten att andra portar fran LAN till DMZ for
anvandning av servrar med offentlig atkomst. Denna guide omfattar de initiala anslutningar och konfiguration
som kravs for att du ska kunna bérja anvanda din ZyWALL i ditt natverk.

Se manualen for mer information om alla funktioner.

Eventuellt behéver du ha tillgang till uppgifterna for din Internet anslutning.

DMZ
i= L wan 9
[ | i .|ﬁ| C s

H T
2_‘—59:2—\& Internet
s d

== ==

LAN

-

Denna guide ar indelad i féljande avsnitt.

1 Maskinvaruanslutningar
2 Atkomst till webbkonfigurator
3 Brygglage

4 Installning av Internet-atkomst och
produktregistrering

5 DMZ
1 Maskinvaruanslutningar

Du behover foljande.
ZyWALL

Dator

=21 |

]
[

mmmmmm=s = \/PN
| o m
= ¥ e |
S=c4} it ===
- ~( Internet )™= "N\Cmm——
-/
6 NAT
7 Brandvagg
8 Installning av VPN-regel
9 Felsdkning
Nétverkskablar Stromadapter
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Gor féljande for att utféra maskinvaruanslutningar for initial installning.

Uwu \ um\\w\
HH Il \ I

WAN LAN/DMZ 10/100
‘IO/'I 00 1 2 3 4

i

PWR ACT RESET

SYS CARD
oo ©

INTERNET SECURITY APPLIANCE

eIy

ZyWALL 5

1 Anvand en Ethernet-kabel for att ansluta LAN/DMZ-porten till en dator. Om du konfigurerar dessa portar
som DMZ-portar i LAN eller DMZ-menyn genom webbkonfiguratorn, kan du dven anvanda Natverkskablar
for att ansluta offentliga servrar (webb, e-post, FTP osv) till LAN/DMZ-portarna.

2 Anvand en annan Ethernet-kabel for att ansluta WAN-porten till en Internet-anslutning med Internet-
atkomst.

DIAL BACKUP CONSOLE EXTENSION CARD SLOT POWER

e €& g

3 Satti ZyWALL Turbo-kortet for att anvanda anti-virus- och IDP-funktionerna eller satt i ett tradlést LAN-kort
for att anvanda den tradldsa LAN-funktionen. Om du vill kan du satta in ett tradlost 3G-kort for att fa tradlos
atkomst till Internet via ett 3G-natverk. Se guiden till ZyWALL Turbo-kort for mer information. Se manualen
angaende installation av ett tradlést LAN-kort. Nar detta skrivs kan du bara anvanda Sierra AC850/860
tradlost 3G-kort i ZyWALL.
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4 Anvand den medfdljande strémadaptern for att ansluta strémanslutningen (pa bakpanelen) till ett eluttag.

5 Titta pa frontpanelen. Indikatorlampan PWR tands. Indikatorlampan SYS blinkar medan systemtest utfors

och forblir darefter tdnd om testet lyckats. Indikatorlamporna ACT, CARD, LAN/DMZ och WAN tands och
fortsatter att lysa om motsvarande anslutningar ar ratt utférda.

2 Atkomst till webbkonfigurator

Anvand detta avsnitt for att konfigurera WAN 1-granssnittet for Internet-atkomst.

1 Oppna din webblasare. Ange 192.168.1.1 2 Klicka pa Login (standardldésenordet 1234 ar
(ZyWALL:s standard-IP-adress) som adress. redan angivet).
Om inlogningsmenyen inte visas, se Avsnitt 9.1 for
att ange din dators IP-adress.

J File Edit ‘iew Favorites Tools Help ZyWALL 5

J dmiack ~ = - it | ‘Qhsearch [ Favorites

|address | httpiji192.168.1.1

Enter Password and click Login.

Password: =T

3 Andra inloggningslésenordet genom att ange ett 4 Klicka pa Apply for att ersatta ZyWALL:s digitala
nytt I6senord och klicka pa Apply. standardcertifikat.

Use this screen to change the password. Replace Factory Default Certificate

New Password: -
Retype to Confirm:

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

5 Menyn HOME 6ppnas.

Din ZyWALL befinner sig i routerldge som standard. Fortsatt till nasta steg om du vill anvanda routingfunktioner
som t ex NAT, DHCP och VPN.

Ga till Avsnitt 3 om du féredrar att anvanda din ZyWALL som en transparent brandvagg.

6 Kontrollera tabellen Network Status (natverksstatus). Om WAN 1-status inte &r Down och det finns en IP-
adress, ga till Avsnitt 5.

Om status for WAN 1 ar Down (nere) (eller om IP-adress saknas), klicka pa ikonen Wizard (guide) och anvand
Avsnitt 4 for att konfigurera WAN 1.
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Anvand NETWORK WAN -skarmarna om du maste konfigurera WAN 2. Du kan &ven konfigurera
belastningsbalansering mellan WAN-anslutningarna.

ZyXEL

HOME

REGISTRATION

NETWORK =
SECURITY =
ADVANCED =
REPORTS =
LOGS

MAINTENANCE

Automatic Refresh Interval m

‘System Information

System Name
Model

Boothase Version
Firmware Version
Up Time

System Time

Device Mode

Firewall

ZyWALL §

w1,08 | 01/28/2005
W4,02(40,00b2 | 10/23/2006
00:01:54

2006-11-2% 00:51:04 GMT
Routar

Enabled

Security Services

& wer (@)

Turbo Card

IDP/ Anti-¥irus Definitions
IDP/Anti-¥irus Expiration Date
Anti-Spam Expiration Date
Content Filter Expiration Date

Mot Installed
v1,002 (HAA)
License Inactive
License Inactive

License Inactive

Intrusion Detected MAA
Virus Detected MA
Spam Mail Detected MEA
Web Site Blocked MEA

Rank Intrusion Detected

Latest Alerts

System Resources Top 5 Intrusion & Yirus Detections

¥irus Detected

Flash |:| 6/8 MB
LOGOUT Memory |:| 25/32 MB
Sessions |:| 54/6000
e

Date/Time Message .

2006-11-29 00:50:39  ip spoofing - WAN UDP (Repested: &)
aces Status IP/Netmask IP Assignment Renew 2006-11-29 00:50:28 ip spocfing - WAN UDP (Repeated: 6)
WaN 1 172.23.37.10f DHCP client [ 2006-11-29 00:50:22  ip spoofing - WAN UDP (Repeated: 2)
255.255.255.0 2006-11-29 00:50:14 ip spoofing - WAN UDP
Dial Backup 0.0.0.0/ 0.0.0.0 LY Dial 2006-11-29 00:50:09 ip spoofing - WAN UDP (Repeated: 7)
Lan 152,168,117 DHCP sarver  HiA
255.255.255.0 System Status
WLAN  100M/Full 0.0.0.0/ 0.0.0.0  Static N Port Statistics | DHCP Table | wen | Bandwidth |
DMz 100M/Full 0,0,0,0/ 0,0,0,0 Static M A

3 Brygglage

Nar du staller in din ZyWALL i brygglage, fungerar den som en transparent brandvagg. Gor foljande for att
stalla in ZyWALL pa brygglage.

1 Klicka p4 MAINTENANCE (underhall) i

navigationspanelen och klicka sedan pa —
Restore

General Password  Time and Date| Device Mode ‘ F/% Upload Restart

Device Mode (enhetslage).

2 Valj Bridge (brygga) och konfigurera en
(statisk) IP-adress subnetmask och
gateway-IP-adress for ZyWALL:s LAN-,
WAN-, DMZ- och WLAN-granssnitt.

3 Klicka pa Apply. ZyWALL startar om.

Current Device Mode

Device Mode Router

Device Made Setup

The ZyWALL restarts automatically after you change the device mode and click "Apply".

" Router

1P Address (See LAN, WAN,

1 Bridge
1P Address 192 188 . 1 . A
1P Subnet Mask 285 . 285 . 255 . 0
Gateway IP Address 0t .0 .0 .0
=

Ga direkt till Avsnitt 5 om du har servrar som
maste kunna kommas at fran WAN-sidan.
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4 Installning av Internet-atkomst och produktregistrering
1 Klicka pa ikonen Wizard () (guide) pa skdrmen HOME (hem) och klicka dérefter pa lanken Internet Access
Setup (installning av Internet-anslutning) fér att 6ppna guiden fér Internet-anslutning.
Ange Internet-atkomstinformationen exakt som du fatt den.

Om du fick en IP-adress som ska anvandas, valj Static i rullgardinslistrutan IP Address Assignment och ange
den information du fatt.

g Falten varierar beroende pa vad du valjer i faltet Encapsulation. Fyll i den information du fatt
av din ISP eller natverksadministrator.

Klicka pa Apply nar du &r klar.

» Ethernet-inkapsling

Konfigurera en Roadrunner-tjanst pa
menyn NETWORK, och sedan WAN.

You can select ethernet, PPPoE ar PPTP according ta in which the network you
are, If you don't know, please ask vour network administrator, The most popular
type of network is ethernet.

Encapsulation Ethernet VI

IP address Assignment IStatlc: hd

My WAN IP Address | o 0 0 [
My WaN IP Subnet
e | o o o 0
Gateway IP Address I o . 0 . o0 .0
First DNS Server o ., o0 . 0 .0
Second DNS Server o ., o0 . 0 .0
Back || &pply

* PPP over Ethernet eller PPTP

Valj Nailed-Up nér du vill att anslutningen ska vara aktiv jamt.
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Om du inte vill att anslutningen ska vara aktiv jamt, specificera en timeout-period efter inaktivitet (i sekunder) i
Idle Timeout.

WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access ISP Parameters for Internet Access

PPP over Ethernst = |

PPTP Configuration

2 Klicka pa Next for att visa menyn dar du kan
registrera din ZyWALL hos myZyXEL.com
(ZyXEL:s online-servicecenter) och aktivera
avgiftsfri innehallsfiltrering, anti-spam, anti-virus
och IDP-testprogram. | annat fall klickar du pa
Skip och sedan péa Close for att slutféra
installningen av Internet-atkomst.

INTERNET ACCESS

Product registration and service activation for free

,€§ Kontrollera att du har installerat ZyWALL Turbo-kortet innan du aktiverar IDP- och anti-virus-
prenumerationstjanster. Mer information om Turbokortet hittar du pa www.zyxel.se.
Stang av din ZyWALL innan du installerar eller tar bort ZyWALL Turbo-kortet.
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3 Om du redan har ett konto hos myZyXEL.com,
valj Existing myZyXEL.com account och ange
din kontoinformation. | annat fall valjer du New
myZyXEL.com account och fyller i falten
nedan for att skapa ett nytt konto och
registrera din ZyWALL. Klicka pa Next.

4 Vanta tills registreringsprocessen ar slutférd.

5 Foljande meny visar om registreringen
lyckades. Klicka pa Return for att ga tillbaka till
menyn Device Registration och kontrollera
dina installningar.

INTERNET ACCESS

Device Registration

] 7 L

estigayel.com ]

Taiwean

INTERNET ACCESS

INTERNET ACCESS

6 Klicka pa Close for att lamna guidemenyen
nar registrering och aktivering ar klar.

INTERNET ACCESS

Status
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g Om du vill aktivera en standardtjanst med ditt iCards PIN-nummer (licensnyckel), anvand
menyen REGISTRATION Service. Se manualen fér mer information.

5 DMZ

DMZ (DeMilitarized Zone) later offentliga servrar (webb, e-post, FTP osv) vara synliga for omvarlden och
anda vara brandvaggsskyddade mot DoS-attacker (Denial of Service).

Du kan tilldela TCP/IP-konfiguration via DHCP till datorer anslutna till DMZ-portarna.Konfigurera annars
datorerna med statiska IP-adresser (i samma subnet som DMZ-portarnas IP-adress) och DNS-
serveradresser. Anvand ZyWALL:s DMZ-IP-adress som standardgateway.

Gor féljande for att konfigurera DMZ om ZyWALL befinner sig i routinglage.

g Du behdver inte konfigurera DMZ med brygglage, ga direkt till Avsnitt 7.

1 Klicka pa NETWORK > DMZ i navigationspanelen.

2 Specificera en IP-adress och subnetmask for

DMZ-granssnittet. oviz 1 aas port Roles

Om du anvéander privata IP-adresser p4 DMZ, e — i

anvand NAT for att gbra servarna offentligt i =

atkomliga (se Avsnitt 6). —
1P Pool Starting Address [0 . 0 . 0 . 0 Paal Size El
DHCP Server Address

En offentlig IP-adress maste vara pa ett separat OGP WINS Server 1

subnet fran WAN-portens offentliga IP-adress. Om e e

du inte konfigurerar NAT fér offentliga IP-adresser e e

pa DMZ, dirigerar ZyWALL trafiken till den mEDE e

and WLAN

offentliga IP-adresserna pa DMZ utan att utféra
NAT. Detta kan vara praktiskt for vardservrar for
NAT-fientliga tillampningar. =

0 need to create a Firewall rule,

3 Klicka pa Apply.

4 Som standard ar alla LAN/DMZ-portar 1 till 4 LAN-
portar. For att konfigurera en port som en DMZ- orez 1® lias ort roles
port, klicka pa fliken Port Roles, valj dess e
radioknapp funktion bredvid DMZ och klicka pa L ;,:Z
App'y o == wian
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6 NAT

NAT (Network Address Translation - NAT, RFC 1631) innebar 6versattning av en IP-adress i ett natverk till en
annan IP-adress i ett annat. Du kan anvanda menyerna NAT > Address Mapping for att lata ZyWALL
Oversatta flera offentliga IP-adresser till flera privata IP-adresser pa ditt LAN (eller DMZ).

Foéljande exempel mojliggor atkomst fran WAN1 till en HTTP-server (webb) pd DMZ. Servern har en privat IP-
adress pa 10.0.0.20.

1 Klicka pa ADVANCED > NAT i
naVigatiOnSpanelen OCh Sedan pé Port NAT Overview  Address Mapping | Port Forwarding | Port Triggering
Forwarding.
2 Valj den WAN-anslutning (WAN1) for WAl b
vilken du vill konfigurera regler for Defaul server v .0 0o G0 Ta pagel 1 x]
ortforwarding. [#lactivel _Name | Incoming Port(s) | PortTranslation | _Scrver IP Address |
p" ) g n W |weh B0 - B0 ul =0 0 . 0 . 0 . 20
3 Valj kryssrutan Active. B o b o i T 0.0 . ¢
o H‘ o 0 o o 0 [ 0 [ 0
4 Ange ett Name pa regeln. or P F P r —
5 Ange det portnummer som tjansten E} = I 3 I L0 Fp e
a y | il o o 0 1] 1] 1] 1]
anvander. Br . - . - —
6 Ange HTTP-serverns IP-adress. - i g p T I
. u‘ m o 0 o =0 [i] 0 [i] 0
7 Klicka pa A ly. o 0 3 o o 0 0 0 0
pa Apply.
Mote 1: You may also need to create a Firswsll rule.
Mote 2: Part Translation is optional,
Reset

7 Brandvagg

Du kan anvanda din ZyWALL utan att konfigurera brandvaggen.

ZyWALL:s brandvagg &ar forkonfigurerad att skydda ditt LAN fran attacker fran Internet. Som standard kan
ingen trafik komma in i ditt LAN savida inte en begéaran forst genererats fran LAN sidan. ZyWALL tillater
atkomst till DMZ fran WAN eller LAN, men blockerar trafik fran DMZ till LAN.

Om du anvander din ZyWALL i routerlage, fortsatt med nasta avsnitt. For brygglage, ga direkt till Avsnitt 9.

103



SVENSKA

8 Installning av VPN-regel

En VPN-tunnel (Virtual Private OO [ ——

Network) ger dig en saker anslutning [ Loca Network § I Remoteshetwork SR

till en annan dator eller ett annat I l- | Remote | [i 1

natverk. | T | MyZaALL IPSecRouter | =11 o |
| -j::cj—\_ VPNTunne QI —ka—,i 1

En gatewaypolicy identifierar IPSec- =& | 4|3A-n-:wmr —_— I B I

routrar i endera anden av en VPN- [ — J S e eamy wonn

tunnel. A A

En natverkspolicy specificerar vilka § :

enheter (bakom IPSec-routrarna) s s s

%

som kan anvanda VPN-tunneln. === Sessswsssassrassssssssasssssssssassassassssssasrassassasvansran

Denna figur hjalper dig att forstd huvudfalten i guidemenyarna.

" Local Network | IrRemote Network

- I Remote |

|
|
| = IPSec Router |
|
|

|
] \EL;—\ VPN Tunnel I
= S _ |
L_ L?gaAdeetwork | K‘ | Remote Network |
e ISR, Remote o .. IDAddress _ 1

M. EyiVALL Gateway Address

1 Klicka pa ikonen Wizard () (guide) pa skdarmen HOME (hem) och klicka darefter pa lanken VPN Setup
(VPN-installning) for att ppna VPN-guiden.

/gg Dina installningar sparas inte om du klickar pa Back.
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2 Anvand denna meny for att konfigurera
gatewaypolicyn.
Name: Ange ett Name fér att identifiera :
gatewaypolicyn. e Test
Remote Gateway Address: Ange IP-adress eller : -

doméannamn for fijarr-IPSec-routern. YA —

Remote Gateway Address BranchOrffice com

Bt |[rea ]
3 Anvand denna meny for att konfigurera
natverkspolicyn.
Lat kryssrutan Active forbli markerad.
Name: Ange ett Name for att identifiera o —
natverkspolicyn. s
Valj Single och ange en IP-adress for en enda IP- el Metork e S o
adress. Starting IP Address 1928 BB % 3 8 <0
o . Ending IP Address / Subnet 255 . 255 . 255 . O
Vélj Range IP och ange inledande och avslutande IP- Mask
adresser for ett specifikt intervall av IP-adresser. A et © single  Rangs 1P & subnet
. Starting IP Address 10 & 0 @ e O
Valj Subnet och ange en IP-adress och subnetmask N o o o
. . ° . as
for att specificera IP-adresser pa ett natverk genom
deras subnetmask.
Mext

,@S Kontrollera att fjarr-IPSec-routern anvander samma sakerhetsinstallningar som du
konfigurerar i de foljande tva menyarna.

Negotiation Mode (Forhandlingslage): Vélj Main Mode for identitetsskydd. Valj Aggressive Mode for att tillata
fler inkommande anslutningar fran dynamiska IP-adresser for att anvanda separata I6senord.

g Anslutning med flera SA:s (sakerhetsassociationer) genom en saker gateway maste ha
samma forhandlingslage.

Encryption Algorithm (Krypteringsalgoritm): VValj 3DES eller AES for starkare (och langsammare) kryptering.

Authentication Algorithm (Autenticeringsalgoritm): Valj MD5 for minimal sékerhet eller SHA-1 for hogre
sakerhet.
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Key Group (Nyckelgrupp): Valj DH2 for hégre sékerhet.
SA Life Time (SA-livstid): Stéll in hur ofta din ZyWALL omférhandlar IKE SA (minimum 180 sekunder). En kort
SA-livstid 6kar sadkerheten, men omférhandling kopplar tillfalligt bort VPN-tunneln.

Pre-Shared Key (Fordelad nyckel): Anvand 8 till 31 skiftiageskansliga ASClI-tecken eller 16 till 62
hexadecimala ("0-9", "A-F") tecken. Férega en hexadecimal nyckel med "0x” (noll x), som inte réknas som en

del av 16-62 teckenintervallet for nyckeln.

Encapsulation Mode (Inkapslingslage): Tunnel ar kompatibel med NAT, Transport ar det inte.

IPSec Protocol (IPSec-protokoll): ESP ar kompatibel med NAT, AH &r det inte.

PFS (Perfect Forward Secrecy): None (ingen) tillater snabbare IPSec-installning, men DH1 och DH2 &r mer
sakra.

4 Anvand denna meny for att konfigurera IKE 5 Anvand denna meny for att konfigurera IPSec-
(Internet Key Exchange) -tunnelinstallningar. installningar.
KE Tunnel Setting (IKE Phase 1) IPSec Setting (IKE Phase 2)
Hegotiation Mode & Main Mode © Aggressive Mode Encapsulation Mode # Tunnel ¢ Transport
Encryption Algorithm & pes ¢ aEs { 3DES IPSec Protocal  Ezp { aH
Authentication Algorithm — © sHa1 & mMDs Encryption Algorithm  pes © aEs ( 3DES © WULL
Key Group ' pH1  DHZ Authentication Algorithm & cHa1  MDS
SA Life Tirme 28800 (Seconds) Si Life Time 26800 | (Seconds)
Fre-Shared Key 12345678 (P:Frge)ct Forward Secrecy * Mone ¢ DHL ¢ DH2
Nesd Back | het |
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6 Kontrollera dina VPN-installningar. Klicka pa
Finish for att spara installningarna.

Gateway Policy Property

Gateway Policy Setting
My ZywaLL
Remote Gateway Address

Network Policy Property
e
Hame

Network Policy Setting
Local Network
Starting IP Address
Subnet Mask
Remote Netwark

Test

0.0.0.0
BranchOffice .com

Yes
Test

192.168.1.0
255.255.255.0

Starting IP Address 10.0.0.0
Subnet Mask 255.0,0.0
IKE Tunnel Setting (IKE Fhase 1)
Authentication For Activating YPH
Authenticated By
User Name
Password
Negotiation Mode Main Mode
Encryption Algorithm DES
Authentication Algorithm MDS
Key Group
SA Life Time 28800 {Seconds)
Pre-Shared Key 12345675

IPSec Setting (IKE Phase 2)
Encapsulation Mode
IPSec Protocol
Encryption Algorithm
Authentication Algorithm
54 Life Time
Ferfect Forward Secrecy (FFS)

Tunnel Mode
ESP
DES

SHAL
25800 {Seconds)
None

Back | Finish

8.1 Anvanda VPN-anslutningen

7 Klicka pa Close i slutmenyen for att slutféra VPN-
guideinstallningen. Fortsatt med nasta avsnitt for
att aktivera VPN-regeln och upprétta en VPN-
anslutning.

Congratulations. The WPN wizard configuration is
complete.

Check our exciting range of Zy*EL products at
http: /A 2y el .com

Hawing WPN access problems?

1. Werify your settings in this wizard.

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you entered
in the wizard are correct,

3. If you still have problems, please contact
custormer support,

Close

Anvand VPN-tunnlar for att sdkert skicka och hamta filer, och tillata fjarratkomst till bolagsnatverk,
webbservrar och e-post. Tjansterna fungerar som om du satt pa kontoret i stéllet fér att vara ansluten via

Internet.

Till exempel tillater “test” VPN-regeln
saker atkomst till en webbserver pa ett
fiarr-bolags-LAN. Ange serverns IP-
adress (10.0.0.23 i detta exempel) som
din webblasares URL. ZyWALL bygger
automatiskt upp VPN-tunneln nar du
forsdker anvanda den.

¥PN Rules (IKE)

¥PN Rules (Manual} SA Monitor Global Setting

| 192, 16 1.0/
| 255.255,255.0 | 255,255, 255 o|

test Tunnel ESP DES- SHAll

Klicka pa SECURITY > VPN i
navigationspanelen och klicka sedan pa

Refresh Dizzonnect

fliken SA Monitor for att visa en lista dver

anslutna VPN-tunnlar (“test” VPN-tunneln finns har).
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9 Felsokning

Problem

Atgard

Ingen indikatorlampa
tands.

Kontrollera att stromadaptern ar ansluten till din ZyWALL och ansluten till en Iamplig
stromkalla. Kontrollera alla kablar.

Om indikatorlamporna fortfarande inte tands, kan du sta infér ett maskinvaruproblem. |
sadant fall bor du kontakta din lokala aterforsaljare.

Det gér inte att fa
atkomst till ZyWALL
fran LAN.

Kontrollera kablarna mellan din ZyWALL och din dator eller switch. Se Avsnitt 1 fér mer
information.

Pinga ZyWALL fran en LAN-dator. Kontrollera att datorns Ethernet-kort ar installerat och
fungerar som det ska.

| datorn, klicka pa Start, (All) Programs, Tillbehor och sedan Kommandotolken. |
fonstret Command Prompt, skriv in "ping" foljt av ZyWALL:s LAN |IP-adress
(192.168.1.1 ar standard) och tryck sedan pa [ENTER]. ZyWALL ska svara. | annat fall,
se Avsnitt 9.1.

Om du glémt din ZyWALL:s l6senord, anvand knappen RESET. Tryck pa knappen i
ungefar 10 sekunder (eller tills indikatorlampan SYS borjar blinka), och slapp sedan upp
den. Detta aterstaller alla fabriksvarden for ZyWALL (I6senord &r 1234, LAN IP-adress
192.168.1.1 osv; se manualen fér mer information).

Om du har glémt din ZyWALL:s LAN eller WAN IP-adress, kan du kontrollera IP-
adressen i SMT via konsolporten. Anslut din dator till porten CONSOLE med en
seriekabel. Din dator ska ha ett terminalemuleringskommunikationsprogram (som t ex
HyperTerminal) instéllt pa VT100 terminalemulering, ingen paritet, 8 databitar, 1
stoppbit, ingen flédeskontroll och 9600 bps porthastighet.

Det gar inte att ansluta
till Internet.

Kontrollera din ZyWALL:s anslutning till Ethernet-anslutningen med Internet. Kontrollera
att Internet-gatewayenheten (t ex ett ADSL-modem) fungerar som den ska.

Klicka pa WAN i navigationspanelen for att verifiera dina instéllningar.

Det gér inte att
uppratta en VPN-
anslutning.

Kontrollera att din ZyWALL och fjarr-IPSec-routern anvander samma VPN-installningar.
Klicka pa VPN i navigationspanelen for att konfigurera avancerade installningar.

Oppan en webbsida for att kontrollera att din Internet-anslutning fungerar.

9.1 Stalla in datorns IP-adress

Detta avsnitt beskriver hur du staller in din dator fér att ta emot en IP-adress i Windows 2000, Windows NT
och Windows XP. Detta séakerstéller att din dator kan kommunicera med ZyWALL.

1 1 Windows XP, klicka pa Start, Kontrollpanelen.

I Windows 2000/NT, klicka pa Start, Instéllningar, Kontrollpanelen.

2 | Windows XP, klicka pa Natverksanslutningar.
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| Windows 2000/NT, klicka pa Natverk och uppringda anslutningar.
3 Hogerklicka pa LAN-anslutning och klicka sedan pa Egenskaper.
4 Valj Internetprotokoll (TCP/IP) (under fliken Allmant i Windows XP) och klicka pa Egenskaper.

5 Fonstretinternetprotokoll TCP/IP Egenskaper 6ppnas  permssrmramryrermyrsrmm—rnsmm 2] x|
(fliken Allméant i Windows XP). Valj alternativen Skaffa

General
IP-adress automatiskt och Skaffa DNS-serveradress |
: ‘t'ou can get |P zettings assigned automatically if your network, supports
aUtomatISKt' thiz capability. Otherwize, you need to azk your network. administrator for
. o . M " th iate [P settings.
6 Klicka pa OK for att stanga fonstret Internetprotokoll PR
(TCP/IP) Egenskaper. |5' Dbtain an [P address automaticalle )
7 Klicka pa Stang (OK i Windows 2000/NT) for att stanga € Use the falowing P addess:
fonstret LAN-anslutning Egenskaper. 17 s | S
8 Stang menyen Natverksanslutningar. : b I -
[efault gateway: | : E

[ ' Obtain DNS server address automatically ]

— Use the following DMS server addresses:

Ereferred DHE server: | . .
Alternate DHE servern: | : :

Advanced... |
I oK I I Cancel |

Procedur for att visa en produkts certifikat

1 Ga till www.zyxel.com.
2 Valj din produkt fran rullgardinslistrutan pa ZyXEL:s hemsida for att ga till denna produkts sida.
3 Valj det certifikat du vill titta pa fran denna sida.

Kundsupport

Ha féljande information tillhands nar du kontaktar kundsupporten.

* Produktmodell och serienummer.

+ Garantiinformation.

* Datum da du tog emot din enhet.

+ En kortfattad beskrivning av problemet och de atgarder du vidtagit for att I6sa det.

Se www.support.zyxel.se for ytterligare guider.
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ZyWALL 5 RS HEITBIREHRA AR, B&TEMFAFTMLE (VPN) .
AR MERIFFP (Intrusion detection and Protection,
FARER BT AOEER, MANERMEEDBIZE ZyWALL RIEREHIThEE .

WhREE., NETIE. LR, BhmsE.
IDP) FNZFEMINGE. EATLIE ZyWALL 5 ZH{EE
Y ZyWALL AREHF[ENXE, AHEA 36 L&MW

+, FEEZATEIM. ZyWALL HEANTIED, RELEImOAEA LAN B ARTIEARSS R A LUE R Y
DMZ, 38T MEEMREE. AFMIAZEBFIMEMERIER ZyWALL B, FEHITHVRERMTEFMEX

=B
At o

EZE (REFM) , RBATBIEMEAES.
BRI EEEEHRMNEZER.

DMZ

N
LAN .wﬁl .m CCG\J\

‘ o O
===

f

=

AFMOEHNOT.

1 B ER

2 iR MEREREREF

3 HERR

4 BEEEW I a1 E LR P i A
5 DMZ

1 BEHEE
BEEYTEE.
ZyWALL

------- = = VPN
AN o
,(idfl_‘j /l &S !
e~ Internet )™ ™= "\ om——
-/
6 NAT
7 BRIE
8 VPN MM &
9 HIFEHERR
LK W 1% 2% MR IE B 25
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EHITHIIAIRE -

BPITT OISR, ARG &

il

WAN LAN/DMZ 10/100
3 4

PWR ACT RESET
o |

SYS CARD
oo ©

ZyWALL 5

INTERNET SECURITY APPLIANCE

A

I3k

1 R LUK M E 2R %15 LAN/DMZ EER A ER. MREBEMEBIRSEEIZRF, 7£ LAN 5L DMZ FEH I
XEimEAREHR DMZ im0, WEBATLMER I KAMiEESZ, BARRSE (MK, BT, FIP %) &

3 LAN/DMZ %50
2 FERAEMPUKMIZEZLZ, 15 WAN im EZR T LU R BB A LK MIZED .

EXTENSION CARD SLOT

DIAL BACKUP CONSOLE
o @ g

3 N ZyWALL Turbo B FERAMEHBES NEEN S (IDP) ThEE, SIBALEMFERLLMBINGE. &
ALLERIEAN 36 TEME, 1%11 36 MEEAREN. IEESZEXTBFEHNER, 1551 ZyWALL Turbo
BN BERELEME, ESHAAFPFM. EIRSAA, ZyWALL {XAE{ER Sierra AC850/860 3G Joik

M+
4 fERFTMRY RIREE R, ARIFEE (MTRAENR) ELBIE.

112




%] 8 Hp 32

5 MERIAHEI. PR IETRKSTIE. SYS BRI SENITRGIRE AR, MXRIEATXASHESE.
ACT. CARD. LAN/DMZ #0 WAN 15 RAISHEMEXEZEEBANZREFIFHES

2 HiE BRI ERRF
EALMERAS R OEEREE WN 1 EOOEHRRBE.

1 BT EE. WAt 192.168.1.1 (ZyWALL 2 B Login (BX) (BELWMARINER 1234).
BOERIA IP Hbhk ) .
MESERTREFER, HSRAET1, REER
B IP Hbtit. ZyWALL 5

J File Edit ‘iew Favorites Tools  Help
J dmEack ~ = - (5 ot | Qi 5search (5 Favorites
Jngldress I http: /192, 168.1.1 rassword: -

Enter Password and click Login.

3 MINFTRYERD, AFEE Apply (HA), EXEXR 4 8% Apply (HA), BRER ZyWALL BIECAEF

=i, NEER .

Use this screen to change the password. Replace Factory Default Certificate

New Password: T The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

Retype to Confirm:

5 tkEFSFTFF HOME T
ZyWALL BN (F R EE. WwREE(FH NAT. DHCP #1 VPN Z MK HINEE, BHETINTE.

WMRENE ZyWALL {EABREAXGAEER, BHREET 3,

6 &=FH Network Status (MLZIRTS) FTtg&. R WAN 1 BYIRZESFHIE Down (EEIEZ(T), BRLERTRT IP #t
ht, BEHEET 2.
ISR WAN 1 K754 Down (((H) (BUEERER IP k), MIRT Wizard ([@8) ER, FERED 4891
BERiEE WAN 1 .
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{EF3 NETWORK WAN TAmE TWILUZE WAN 2 B e] LG e 18 M EEHL = i8] &Y 2 2% 14

ZyXEL

HOME

System Information

System Name
Model

Bootbase Version

REGISTRATION

NETWORK =
Firmware Version

SECURITY Up Time

ADVANCED =

System Time

ZyWALL §

Automatic Refresh Interval M

w1,08 | 01/28/2005
W4,02(40,00b2 | 10/23/2006

00:01:54

2006-11-29 00:51:04 GMT

Router
Enabled

System Resources

=

Security Services

Turbo Card

IDP/Anti-¥irus Definitions
IDP/Anti-Virus Expiration Date
Anti-Spam Expiration Date
Content Filter Expiration Date
Intrusion Detected

¥irus Detected

Spam Mail Detected

Web Site Blocked

1P /Netmask
172.23.37.10/
255.255.255.0

_IP Assignment Renew

DHCP clisnt

REPORTS =] Device Mode
Firewall

LOGS

MAINTENANCE
Flash

LOGOUT Memory
Sessions
cpU
nterfaces Status
WAN 1 100M/Full
Dial Backup Down
LM 100M/Full
WLAN  100M/Full
DMZ 10amM/Full

0.0.0.0f 0.0.0.0

192.168.1.1/
255.255.255.0

0.0.0.0/ 0.0.0.0

0.0,0,04 0.0.0,0

MiA

DHCP sarver

Static

Static

T ower (@

Mot Installed
w1002 (HAA)
License Inactive
License Inactive
License Inactive
M A

M

M A

M A

Top 5 Intrusion & Yirus Detections

Ll Rank Intrusion Detected ¥irus Detected
25/32 MB = = =
54/6000
/ Latest Alerts
2 Date/Time Message |
2006-11-29 00:50:39 ip spoofing - WAN UDP (Repeated: &)
2006-11-29 00:50:28 ip spoofing - WAN UDP (Repeated: &)
e 2006-11-29 00:50:22 ip spoofing - WAN UDP (Repeated: 2)
2006-11-29 00:50:14 ip spoofing - WAN UDP
Dial 2006-11-29 00:50:09 ip spoofing - WAN UDP (Repeated: 7)
HiA
System Status
Hi A Port Statistics DHCP Table | VPN | Bandwidth |
HE A

3 HHEER

Y ZyWALL 18 A SRR,

HIge BN hiE AR B A .
1 BHSATEHR A MAINTENANCE (43P ),

JKIgBdr Device Mode (iZ&FHEI).

2 JREX Bridge (#FF), 34 ZyWALL By
LAN. WAN. DMZ F0 WLAN 3EMRE (&%)

IP HihikF P FIFAR 5% | P Hdk.

3 Bif Apply (FZF). ZyWALL SEFHEF.
WMRFZMWAN FEIBR S =5, BREET 2.

IHHIT ISR, 1% ZyWALL & AFEER .

General

Password Time and Date‘ Device Mode \ F/W Upload

Backup &
Restore

Restart

Current Device Mode

Device Mode Router

Device Mode Setup

The ZyWALL restarts automatically after you change the device mode and click "Apply",

" Router
1P Address (See LAN, WAN, DMZ and WLAN)
& Bridge
1F Address 192 . 168 1
1F Subnet Mask 255 . 255 0
Gateway IP address 0 [ 0

]

Reset

4 BEXW 76018 B LK P miE Al

132 HOME (ET1) BETH Wizard (AF) ER

E) R, BHEBENEAES.

NG R BB 35 18]

o
2.

() , BIRT Internet Access Setup (FE4FMIENIE
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B ISP AR T IP thhik, 157 IP Address Assignment (IP HhHiEE ) THFIFRIEDIEE Static (BES
), REWMANERERNER.

mew& Encapsulation (#3x) EMFHIZEMMBEME, FEEANNEMBESBRAARE. HEX
LRI RIEAN ISP S MEEE RIRMAESR . IREXLEMAHIEN ISP W EEERFIRIEHNE

=|
T o

SERfE, HEE Apply (KA

* Ethernet (LI KM) 33

7£ NETWORK WAN T1TE #i& & Roadrunner AR
£ ({EMH WAN %ITF ). ISP Parameters for

“rou can select ethernet, PPPoE or PPTP according to in which the network you
are, If you don't know, please ask your network administrator, The most popular
type of network is ethernet,

Encapsulation IEthernet 'i

IF Address Assignment IStaﬁc 'i

My WAN 1P Address | 0 0 0 0
My WanN IP Subnet

Mask I 0 o 20w 0 @0
Gateway IP Address I o o o o
First DNS Server o . o . o . 0
Second DNS Server 0: & 0% 0 oW

* PPP over Ethernet BY PPTP 3t

WMRERBRFFIEZFDET, 1FIEP Nailed-Up (EIEERE) (MRERY ISP BT EMLEMEYZE, MIEU
WEERLE, EXMETMATESKRASRE)
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MRFAE—BERFERIKT, HE Idle Timeout ([HE®BA) HIEERBEBFIREE (BALAF).

WIZARD - Internet Access

ISP Parameters for Internet Access

PPP ower Ethernet |

WAN IP Address Assignment

2 B Next (T—#) E7 myZyXEL.com (ZyXEL 7
RS HL) TE, EAIELLFEIT ZyWALL FFRAY
EM, BCREEERNRTIE. BEhIREMME. BifREH
AR SRR R RiIAH. F8RE Skip (B
B BEE Close (KD, MERMEIEFEM..

WIZARD - Internet Access

ISP Parameters for Internet Access

INTERNET ACCESS

Product registration and service activation for free

BN s ENER SRR T RS 28, R EEERE ZWALL Turbo .
ERESER ZYWALL Turbo & Z BT, 1EFEFKHA ZyWALL.
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3 WNRIEH myZyXEL. com 1S, &I Existing
myZyXEL. com account C(ERAHY myZyXEL.com Mk
), BRIAKSIEE. & F myZyXEL. com Mk
S, Ni% New myZyXEL. com account C(ETHY
myZyXEL. com 1KS) , BIES IR0 AELH
kS HFHITREM. B Next (T—%) .

INTERNET ACCESS

Device Registration

] L

esti@ryeloom

Taiwean

4 ZEEMTR

INTERNET ACCESS

5 RAFMEMMNES R RTINEE. £ Return
GR[ED, [E% Device Registration (FEGAE
M TN, REERREE.

INTERNET ACCESS

6 MRAMTAEMS=RER, MWEE Close
G, BRRASHER.

INTERNET ACCESS

Status
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g%;ﬁ;—ﬁﬁﬁ iCard By PIN R (IRBURHEE) BRAWRERS, 1E{FH REGISTRATION Service
GEMBRSE) RE. WERAXFEHER, BSRERFMH.

9 DMZ

EEEMEKRX (DMZ) SILMERATUER AARSEE (MK, BEFHME. FTP Z), EMERFMIEMRIPFZT,
TEFE DoS (FELERRS ) I

IEAT L@ DHCP 4% TCP/IP IREBLE AIEEE DNZ i ARVER. =&, AT HERIZESRSS IP it (5
DMZ %Ry IP MR FR—FML% ) K DNS ARSZ#Etbit. {FF ZyWALL #9 DMZ 1P Hilib{EA EIAR %,

WR ZyWALL & TFEAER, FMITTIISE, KE DNZ,

B amaAn T RERE 0, TUESREET 1.

1 BHESHmEmR LAY NETWORK (4&) > DMZ.

2 ) DNZ 3EO#5E IP HbhbFNF M 4ER5,
SNRIETE DMZ LIEFIFAAE 1P bhiE, 1R1EA NAT, FF e P S0 | . -
WHE%%/Amiﬁl\ﬂ ( iﬁ%l‘ﬁ]ﬁ-ﬁ 6) ° 1P Subnet Mask T RIP Version [rP1 =]
Multicast [Hone =]
N IP b FTFN WAN i ORI AE  |P ik TR o e
RIEF M4k, MREREH DNZ EARAE IP dbht P,
88 NAT, ZyWALL 8 RITIZE] DMZ ERIR shtme s P
A IP ik, MASHITNAT, JHFREEER NAT L -
E‘]Fiﬁﬁ*%itﬁﬁgv ﬁlﬁlﬂﬁgﬁgiiﬁﬁ%%ﬁﬁjtﬁ I™ Allow betwesn DMZ and LAN
=l e
3 Bk Apply (A i
4 BIABERT, LAN/DMZ 50 1 2| 4 #2 LAN in
AO. ZEimAOBE A DMZ iH 0, 158 3 Port Roles s static DHCP 1 atias Port foles
GrOMAR) EH+, i£F DNZ Zihp8ikie, S
SAIREE Aoply (A . -

Apply Reset
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6 NAT

NAT (FZgHbtEdE458 - NAT, RFC 1631) KERMEANWL IP Hhltitia b HMMEARE 1P f#itt. BafLl{ER
NAT Address Mapping (NAT tititRst ) BLE U@, 83 ZyWALL 721589 LAN (3% DMZ) LEi§& AN |P HihbiEie
AEANFAE IP k.

ETERIBIFHR, SRIFM WAN 1 3508 DMZ LAY HTTP (P4 ) AREES, MARSEZAUFAE IP it
10.0.0. 20.

1 BHSAEHR LAY ADVANCED (F4) >
NAT, A/RiEs Port Forwarding (imM __NAT Overview  Address Mapping | Fort Forwarding | Port Triggering.
Egﬁ ) ° *ort Forwardi R 5
2 ik R 4RI RE AR 1 4% & AL B T 43 R B o =
*ﬂ, (WAN1)° Default Sarvar o .0 .0 .0 GnTnPagam
y . N | Name |
3 & Active (BH) Ei%iE E%M:#
4 FNRNEFR. - ¥ ¥ R
5 MIANRRESFRERMEAS. } r b b F I
o 0 B0 o - [ 0 o .0
6 Eﬁ)\ HTTP HE%%%E(] IP iﬂ'{iﬂ:o E‘ u o -p o [ o .0 o .0
7 8% Apply (HF). B r F v ¥ et
n‘ § | o -0 o @ 1] 1] o . 0
m‘ § | o -0 o - 1] 1] o 1]
NDEE é :Uﬂtr_?ay II 4 dtutc Eelute Eirewall rul
e |

7 BRI
ERLURIG B A, BB ZyWALL.

ZyWALL MR AIERTREIRER, ATLURIP LAN BERREEHEMMIEG. BHANERT, BRIEERIEE LAN £/~
4, ZUNARSEEAEHBEN LAN. ZyWALL < 523 M WAN S LAN 375 (3] DMZ, 1B E$55i M DMZ 2l LAN B91&46 .

WMRIEVIBREHBREXER ZyWALL, IFHET—TMPR. mREEAFEES, FREED 9.
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8 VPN g E

VPN (FELE ML) @iErlitiE®

SHEIEEH BT | Local Networ | R°’"°‘°i”e“"°”‘ =
P SR A S 4 IA VPN Sl 7R i = I MyZyWALL ‘PSReeCmRO;iterI ="} 1
IPSec F&EHZE. I [—_L_j_\_ VPN Tunne \1—-—— _@)_,‘i l
N, ﬁ —
W?ﬁ%ﬂm“’%* u}]ﬂ-‘“—” =5 ( 1_L:F I '?EATEWAY POLICY “ I
IPsec E%EEE%Z’:) L’.1§Fﬁ VPN e e e e iIilil‘lillllllllilllilliu ———‘———ﬂ
8. : 5
g NMETWORK POLICY §
TEZIZBRRESTE S BT EELA.
| “ Local Network | IrRemote Network 1
| - I Remote | |
| - —— I lPSGC:,RfOEg | - |
| - ‘= L::CJ; \_ YEN Tonrel \nqs = |
I Local Network | /‘ \ | Remote Network I
—'BAddress | _ Remote Ao ..l Address _ 1

My ZyWALL

Gateway Address

132 HOME (&T1) EEFH Wizard (85) EF G BT VPN Setup (VPN 3

DES

XE ) $E¥E, B3h VPN

ﬁm%u ## Back (F—%), BRSREENES.
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2 WA LAFE XA T g E M o .
Name (ZFR): AMEMNIMAIHIZTR.
Remote Gateway Address (IEZMithilt): AT

o N Mam Test
72 IPSec FEERZRAY IP thhb s ML AFR. B —
My ZywiaLL 0000

Remote Gateway Address BranchOrffice com

I |
3 BRI TUE PR E W& .
ik Active (BF) SIRERFHERIRE.
Name (ZFR): HFXMUMANSHALTR, o
JE Single (#—), FEAZE— IP Y IP i
i Range IP (IP HESERE ), FHAINGFE IP Ml e ¥ e [ibabgs e i shhnet
:}.*E._E"]Eya*uzgﬁ lP i‘mi.ltc En:\r:;gIP Addr;::i’ Subnet 255 : 255 : 255 : 0
Mask i i .
ﬁqﬂ Subnet (%WJ@% ) ’ #Eﬁ)\ P iﬂ"ﬂt*u%m*ﬁ Rernate Network £ Single ¢ Range IP * Subnet
3, LATFMBMIETEFLE Lr 1P it L
;r;dSEgIPAddress/Subnet 5 .0 .0 . o

g%ﬁ%ﬁﬁﬁ IPSec BEHRREAMIRE, FBETERMEEPHREMRERF.

Negotiation Mode (THEHE=): EH Main Mode ( FEER ) LR B M RRRIATIEE. %P
Aggressive Mode (EFEX) AIUAFRS KRBT IP Mk BIENEZRFERIHZ.

,gg BEREMEMXEZNZE SA(REMEXEK) LIERBRMTEER.

Encryption Algorithm (/NZEEX): %kH 3IDES = AES £FHKLSE (AERERIE) BImE.
Authentication Algorithm (I&IEEE): ik MDS SERKIMAIREM, SHA-1 MR HENEKS.

Key Group (354A¢H): i&% DH2 LERRBMR LM,

SA Life Time (SA EJPR): i&E ZyWALL EFHHE IKE SA BUSRER (HIKSAZ 180 #b). H4EAY SA BHFRATLA
EEaTEl, BMESER PR VPN BiEERE.
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Pre-Shared Key (FiHZZ4H): A 8 2 31 MRS A/NEH ASCII FHFek 16 2| 62 M7 ("0-97,
“AFT) FR. BT ANHAEAZANLE “0x", M “0x” ANEIEEZHEM 16 B 62 N FHEERA.
Encapsulation Mode (Zf%ZE4%3\,): Tunnel (iBi&) AJ5 NAT RIEIRZFH, T Transport (f&#f) MIZRAT,
IPSec Protocol (IPSec i@{E1/)): ESP AJ5 NAT EIRTREZF, ™ AH BIARH.

Perfect Forward Secrecy (PFS) (PFS-SE£%5A R4 ): i£H None () Wik I1PSec REKR MR, {8 DHI
N DH2 WARE.

4 BRI TTEPIRE IKE(EXMEARER) @E 5 BATLUAERTEHIRE IPSec.

WE - WIZARD - VPN
WIZARD - VPN

1PSec Setting (IKE Phase

IKE Tunnel Setting (IKE Phase 1)

pser |

6 T VPNIRE. BEFinish (BH) REFEE. 1 5ERETREYTH Close (£H), TR VPN @5
WIZARD - VPN BiRE. HET—HESE, BE VPN N FET
VPN E3%.

WIZARD - VPN
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%] 8 Hp 32

8.1 {£F VPN iE

5 VPN BIE R S MR FIFESCHE, RV E A A MLs. MTARS S FabeE. FRSHEITEMAE
DAEMRR—H, T2 GRIBT TR EERTH.

fian, “test” (iR ) VPN LN AT AL IEER
I EIEE AT LAN LRI TR 2. : ,
'{ HE%%& EI] P i‘[’]_'-‘,iﬂ: ( Tﬂ:t,e,ﬁl] EF‘ j] \I'PNRuIes (IKE) ¥PN Rules (Manual) _SA Monitor Global Setting
10.0.0.23) #ANISEEEHI URL. ZyWALL & :
FEEZAER VPN BER, B3I VPN

E.

BHESMER LA SECURITY (&) >
VPN, ?jﬁ)ﬁjﬁ?q: SA Monitor (SA %%m%ﬁ) Retreshl Disconnect I
‘I, i:rL?fE’J VPN u@’il]i‘% (ATkL

EXEHE “test” VPNIE

9 WREHERR

E).

i

RBRF %

LED £3A =,

EHREZBRIRLES ZyWALL k& L, BEETEYHBIR. HERANEREIER
EHE.

IR LED $ERATINART, WATREERBEMLE M. MRBXMIFR, FHKA LA
A=

JeiE M LAN i7715]
ZyWALL .

W ZyWALL FIR NS Rk BR 2 BRI LiERE. 1BSH BT 1, RISFAER.

M LAN % Lt ping ZyWALL. 1BFIARM EZETUIAME, BMFREFIER T1E.
TEEEA, iﬁ%?ﬂzﬁ\ (FTEEF) BFE. Wt ARRTOSRERE. £aS$ERFE
BHOH, N “ping” BN ZyWALL B9 LAN IP itk (BXIAG 192.168.1.1), AFIR
ENTER. ZyWALL & &M iZE AN .. MRNAXEENRN, SR =1 9. 1.

WMRSIET ZyWALL 892575, 1BfER RESET (Ei%) #&=H. #={FUtiRAA 108 (SuR(E
EZSYSLED $5RAT=AE ) BT, LT IIRHESIE ZyWALL TR A EINE (FfEA
1234, T LAN IP it 192.168.1.1 %, F21H (AEFM), FEFEMAEE).

WMRSIET ZyWALL AY LAN 3¢ WAN IP dthtit, RTLUBIIEIRIREIRA (Console Port) #&
25 SMT PRy IP Hblit. {EFISHI&4k4s (Console Port) 4% R ANiZETE% CONSOLE i, &
Y B B A RSB RLBITIER (FlaiBRLE ), HHITUTIRSE: VI100 Lis{FE
WA, KRG, 8 EIFEAL. 1 1ZIEh. TR REH, LUK OEE 9600 bps.

T B BER o

T ZyWALL 2B FHEERI AT LG R EEMELUARIED . BRERRMNCIRE (Fan
DSL F#IfRIAZE ) TITEE.

BHSMER LA WAN, HIAEEIRE.
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1] {8 o 32

i & fRRTT %

JoiEIEST VPN &I, 1R ZyWALL F05ZFE |1PSec BEHIE(FFAMARAY VPN IRE. BHSAMER LA VPN, #1TS

RigE.

ZRIFEFENWE, WEERNERRTER.

9.1 REHIKAY IP bk

AL ABAAZE Windows 2000, Windows NT 1 Windows XP 1, i%E B BNIZUL IP Hutik. IR TAER LARRIR IR

B EE B BEFA ZyWALL 18 %@ .

1 7£ Windows XP H1, BAEFFIE, AR GHEFITER.

7E Windows 2000/NT 1, {RXRIZFTFHE. WENIEHIER.
2 7£ Windows XP 1, EAdM4REIE.

7 Windows 2000/NT 1, Hf MK ERE.
3 EANMEELRERGAE, AREHEM.

4 % Internet Protocol (TCP/IP) (7 Win XP {IFHEHEINE L), ARERFEM.

5 lﬂ: ET}%*T% Internet Protocol TCP/IP E'I‘EE A ( E Win Internet Protocol {TCP/IP) Properties e |

XP RIFEIEIREL). EPEHFES P Hitiigz
3515 DNS BR&S=SthibikIn.

6 BB TE, XM Internet Protocol (TCP/IP) EBIEEO.

7 BEHEM (7 Windows 2000/NT 1 AME ), *HAAME
EEEEO.

8 XFARMEEED.

General |

‘t'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

|5' Obtain an IF address automaticall ]
— Use the fallowing IP address:

1P ade

Subret mask:
[efault gateway: | : E

[ ' Obtain DNS server address automatically ]

— Use the following DMS server addresses———————————————————
Ereferred DHE server: | . .

Advanced... |

Alternate DHE servern:

| oK I I Cancel |

EEFHH]’A-&EL:IIL:\Q’
1 3708 http://www. zyxel.cn/ P,

2 EEHRHE (ZyXEL) B EMTRIIFRERERREFN "R,
3ATHPEFESENINERER

Bk ZE %M AY TUE -
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http://www.zyxel.cn

S ¢

ZWALL S JUI K7 2 I R (VPN) ST - PLAGIE: POAESENE - Bt - - By
B3 (Intrusmn detectlon and Protection, IDP) #I 27 E Iﬂrjjﬁ‘_ o F' I fh’ ZyWALL 5 él Iﬁ&ﬂﬁ)% ﬁfﬁ[lﬁl

o i W%W%*@WMLwﬁWW~ fIEWMLF%WﬁﬁAﬁ IR 3G MG
ﬁgﬁﬁfﬂg lﬁ V\FAN ( o ZyWALL JI:IJ e, J»%L}{’ﬁﬁftﬁ“ E1ETLAN RS 2 B |25 30 [ A T
IEIFI fy DMZ > th{ Ihf/ 1 o = ppop J',FL'E[J}‘F 1 EHBF[']‘:‘I‘Fﬁ” HIIE[H ZyWALL Ejj; r»}gaﬁﬁﬂ ’Li’p@ﬁ&[
?Lwﬁlﬁ-ﬁg}%
ﬁ% 2R (ffH]= ) ,?V'rﬁﬂ’?‘éjfjrﬁ:pJF_,\EIE}%
i T R AR YR
DMZ\_ WAN .~ | |=-=e===w = = VPN
I
LAN ‘7 ||||\| ||||\||

(x Internet i :‘
I- \;‘_j)

= P A -

i 6 NAT

2 VAR 'thl%:é;g;c T 55 f%

3ﬁ§ﬁ* 8 VPN il E:
4 FRFHEE T VR LT |2 0 P 9 sy

5 DMZ

1R
(el | B

ZyWALL e, —
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ﬁ%ff.:fi SRR grglﬁﬂlg-[&i—'j?mp?é o
w I

SYS CARD
ZyWALL 5 BECARD 5

INTERNET SECURITY APPLIANCE

A

WAN LAN/DMZ 10/100

rw*m

PWR ACT RESET
e g |

1 0] e s LAN/DMZﬁﬁFiﬁ*flgﬁﬁ”} PN (e 1ﬁ9—é‘ﬁ '“ﬁ%ﬁﬁk  LAN iy DMZ 3 1] U 5
};ﬁtﬁ&%tt DMZ S gt > [ e ) fjh 2] e N afes st » ,H/‘“ ﬁba‘é A EBHF FTP <7) 3 I%%U
LAN/DMZIE;;%@

2 flR]pd- S AL K WAN LR SR 2 e 1) o DVARBRAEE oo AR

DIAL BACKUP CONSOLE EXTENSION CARD SLOT POWER

<CDp @D |

3 jﬁ‘ ZyWALL Turboﬁﬂ{lg{“ [ 3= IDP e w A D P AR T e ST ﬂﬁ" 3G
TG - A 3G AR B VAR méﬁ'zf %%A TP ~%JAMMUJmmo¢@?'°%€
igg@w:g,qﬁ{ ﬁﬁxfﬂ,ﬁ E S ijp:y;cﬂﬂ yWALL |Eu ™| Sierra AC850/860 3G AL -

4@w%wm%mw%%vm%m%ﬁ<@ﬂwwwﬁ>%f¥@
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L
5 B Uik « PWR 750 5 il o SYS Ji53 45 7 7 T S A TISRE R > JRSSTIREL @ R R -
ACT - CARD - LAN/DMZ 7/ WAN 47 %51 7 i1} lg;;% rpeﬁﬂm AT -
2 VAR PR LA
[ P e ﬁf[{pﬁ@*%LWAN1 1T PSR & 2V
1ET‘5£ IR - i (031-192.168.1.1 (ZyWALL

2 - Logm({d Ty (=lE ﬁ; g?ﬁ”?ﬁ?
hg; IP rH]_I—) 1234) -
PRI B A SRR BEAT 9.1 R
i 1P l++J1P FO A E R i

J File Edit ‘iew Favorites Tools Help

J dmiack ~ = - it | ‘Qhsearch [ Favorites

Enter Password and click Login.
|address | httpiji192.168.1.1

ZyWALL 5

Password: I

3 FEVETE > W Apply (25]) 0 BRIE

4 - " Apply ( =" ) JVIYRE ZyWALL iy EF%?EI(
L’-}ﬁ;ﬁﬁ o r;f‘)iﬁ{g}%&

Use this screen to change the password. Replace Factory Default Certificate
New Password: The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

Retype to Confirm:

5 {1HI7T HOME i 1 «

ZyWALL 5%%%“{ IR RS o P ARl ] NAT ~ DHCP #1 VPN 1 J§ifRs Hﬁiﬁi ’ ﬁ%gﬁ@* fEH TR -
YN ZYWALL BOSEEY ER ) » s a3 -

6 4t Network Status (AfHUINE ) %Tﬁ P WAN 1 IUIRAE 72 2F Down (R ) O BEESL T IP b ks
i;pf—;\l WAN 1 j{RfE5 Down (FTJ ) (ﬁ‘/i‘“] IP &4y > #— ™ Wizard ( }&) q‘gﬁﬁ ) iﬁﬁ']ﬁ'@'m AU
[%\t_ WAN 1 -
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EH

UL WAN 2> 0" NETWORK WAN S « (30 1 AN SRR ) sy R 1

Automatic Refresh Interval m 5:' HELP @
Security Services |

Turbo Card Mot Installed

‘System Information

System Name

REGISTRATION

NETWORK =

SECURITY =

Model

Bootbase Version

Firmware Yersion

ZyWALL §

w1,08 | 01/28/2005
W4,02(40,00b2 | 10/23/2006

IDP/ Anti-¥irus Definitions v1,002 (HAA)
IDP/Anti-Vitus Expiration Date  License Inactive

Anti-Spam Expiration Date

License Inactive

Up Time 00:01:54 Content Filter Expiration Date License Inactive
ADVANCED @ System Time 2006-11-25 00151104 GMT Intrusion Detected MR
iR . vitus Detected M
; evice Mode auter
RELRE a : Spam Mail Detected M A
Firewall Enabled
LOGS Web Site Blocked M A
MAINTENANCE System Resources Top 5 Intrusion & ¥irus Detections
El==h I e Rank Intrusion Detected virus Detected
ey o ] wmw : -
cpu [ 290 Date/Time Message .
2006-11-29 00:50:39  ip spoofing - WAN UDP (Repested: &)
Interfaces Gtatus IP/Netmask IPAssignment Renew 2006-11-29 00:50:28 ip spocfing - WAN UDP (Repeated: 6)
WaN 1 100M/Full 172.23.37.10/ DHCP client [ 2006-11-29 00:50:22  ip spoofing - WAN UDP (Repeated: 2)
255.255.255.0 2006-11-29 00:50:14 ip spoofing - WAN UDP
Dial Backup  Down 0.0.0.0/ 0.0.0.0 LY Dial 2006-11-29 00:50:09 ip spoofing - WAN UDP (Repeated: 7)
Lan 100M/Full 182,168,117 DHCP sarver  HiA
255.255.255.0 System Status
WLAN  100M/Full 0.0.0.0/ 0.0.0.0  Static N Port Statistics | DHCP Table | wen | Bandwidth |
DMz 100M/Full 0,0,0,0/ 0,0,0,0 Static M A

3 AR AR

F{IIL}H“ ZyWALL I%Fﬁ%?ﬁiﬁgajz  E PR R bﬁl %_Hm IR ZyWALL o, )fﬁ%ﬁ‘ﬁ;

1~ Ry Fio MAINTENANCE (A
» YRy~ ™ Device Mode (};f&fgl'ﬁ
?C ) °

General

Password

I
Time and Date‘ Device Made | F/W Uplaad

Backup &
Restore

Restart

2 ?V Brldge ( % ) , \_—‘n_, (,\ ZyWALL Elfj Current Device Mode
LAN - WAN - DMZ #1 WLAN /i 1852 ( fﬂ
FL“ )|P g h@';‘}ﬁ%ﬁpd‘;ﬁ[rls \Al f,, Ho

Device Mode Router

Device Mode Setup

The ZyWALL restarts automatically after you change the device mode and dlick "Apply".

~ Router
3 - Apply ( h=32] ) o ZyWALL rﬁ F ;{9—',—?5[“ IRP Atddr'ess {See LAN, WaN, DMZ and WLAN)
oo = Bridge
FIJ 1P ﬂzdr&ss 132 168 1 1
s S '_ - 1P Subnet Mask 255 255 255 a
i/l:l%l\l ﬁ%l (;’__‘WA Q‘ F ﬁFfﬁ‘E %E} E‘—C" ﬁ'l E’g"]‘ 50 Gateway IF Address 0.0 .0 .0

4 ﬂ\[ﬁ[g;% ,n V]:%‘u b@ I[!
18- HOME(?E )E'rf'lf[lﬂJlear *Eéi) q.%ﬁh (.) '3~ " Internet Access Setup (i ﬁ,n}%‘fvz%?
_L)IE"\ > ’J/‘Iﬁ[; ﬁ,tl}%qv*i§2°
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EH

’ﬁé?ﬁ’ﬁ k fﬁfﬁlfiﬁtﬁffﬁ°‘“ﬁﬁ'§ﬁ TYEYEH o
PN |3P JJ?EA'ﬂI IP A g %1} IP Address Assignment (IP “‘*ﬁ,%i ) ST Y Static (
i) .aﬁ? FRLEH AU -

g;ﬁ‘pﬁéf& Encapsulation ( $5E ) A plEEIvAszEif iy IJ]’E;M-FJ F[Jﬁ?ﬁr{‘ﬂj[ﬁ [ - %
B 15 ISP SRS R R T -

FRY % o ﬁ%ﬁf ™ Apply (27]) -

—Euu

» Ethernet ( "4-\ig ) $i5¢

it NETWORK WAN 2! [if[ 123
Roadrunner i35 ( fji "] W. E\Nfrﬁ 5 ) o

You can select ethernet, PPPoE or PPTP according to in which the network you
are. If you don't know, please ask your network administrator. The most popular
type of network is ethernet.

Encapsulation IElhemei hd

h } 1 d
IF Address Assignment IS‘tatic 'l

My WAN IP Address | 0 0 0 o
My WwaN IP Subnet

Mask I 0 o 50w 0 & 0
Gateway IP Address I o 0 1} 1}
First DNS Server o . o0 . o .0
Second DNS Server 0= &% 0% 0 &0

Back |

* PPP over Ethernet i PPTP $j&&

T 530 8 U 110 IV Nailed-Up (Gt ) (IR KXF ISP LG FTAREE (1 IR EASAY > g2
ww¢4w’p$@h$" ﬁtfﬁ)
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E il

1)l ISR (5 ) -

O AR R S i 1dle Timeout ( [HIfE S ]
WIZARD - Internet Access

WIZARD - Internet Access

ISP Parameters for Internet Access

PPP ower Ethernet *

WAN IP Address Assignment

ISP Parameters for Internet Access

PPTP Configuration

WAN IP Address Assignment

2 f§~ "~ Next (- #) Hi5. myZyXEL.com
s

?’EL [ 1 P

- ¥ 3 Skip

E'[J’E““pluﬁ,mg_aé@

(ZyXEL s g5 1) EIEI ’ L'p

;rn

ZyWALL % #,p NESE

A1 IDP = J fefi ,jgu»

B
(“’9"‘1@) F|#¥ Close (E‘Tﬁﬁf

:.-.A

INTERNET ACCESS

Product registration and service activation for free

,@ FI | IDP fp[rg,% IR ﬁhﬁgﬂ‘_fﬁ =154 ZyWALL Turbo + -
T BERFLE ZyWALL Turbo - V| » G-l ZyWALL -
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E il

3 YN [ myZyXEL.com (=5 #ff?v Existing
myZyXEL.com account (it Jgu
myZyXEL.com [[Z5) > F| ﬁiajr HA AR RN
myZyXEL.com [[=5F > H[3EV New
myZyXEL.com account ( ¥y myZyXEL com
) - FJ O SR R S
BAERT < B Next () -

4 STHREPES -

5 P PG B NI e - T Return
(3E[j1) > ['%] Device Registration (% PFIE
B FF A e -

INTERNET ACCESS

Device Registration

] L

est@zyxelcom

Taiwean

INTERNET ACCESS

INTERNET ACCESS

6 Y[ Tk F‘/‘—tP'ﬁ’@*gﬁ“J Al -
Close (Fﬁélfif) EiEH| e

£ E

INTERNET ACCESS

Status
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EH

FRIFIM iCard 9 PIN G (FEMERSHIE) [ 5 - i7" REGISTRATION Service
(GEPVIR) E - IDFATRIRERL o e Mo = P -

5 DMZ

?Eﬁﬂ%“{f}‘@cﬁa (DMZ) @ gHEIE 2 bl PR (AR ~ F 20 - FTP 37 » (i [ f/%lﬁ“lﬁk%”/* ,
1797 Dos (Tﬁ{é’lﬁ HJ) g

(&7 1) 753 DHCP F TOP/P 45 Tags s £ DMZ S el o i > o i | ISR IP - (
=2 DMZ i 1P Gk ik A ] 9‘%“%%‘,§ (il as A e f gﬂj ZyWALL [ DM ||£ LT -

i E) NS
YN ZyWALL skt pl g =t ﬁ%‘gl HIHRR I%{L_ DMZ -

gft’fﬁﬁ%ﬁ?ﬁm\ﬁﬁ;lﬁ%ﬁgol\ﬂz T a7 -

1§~ " EEEEAY i NETWORK (it ) > DMZ -

2 13 DMZ fi Py IP o S Ao S i

DMZ Static DHCP IP Alias Paort Rol
ﬂ[lf,J [25% DMZ I—I'EIE'J%L AP b g %I'EIEIJ NAT >
T 2 P (e Bay 6 P Ll
FH l ql;/EL[ N (ﬁ &J% gﬁi Mumc:st ‘ Nunel =) e

SR IP Gk g Fl% I WAN I 2

'E P l‘f‘ {]_I—

n“ 15"‘7 IJQ'Q{ﬁU
IP 31

DMZ _Ff i IP 4> i

LA SSERIEY DMZ Fpu N
HNAT > ZyWALL @51 28 10522

G T NAT PoisR PHEST S g
%éﬂ,pé;zﬁfmajo oo

JT\?A?%&I—I NA‘T‘ ?iﬁi/\j ﬁ
j‘gﬁrﬂu &R :E"T:Er[ Iﬁjqﬁ

DHCP Setup
DHCP
IP Pool Starting Address
DHCF Server Address

I™ allow between DMZ an
I™ allow between DMZ an
I” allow between DMZ an

™ Allow between DMZ and WLAN
H’* B Apply ( ;’5‘\5‘[ ) °© Hote: You te a Firewall rul
(IR LAN/DMZ i 365 1 %] 4 4L 1 LAN ;g:};f
S| Ig_%gtﬁgf%t DMz lg_}% i i omiz staticonce e alias rart
Port Roles ( lg_}%fﬁ'y EL e ))fﬂl:%l ‘J‘V D“ﬂ ;Ljél_ T “Port Roles Setup
Ijﬁé\; 71{‘&?% N App|y( .:xe | .
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EH

6 NAT

NAT ( Ffff#5 o HHEEE - NAT-RFC 1631) (O ALE5 [Afes 1P A s qlieg o bl - s o [l 1P o b 85 i 2]
NAT Address Mapping (NAT i ) 2 ’I%{L;ZyWALL T EVLAN (Y DMZ) 151 % {faf 22 i 1P o6 4 4eicg
ZEE. * P R oo
IR R WANT 0 DMZ Y HTTP (AR ) (Y8 [y A% 1P ftitis
10.0.0.20 -
14— g’-ﬁf&'l%’?#’*ﬁ@ ADVANCED (#
fii) > NAT > k220 Port __NAT Overview _ Address Mapping | Port Forwarding | Port Triggering
Forwarding (i} ifEE )
2B R L R O o =

iﬁ;;}l’ﬁ;%ﬁ;ﬁ ( AN1 ) o Default Server o .0 .0 .0 Go To Pagam
= ; SR T o [ [activel_Nome | Incoming Pori(s) | rortTranslation | Server 1P address ]
3 #IV Active ( F¥F] ) IV HIRL — R

n v |web ]su—.am o .]n— 10 0 1] 20

e b A E b;ﬂ ° ‘ | o - o o 1] 0 i) 0

4 ﬁ tf EU tl E‘ L] 0 - ] o 0 [} 0% 3 Sp
5 ﬁ'}?j qﬁﬁ'fglﬁ”fﬁ[ E'Jlf’lflig_l}%tﬁﬁ% ° ‘ o o o o o T v 0
= .y . E‘ ul o - o o [ [} 0% § so

6 i ' HTTP [l asf IP o6 it Br . 2 W (D1 D RE
N =3=! ° ‘ j | n -b fn &b [] 0 0. G o0
7H Apply(j J) E‘l‘ 0 - o o 1 0 0y & °g
n‘ | o - o oo 1] 0 0% i Sg

m‘ | o - o oo 1 0 1 0

Mote 1: You may also need to create a Firewall rule.
Mote Z: Port Translation is optional,

Reset

7o
RIS T LR B AR ZyWALL -

ZyWALL (v ‘}\‘,jﬁffﬂvﬁi%%_’ﬁ’v ) Fl‘ FTHFE LAN g7 o2 Elﬁtfﬁ‘ﬁ?ﬂrﬁfﬁ FIzs gk o fZ"*E:I?ﬁE%’ Bﬁ??ﬁ%ﬁli& LAN
fp A= F\[ EJ]JT F“[' g EI'FI Ex 155‘ LAN - ZyWALL FP’["":E;_':'@—WAN ﬁ‘} LAN %2V DMZ » fﬁlﬁﬁ%ﬁ"ﬁé MZ Z[| LAN iy

PPN ST T EE AL R ZyWALL > ﬁa‘%ﬁ@* — EYRVHER o YN TR E'Jfﬁ%’ﬁb\ ’ ﬁ??’}’?%”léﬁ9 °
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EH

8 VPN ¢
VPN ( EREE A ) IE;IF_H 'J.mL
&3 O éﬁ’F,p& R

Local Network

Remote Network
=
\——

I:Y\\A

Remote I
IPSecRouter |
eI

I
|
"-"-"-"-’-!
|
I
L

1

mote Network

Remote Network
IP Address

RE R HT%F VPN ARy - I My ZyWaLL
IPSec [ I [?_L_J_\_ VPN Tunnel
ElﬁrF:LEIUF PBB%LII ( fPEH> | ?EATEWAY POLI
IPSGC??IE l [/ |%< ) IH{ FI VPN"EL‘& s e e e e iI.‘illllllllllllllllilllu
g NMETWORK POLICY
* ﬁ%‘r'f‘%:‘ﬁf KE@H Pl B
I " Local Network | IrRe
I - I Remote |
| - == | IPSec Router |
xj,;—\ ~ VPN Tunnel A
| B \nqs
I Local Network | /‘ ‘\
—lil-\ ﬁrﬁs_ — Remote I
b e Gateway Address

14~ ™ HOME ( }if!)
T VPN -

HFIElpY Wizard (fgE) [ (K

F|§¥—~ ™ VPN Setup (VPN F%%) IS B

g il EdE ™ Back (-

B) T i R
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EH

2 LT R
Name ( ¢ f/ £ R E FAIE'Hﬁ‘?j %ﬁ;

Remote Gateway Address ( smfifhi J;rj iR
‘Flﬁ IPSec "E s AY IP rj*ﬁﬁ; ﬁfﬁﬂ« YA o

—Enﬁ

My ZywaALL po00
Remote Gateway Address [Branchotfice.com

3 [P g ﬁlﬂl%ﬁﬁf}” U
2 Active ( F ) fr‘Zt‘V”HfFleﬁxﬁ ?V}{J‘J“ °
Nam D EEA RER
) a e ( [l "-Iﬁ FILEHF ;ﬁ%& ¥ active
7Y Single (Eﬂ— ) o o - 1P rjﬁ}ﬂJIP i Name frea
8Ty V Range IP (IP i+ b {LLQ'*[EU ’ j’,gﬁjﬂ ﬁq-c IP i - Local Netwark © Single ¢ Range 1P Subnet
%‘v‘[ﬁ»lﬂ JEli[ ﬁl{?% IP y‘f‘ 'f]_[— Starting IP Address 192 . 188 . 1 . 0
|:| ;r;dswlzg IP Address / Subnet 255 . 255 . 255 . O
o o s P R R S
p_,"V[SUbf‘et ( F'_L lﬁ ) AE‘BAIL I|D/+_il ﬂ: —I[ CHL Remote Netwark " single £ Range IP * Subnet
Fro ] ’ 5 ﬁ FI‘J IP it fh-o Starting IP Address W .0 .0 .0
;r;dswlzg IP Address / Subnet 5 .0 .0 . o

g %Peﬁmm W IPSec E’é‘,ﬂl%&'fﬁ[E'J]ﬁlij%{L_‘  FUETE N PR I pes = [i%iﬁl F'

Negotiation Mode ( % ﬁ#%':“‘ ): 7V Main Mode ( = gtz ) i I'J# jxm%ﬁ){hﬁk ﬁJF“ TV Aggressive
Mode ( = Fifgi=t ) 'l )7 Faik 171 FIEARE 1P 60 S5 Sgasp ™ | T s

LS sty = P £ SA (2 TERRERR ) PRI AL -

Encryption Algorithm ( “J[i#3HiEIEE ) & 3DESE‘/ AES ﬁ“[ﬁl“ = (E RN ) pupE e
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