INTERNATIONALISO/IECSTANDARD8473-1Second edition1994-mm-dd

ISOReference numberISO/IEC 8473-1 : 1994 (E)Information technology � Protocol for providingthe connectionless—mode network serviceTechnique de l�information � Protocole fournissant le service der�seauen mode sans connexion

ISO/IEC 8473—1 : 1994 (E)iiITU-T Rec. X.233 (1994 E)ContentsForeword.............................................................................................................................................................................. ivIntroduction........................................................................................................................................................................... v1Scope................................................................................................................................................................................ 12Normative references....................................................................................................................................................... 22.1Identical Recommendations | International Standards.......................................................................................... 22.2Paired Recommendations | International Standards identical in technical content............................................... 22.3Additional references............................................................................................................................................ 23Definitions....................................................................................................................................................................... 23.1Reference model definitions.................................................................................................................................. 23.2Service conventions definitions............................................................................................................................ 33.3Network layer architecture definitions.................................................................................................................. 33.4Network layer addressing definitions.................................................................................................................... 33.5Local area network definitions.............................................................................................................................. 33.6PICS definitions.................................................................................................................................................... 33.7Additional definitions............................................................................................................................................ 44Abbreviations.................................................................................................................................................................. 44.1Data units.............................................................................................................................................................. 44.2Protocol data units................................................................................................................................................. 44.3Protocol data unit fields........................................................................................................................................ 44.4Parameters............................................................................................................................................................. 54.5Miscellaneous........................................................................................................................................................ 55Overview of the protocol................................................................................................................................................. 55.1Internal organization of the Network layer........................................................................................................... 55.2Subsets of the protocol.......................................................................................................................................... 55.3Addresses and titles............................................................................................................................................... 65.4Service provided by the protocol.......................................................................................................................... 65.5Underlying service assumed by the protocol........................................................................................................ 66Protocol functions............................................................................................................................................................ 76.1PDU composition function.................................................................................................................................... 76.2PDU decomposition function................................................................................................................................ 86.3Header format analysis function........................................................................................................................... 86.4PDU lifetime control function............................................................................................................................... 86.5Route PDU function.............................................................................................................................................. 86.6Forward PDU function.......................................................................................................................................... 96.7Segmentation function.......................................................................................................................................... 96.8Reassembly function........................................................................................................................................... 106.9Discard PDU function......................................................................................................................................... 106.10Error reporting function...................................................................................................................................... 116.11PDU header error detection function.................................................................................................................. 126.12Padding function................................................................................................................................................. 136.13Security function................................................................................................................................................. 136.14Source routeing function..................................................................................................................................... 136.15Record route function.......................................................................................................................................... 146.16Quality of service maintenance function............................................................................................................. 146.17Priority function.................................................................................................................................................. 146.18Congestion notification function......................................................................................................................... 146.19Echo request function.......................................................................................................................................... 156.20Echo reply function............................................................................................................................................. 156.21Classification of functions.................................................................................................................................. 16

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)iii7Structure and encoding of PDUs................................................................................................................................... 177.1Structure.............................................................................................................................................................. 177.2Fixed part............................................................................................................................................................ 187.3Address part........................................................................................................................................................ 207.4Segmentation part................................................................................................................................................ 217.5Options part......................................................................................................................................................... 217.6Data part.............................................................................................................................................................. 267.7Data PDU............................................................................................................................................................ 267.8Inactive Network layer protocol.......................................................................................................................... 277.9Error Report PDU................................................................................................................................................ 277.10Echo Request PDU.............................................................................................................................................. 297.11Echo Reply PDU................................................................................................................................................. 298Provision of the underlying service............................................................................................................................... 298.1Subnetwork points of attachment........................................................................................................................ 308.2Subnetwork quality of service............................................................................................................................. 308.3Subnetwork user data.......................................................................................................................................... 318.4Subnetwork dependent convergence functions................................................................................................... 329Conformance.................................................................................................................................................................. 329.1Static conformance.............................................................................................................................................. 329.2Dynamic conformance........................................................................................................................................ 339.3PICS proforma.................................................................................................................................................... 33Annex A � PICS proforma................................................................................................................................................ 35Annex B � Supporting technical material......................................................................................................................... 55Annex C � Algorithms for PDU header error detection function..................................................................................... 59ª ISO/IEC 1994All rights reserved. No part of this publication may be reproduced or utilized in any form or by any means,electronic or mechanical, including photocopying and microfilm, without permission in writing from thepublisher.ISO/IEC Copyright Office ¥ Case postale 56 ¥ CH-1211 Gen�ve ¥ SwitzerlandPrinted in USA

ISO/IEC 8473—1 : 1994 (E)ivITU-T Rec. X.233 (1994 E)ForewordISO (the International Organization for Standardization) and IEC (the InternationalElectrotechnical Commission) form the specialized system for worldwidestandardization. National bodies that are members of ISO or IEC participate in thedevelopment of International Standards through technical committees established bythe respective organization to deal with particular fields of technical activity. ISO andIEC technical committees collaborate in fields of mutual interest. Other internationalorganizations, governmental and non-governmental, in liaison with ISO and IEC, alsotake part in the work.In the field of information technology, ISO and IEC have established a joint technicalcommittee, ISO/IEC JTC1. Draft International Standards adopted by the joint technicalcommittee are circulated to national bodies for voting. Publication as an InternationalStandard requires approval by at least 75% of the national bodies casting a vote.International Standard ISO/IEC 8473-1 was prepared by the Joint Technical CommitteeISO/IEC JTC1, Information technology. The identical text is published as ITU-TRecommendation X.233.The second edition of ISO/IEC 8473-1 incorporates amendments 1, 2, 3, 4, and 6, andtechnical corrigendum 1, to the first edition of ISO/IEC 8473 (1988).ISO/IEC 8473 consists of the following parts, under the general title Informationtechnology � Protocol for providing the connectionless—mode network service:� Part 1:Protocol specification� Parts 2—n:Provision of the underlying service by specific types of subnetwork

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)vIntroductionThis is one of a set of Recommendations and International Standards produced to facilitate the interconnection of opensystems. The set covers the services and protocols required to achieve such interconnection.This Recommendation | International Standard is positioned with respect to other related Recommendations andInternational Standards by the layers defined in ITU-T Rec. X.200 | ISO/IEC 7498-1. In particular, it is a protocol of theNetwork layer. The protocol specified by this Recommendation | International Standard may be used between Networkentities in end systems, between Network entities in intermediate systems, or between a Network entity in an end systemand a Network entity in an intermediate system. In an end system, it provides the connectionless-mode Network servicedefined in CCITT Rec. X.213 | ISO/IEC 8348.The interrelationship of the protocol specification and the related service definitions is illustrated in Figure 1.OSI Network servicereference to aimsreference to assumptionsprotocolspecificationunderlying serviceFigure 1 � Interrelationship of protocol and servicesIn order to evaluate the conformance of a particular implementation of this protocol, it is necessary to have a statement ofwhich of the protocol�s capabilities and options have been implemented. Such a statement is called a ProtocolImplementation Conformance Statement (PICS), as defined in CCITT Rec. X.290 | ISO/IEC 9646-1. A PICS proforma,from which a PICS may be prepared for a specific implementation, is included in this Recommendation | InternationalStandard as normative Annex A.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)1INTERNATIONAL STANDARDITU-T RECOMMENDATIONINFORMATION TECHNOLOGY � PROTOCOL FOR PROVIDING THECONNECTIONLESS—MODE NETWORK SERVICE: PROTOCOL SPECIFICATION1ScopeThis Recommendation | International Standard specifies a protocol that is used to provide the connectionless-modeNetwork service described in CCITT Rec. X.213 | ISO/IEC 8348 and to perform certain Network layer managementfunctions. The protocol relies upon the provision of an underlying connectionless-mode service by real subnetworksand/or data links. The underlying connectionless-mode service assumed by the protocol may be obtained either directly,from a connectionless-mode real subnetwork, or indirectly, through the operation of an appropriate SubnetworkDependent Convergence Function (SNDCF) or Protocol (SNDCP) over a connection-mode real subnetwork, asdescribed in ISO/IEC 8648. This Recommendation | part of this International Standard specifies the operation of theprotocol with respect to a uniform, abstract �underlying subnetwork service�. Other Recommendations | parts of thisInternational Standard specify the way in which this �underlying subnetwork service� is obtained from real subnetworks,such as those which conform to ISO/IEC 8802 or ISO/IEC 8208. The �underlying subnetwork service� may be obtainedfrom real subnetworks other than those that are specifically covered by the other Recommendations | parts of thisInternational Standard.This Recommendation | International Standard specifiesa)procedures for the connectionless transmission of data and control information from one Network entity toa peer Network entity;b)the encoding of the protocol data units (PDUs) used for the transmission of data and control information,comprising a variable-length protocol header format;c)procedures for the correct interpretation of protocol control information; andd)the functional requirements for implementations claiming conformance to this Recommendation |International Standard.The procedures are defined in terms ofa)the interactions among peer Network entities through the exchange of protocol data units;b)the interactions between a Network entity and a Network service user through the exchange of Networkservice primitives; andc)the interactions between a Network entity and an abstract underlying service provider through theexchange of service primitives.This Recommendation | International Standard also provides the PICS proforma for this protocol, in compliance with therelevant requirements, and in accordance with the relevant guidance, given in CCITT Rec. X.290 | ISO/IEC 9646-1.

ISO/IEC 8473—1 : 1994 (E)2ITU-T Rec. X.233 (1994 E)2Normative referencesThe following Recommendations and International Standards contain provisions which, through reference in this text,constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicatedwere valid. All Recommendations and Standards are subject to revision, and parties to agreements based on thisRecommendation | International Standard are encouraged to investigate the possibility of applying the most recenteditions of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currentlyvalid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of thecurrently valid ITU-T Recommendations.2.1Identical Recommendations | International Standards�ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1 : 1994, Information technology � Open SystemsInterconnection � Reference Model: Basic Reference Model.�ITU-T Recommendation X.210 (1993) | ISO/IEC 10731 : 1993, Information technology � Open SystemsInterconnection � Conventions for the definition of OSI services.�CCITT Recommendation X.213 (1992) | ISO/IEC 8348 : 1992, Information technology � Networkservice definition for Open Systems Interconnection.2.2Paired Recommendations | International Standards identical in technical content�ITU-T Recommendation X.224 (1993), Protocol for providing the OSI connection-mode Transportservice.ISO/IEC 8073 : 1992, Information technologgy � Open Systems Interconnection � Protocol forproviding the connection-mode Transport service.�CCITT Recommendation X.290 (1992), OSI conformance testing methodology and framework forprotocol Recommendations for CCITT applications � General concepts.ISO/IEC 9646-1 : 1991, Information technology � Open Systems Interconnection � Conformance testingmethodology and framework � Part 1: General concepts.2.3Additional references�ITU-T Recommendation X.25 (1993), Interface between data terminal equipment (DTE) and data circuit-terminating equipment (DCE) for terminals operating in the packet mode and connected to public datanetworks by dedicated circuit.�ISO/IEC 8208 : 1990, Information technology � Data communications � X.25 Packet Layer Protocolfor Data Terminal Equipment.�ISO/IEC 8648 : 1988, Information processing systems � Open Systems Interconnection � Internalorganization of the network layer.�ISO/IEC 8802 : 1990, Information processing systems � Data communications � Local area networks.3DefinitionsFor the purposes of this Recommendation | International Standard, the following definitions apply.3.1Reference model definitionsThis Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.200 | ISO/IEC7498-1:a)end system

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)3b)Network entityc)Network layerd)Network protocole)Network protocol data unitf)Network relayg)Network serviceh)Network service access pointi)Network service access point addressj)routeingk)servicel)service data unitm)service primitive3.2Service conventions definitionsThis Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.210 | ISO/IEC10731:a)service providerb)service user3.3Network layer architecture definitionsThis Recommendation | International Standard makes use of the following terms defined in ISO/IEC 8648:a)intermediate systemb)relay systemc)subnetworkd)subnetwork dependent convergence protocole)subnetwork dependent convergence functionf)subnetwork independent convergence protocolg)subnetwork independent convergence functionh)subnetwork access protocol3.4Network layer addressing definitionsThis Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.213 | ISO/IEC8348:a)Network addressing domainb)Network protocol address informationc)subnetwork point of attachment3.5Local area network definitionsThis Recommendation | International Standard makes use of the following term defined in ISO/IEC 8802:a)local area network3.6PICS definitionsThis Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.290 | ISO/IEC9646-1:

ISO/IEC 8473—1 : 1994 (E)4ITU-T Rec. X.233 (1994 E)a)PICS proformab)protocol implementation conformance statement3.7Additional definitions3.6.1derived PDU: A protocol data unit the fields of which are identical to those of an initial PDU, except that itcarries only a segment of the user data from an N-UNITDATA request.3.6.2initial PDU: A protocol data unit carrying the whole of the user data from an N-UNITDATA request.3.6.3local matter: A decision made by a system concerning its behaviour in the Network layer that is notprescribed or constrained by this Recommendation | International Standard.3.6.4Network entity title: An identifier for a Network entity which has the same abstract syntax as an NSAPaddress, and which can be used to unambiguously identify a Network entity in an end or intermediate system.3.6.5reassembly: The act of regenerating an initial PDU from two or more derived PDUs.3.6.6segment: A distinct unit of data consisting of part of the user data provided in the N-UNITDATA request anddelivered in the N-UNITDATA indication.3.6.7segmentation: The act of generating two or more derived PDUs from an initial or derived PDU. The derivedPDUs together carry the entire user data of the initial or derived PDU from which they were generated.4Abbreviations4.1Data unitsNSDUNetwork service data unitPDUprotocol data unitSDUservice data unitSNSDUsubnetwork service data unit4.2Protocol data unitsDT PDUdata protocol data unitER PDUerror report protocol data unitERP PDUecho reply protocol data unitERQ PDUecho request protocol data unit4.3Protocol data unit fieldsDAdestination addressDALdestination address lengthDUIDdata unit identifierE/Rerror report flagLIlength indicatorLTlifetimeMSmore segments flagNLPIDNetwork layer protocol identifierSAsource addressSALsource address lengthSLsegment lengthSOsegment offset

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)5SPsegmentation permitted flag4.4ParametersDAdestination addressQoSquality of serviceSAsource address4.5MiscellaneousCLNPconnectionless-mode network protocol (i.e. the protocol defined in this Recommendation | InternationalStandard)NPAINetwork protocol address informationNSNetwork serviceNSAPNetwork service access pointPICSprotocol implementation conformance statementSNsubnetworkSNAcPsubnetwork access protocolSNDCFsubnetwork dependent convergence functionSNDCPsubnetwork dependent convergence protocolSNICPsubnetwork independent convergence protocolSNPAsubnetwork point of attachment5Overview of the protocol5.1Internal organization of the Network layerThe architectural organization of the Network layer is described in ISO/IEC 8648. ISO/IEC 8648 identifies andcategorizes the way in which functions can be performed within the Network layer by Network layer protocols, thusproviding a uniform framework for describing how protocols operating either individually or cooperatively in theNetwork layer can be used to provide the OSI Network service. This protocol is designed to be used in the context of theinternetworking protocol approach to the provision of the connectionless-mode Network service defined in ISO/IEC8648.This protocol is intended for use in the Subnetwork Independent Convergence Protocol (SNICP) role. A protocol whichfulfills the SNICP role operates to construct the OSI Network service over a defined set of underlying services,performing functions which are necessary to support the uniform appearance of the OSI connectionless-mode Networkservice over a homogeneous or heterogeneous set of interconnected subnetworks. This protocol is defined toaccommodate variability where subnetwork dependent convergence protocols and/or subnetwork access protocols do notprovide all of the functions necessary to support the connectionless-mode Network service over all or part of the pathfrom one Network Service Access Point (NSAP) to another.As described in ISO/IEC 8648, a protocol at the Network layer may fulfill different roles in different configurations.Although this protocol is designed particularly to be suitable for a SNICP role in the context of the internetworkingprotocol approach to the provision of the connectionless-mode Network service, it may also be used to fulfill other roles,and may therefore be used in the context of other approaches to subnetwork interconnection.The operation of this protocol is specified with respect to an �underlying subnetwork service� which is made availablethrough the operation of other Network layer protocols or through provision of the Data Link service. The �underlyingsubnetwork service� assumed by this protocol is described in 5.5.5.2Subsets of the protocolTwo subsets of the full protocol are defined, which exploit the known subnetwork characteristics of particularconfigurations and are therefore not subnetwork independent.

ISO/IEC 8473—1 : 1994 (E)6ITU-T Rec. X.233 (1994 E)The Inactive Network Layer Protocol Subset is a null-function subset which can be used when it is known that the sourceand destination end systems are connected by a single subnetwork, and when none of the functions performed by the fullprotocol is required to provide the connectionless-mode Network service between any pair of end systems.The Non-segmenting Protocol Subset permits simplification of the header when it is known that the source anddestination end systems are connected by subnetworks whose individual service data unit sizes are greater than or equalto a known bound which is large enough so that segmentation is not required. This subset is selected by setting thesegmentation permitted flag to zero (see 6.7).5.3Addresses and titlesThe following clauses describe the addresses and titles used by this protocol.5.3.1AddressesThe source address and destination address parameters referred to in 7.3 are NSAP addresses. The syntax and semanticsof an NSAP address are described in CCITT Rec. X.213 | ISO/IEC 8348.The encoding used by this protocol to convey NSAP addresses is the �preferred encoding� specified in CCITT Rec.X.213 | ISO/IEC 8348. The NSAP address, encoded as a string of binary octets according to CCITT Rec. X.213 |ISO/IEC 8348, is conveyed in its entirety in the address fields described in 7.3.5.3.2Network entity titlesA Network Entity Title (NET) is an identifier for a Network entity in an end system or intermediate system. Networkentity titles are allocated from the same name space as NSAP addresses, and the determination of whether a name is anNSAP address or a Network entity title depends on the context in which the name is interpreted. The values of thesource route and record route parameters defined in 7.5.4 and 7.5.5 respectively are Network entity titles. The values ofthe source address and destination address parameters in the Error Report PDU defined in 7.9, in the Echo Request PDUdefined in 7.10, and in the Echo Response PDU defined in 7.11 are also Network entity titles.The encoding used by this protocol to convey Network entity titles is the �preferred encoding� specified in CCITT Rec.X.213 | ISO/IEC 8348. The Network entity title, encoded as a string of binary octets according to CCITT Rec. X.213 |ISO/IEC 8348, is conveyed in its entirety in the appropriate fields.5.4Service provided by the protocolThis protocol provides the connectionless-mode Network service described in CCITT Rec. X.213 | ISO/IEC 8348. Therelevant Network service primitive and its parameters are shown in Table 1.NOTE � CCITT Rec. X.213 | ISO/IEC 8348 states that the maximum size of a connectionless-mode Network service dataunit (NSDU) is 64512 octets.N-UNITDATARequestIndicationNS-Source-Address,NS-Destination-Address,NS-Quality-of-Service,NS-UserdataPrimitiveParametersTable 1 � Connectionless-mode Network service primitive5.5Underlying service assumed by the protocolIt is intended that this protocol be capable of operating over connectionless-mode services derived from a wide variety ofreal subnetworks and data links. Therefore, in order to simplify the specification of the protocol, its operation is defined(in clause 6) with respect to an abstract �underlying subnetwork service� rather than any particular real subnetworkservice. This underlying service consists of a single SN-UNITDATA primitive which conveys the source and destinationsubnetwork point of attachment addresses, a subnetwork quality of service parameter, and a certain number of octets ofuser data.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)7The SN-UNITDATA primitive is used to describe the abstract interface that exists between the CLNP protocol machineand an underlying real subnetwork or a subnetwork dependent convergence function that operates over a real subnetworkor real data link to provide the required underlying service.The primitive provided and its parameters are shown in Table 2.Provision of the �underlying subnetwork service� by real subnetworks and data links is described in clause 8 and in otherRecommendations | parts of this International Standard.SN-UNITDATARequestIndicationSN-Source-Address,SN-Destination-Address,SN-Quality-of-Service,SN-UserdataPrimitiveParametersTable 2 � Underlying service primitive6Protocol functionsThis clause describes the functions performed as part of the protocol.Not all of the functions must be performed by every implementation. 6.21 specifies which functions may be omitted, andthe correct behaviour when requested functions are not implemented.6.1PDU composition functionThis function is responsible for the construction of a protocol data unit according to the rules governing the encoding ofPDUs given in clause 7. The Protocol Control Information (PCI) required is determined from current state and localinformation and from the parameters associated with the N-UNITDATA request.Network Protocol Address Information (NPAI) for the source address and destination address fields of the PDU header isderived from the NS-Source-Address and NS-Destination-Address parameters. The NS-Destination-Address and NS-Quality-of-Service parameters, together with current state and local information, are used to determine which optionalfunctions are to be selected. User data passed from the Network service user (NS-Userdata) form the data part of theprotocol data unit.During the composition of the protocol data unit, a Data Unit Identifier (DUID) is assigned to distinguish this request totransmit NS-Userdata to a particular destination Network service user from other such requests. The originator of thePDU shall choose the DUID so that it remains unique (for this source and destination address pair) for the maximumlifetime of the Initial PDU in the network; this rule applies for any PDUs derived from the Initial PDU as a result of theapplication of the segmentation function (see 6.7). Derived PDUs are considered to correspond to the same Initial PDU,and hence to the same N-UNITDATA request, if they have the same source address, destination address, and data unitidentifier.The DUID is also available for ancillary functions such as error reporting (see 6.10).The total length of the PDU in octets is determined by the originator and placed in the total length field of the PDUheader. This field is not changed for the lifetime of the protocol data unit, and has the same value in the Initial PDU andin each of any Derived PDUs that may be created from the Initial PDU.When the non-segmenting protocol subset is employed, neither the total length field nor the data unit identifier field ispresent. The rules governing the PDU composition function are modified in this case as follows. During thecomposition of the protocol data unit, the total length of the PDU in octets is determined by the originator and placed inthe segment length field of the PDU header. This field is not changed for the lifetime of the PDU. No data unitidentification is provided.

ISO/IEC 8473—1 : 1994 (E)8ITU-T Rec. X.233 (1994 E)6.2PDU decomposition functionThis function is responsible for removing the protocol control information from the protocol data unit. During thisprocess, information pertinent to the generation of the N-UNITDATA indication is determined as follows. The NS-Source-Address and NS-Destination-Address parameters of the N-UNITDATA indication are recovered from the NPAI inthe source address and destination address fields of the PDU header. The data part of the received PDU is retained untilall segments of the original service data unit have been received; collectively, these form the NS-Userdata parameter ofthe N-UNITDATA indication. Information relating to the Quality of Service (QoS) provided during the transmission ofthe PDU is determined from the quality of service and other information contained in the options part of the PDU header.This information constitutes the NS-Quality-of-Service parameter of the N-UNITDATA indication.6.3Header format analysis functionThis function determines whether the full protocol or the inactive Network layer protocol is in use, and whether or not areceived PDU has reached its final destination. If the Network layer protocol identifier (NLPID) field in a received PDUcontains a value that identifies the protocol defined by this Recommendation | International Standard, then either the fullprotocol or the non-segmenting subset is in use; the header format analysis function determines whether or not thereceived PDU has reached its destination, using the destination address in the PDU header. If the destination addressprovided in the PDU identifies either a Network entity title of this Network entity or an NSAP served by this Networkentity, then the PDU has reached its destination; if not, it shall be forwarded.If the NLPID field contains a value that identifies the inactive Network layer protocol, then no further analysis of thePDU header is required. The Network entity in this case determines that either the Subnetwork Point of Attachment(SNPA) address encoded as NPAI in the supporting subnetwork protocol (see 8.1) corresponds directly to an NSAPaddress serviced by this Network entity, or that an error has occurred.6.4PDU lifetime control functionThis function is used to enforce the maximum PDU lifetime. It determines whether a received PDU may be forwardedor whether its assigned lifetime has expired, in which case it shall be discarded.The operation of the PDU lifetime control function depends upon the lifetime field in the PDU header. This fieldcontains, at any time, the remaining lifetime of the PDU (represented in units of 500ms). The lifetime of the Initial PDUis determined by the originating Network entity and placed in the lifetime field of the PDU. If and when thesegmentation function is applied to a PDU, the value of the lifetime field of the Initial PDU is copied into all of thecorresponding Derived PDUs.The value of the lifetime field of a PDU is decremented by every Network entity that processes the PDU. When aNetwork entity processes a PDU, it decrements the PDU lifetime by at least one. The value of the PDU lifetime fieldshall be decremented by more than one if the sum ofa)the transit delay in the underlying service from which the PDU was received, andb)the delay within the system processing the PDUexceeds or is estimated to exceed 500ms. In this case, the lifetime field shall be decremented by one for each additional500ms of actual or estimated delay. The determination of delay need not be precise, but where a precise value cannot beascertained, the value used shall be an overestimate, not an underestimate.If the lifetime field reaches a value of zero before the PDU is delivered to its destination, the PDU shall be discarded.The error reporting function shall be invoked as described in 6.10. This may result in the generation of an Error ReportPDU.It is a local matter whether or not the destination Network entity performs the lifetime control function.6.5Route PDU functionThis function determines the Network entity to which a PDU should be forwarded and the underlying service that mustbe used to reach that Network entity, using the destination address field and either the segment length field (if present) orthe total length field (if the segment length field is not present). Where segmentation is required, the route PDU functionfurther determines over which underlying service Derived PDUs shall be sent in order to reach that Network entity. Theresults of the route PDU function are passed to the forward PDU function (along with the PDU itself) for furtherprocessing.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)9Selection of the underlying service that shall be used to reach the �next� system in the route to the destination is initiallyinfluenced by the NS-Quality-of-Service parameter of the N-UNITDATA request, which specifies the QoS requested bythe sending NS user. Whether this QoS is to be provided directly by the protocol, through the selection of the quality ofservice maintenance parameter and other optional parameters, or through the QoS facilities offered by each of theunderlying services, or both, is determined prior to invocation of the forward PDU function. Route selection byintermediate systems may subsequently be influenced by the values of the quality of service maintenance parameter (ifpresent), and other optional parameters (if present).6.6Forward PDU functionThis function issues an SN-UNITDATA request primitive (see 5.5), supplying the subnetwork or SNDCF identified bythe route PDU function with the protocol data unit as user data to be transmitted, the address information required by thatsubnetwork or SNDCF to identify the �next� system within the subnetwork-specific addressing domain (this may be anintermediate system or the destination end system), and quality of service constraints (if any) to be considered in theprocessing of the user data.When the PDU to be forwarded is longer than the maximum service data unit size provided by the underlying service, thesegmentation function is applied (see 6.7).6.7Segmentation functionSegmentation is performed when the length of a protocol data unit is greater than the maximum service data unit sizesupported by the underlying service to be used to transmit the PDU.Segmentation consists of composing two or more new PDUs (Derived PDUs) from the too-long Initial or Derived PDUthat is to be segmented. All of the header information from the PDU to be segmented, with the exception of the segmentlength and checksum fields of the fixed part, and the segment offset field of the segmentation part, is duplicated in eachDerived PDU, including all of the address part, the data unit identifier and total length of the segmentation part, and theoptions part (if present).NOTE � The rules for forwarding and segmentation guarantee that the header length is the same for all segments (DerivedPDUs) of an Initial PDU, and is the same as the header length of the Initial PDU. The size of a PDU header therefore will not changedue to the operation of any protocol function.The user data field of the PDU to be segmented is divided and apportioned among the user data fields of the DerivedPDUs in such a way that the Derived PDUs satisfy the maximum-length requirements of the SN-Userdata parameter ofthe SN-UNITDATA request primitive used to access the selected underlying service. The user data field of each derivedPDU, except for the last, shall contain a number of octets that is a non-zero multiple of 8. Thus, the value of the segmentoffset field in any PDU is either zero or a non-zero multiple of 8. Segmentation shall not result in the generation of aDerived PDU containing fewer than eight octets of user data.Derived PDUs are identified as being from the same Initial PDU by means ofa)the source address field,b)the destination address field, andc)the data unit identifier field.The following fields of the PDU header are used in conjunction with the segmentation function:a)Segment offset � identifies the octet at which the segment begins with respect to the start of the data partof the Initial PDU;b)Segment length � specifies the number of octets in the Derived PDU, including both header and data;c)More segments flag � set to one if this Derived PDU does not contain the final octet of the user data fromthe Initial PDU as its final octet of user data; andd)Total length � specifies the number of octets in the Initial PDU, including both header and data.Derived PDUs may be further segmented without constraining the routeing of the individual Derived PDUs.The segmentation permitted flag is set to one to indicate that segmentation is permitted. If the Initial PDU is not to besegmented at any point during its lifetime, the flag is set to zero by the source Network entity. The setting of the

ISO/IEC 8473—1 : 1994 (E)10ITU-T Rec. X.233 (1994 E)segmentation permitted flag may not be changed by any other Network entity for the lifetime of the Initial PDU and anyDerived PDUs.6.8Reassembly functionThe reassembly function reconstructs the Initial PDU from the Derived PDUs generated by the operation of thesegmentation function on the Initial PDU (and, recursively, on subsequent Derived PDUs).A bound on the time during which segments (Derived PDUs) of an Initial PDU may be held at a reassembly point beforebeing discarded is provided, so that reassembly resources may be released when it is no longer expected that missingsegments of the Initial PDU will arrive at the reassembly point. Upon reception of a Derived PDU, a reassembly timershall be initiated with a value that indicates the amount of time that shall elapse before any unreceived (missing)segments of the Initial PDU are assumed to be lost. When this timer expires, all segments (Derived PDUs) of the InitialPDU held at the reassembly point shall be discarded, the resources allocated for those segments may be freed, and, ifselected, an error report shall be generated (see 6.10).While the exact relationship between reassembly lifetime and PDU lifetime is a local matter, the reassembly functionshall preserve the intent of the PDU lifetime. Consequently, the reassembly function shall discard PDUs whose lifetimewould otherwise have expired had they not been under the control of the reassembly function; that is, the reassemblylifetime for a given PDU shall be less than the PDU lifetime in all derived PDUs being held at the reassembly point.NOTES1Methods of bounding reassembly lifetime are discussed in Annex B.2The segmentation and reassembly functions are intended to be used in such a way that the fewest possible segmentsare generated at each segmentation point and reassembly takes place at the final destination of a PDU. However,other schemes whicha)interact with the routeing algorithm to favor paths on which fewer segments are generated, orb)generate more segments than absolutely required in order to avoid additional segmentation at some subsequentpointare not precluded. The information necessary to enable the use of one of these alternative strategies may be madeavailable through the operation of a Network layer management function or by other means.3The originator of the Initial PDU determines the value of the segmentation permitted flag in the Initial PDU and allDerived PDUs (if any). An intermediate system may not change this value in the Initial PDU or any PDU derivedfrom it, and may not therefore add or remove the segmentation part of the header.6.9Discard PDU functionThis function performs all of the actions necessary to free the resources reserved by the Network entity when any of thefollowing situations is encountered.NOTE 1 � This list is not exhaustive.a)A violation of protocol procedure has occurred.b)A PDU is received whose checksum is inconsistent with its contents.c)A PDU is received, but due to local congestion, it cannot be processed.d)A PDU is received whose header cannot be analyzed.e)A PDU is received which cannot be segmented and cannot be forwarded because its length exceeds themaximum service data unit size supported by any underlying service available for transmission of thePDU to the next Network entity on the chosen route.f)A PDU is received whose destination address is unreachable or unknown.g)Incorrect or invalid source routeing was specified. This may include a syntax error in the source routeingfield, an unknown or unreachable Network entity title in the source routeing field, or a path which is notacceptable for other reasons.h)A PDU is received whose PDU lifetime has expired or whose lifetime expires during reassembly.i)A PDU is received which contains an unsupported option corresponding to a Type 2 function (see 6.21).

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)11NOTE 2 � In general, it is not always possible to determine whether a destination NSAP address is invalid (does notfollow CCITT Rec. X.213 | ISO/IEC 8348), unprocessable (in that there is no routeing table entry for the address), or incorrectly coded(as NPAI). Therefore, with respect to generating an Error Report PDU, the situation described in (f) may or may not be distinguishedfrom the situation described in (d), and the �reason for discard� (see 6.10 and Table 8) may be �header syntax error� or �destinationaddress unknown�.6.10Error reporting function6.10.1OverviewThis function attempts to return an Error Report PDU to the source Network entity when a protocol data unit originatedby that Network entity is discarded in accordance with 6.9.The Error Report PDU identifies the discarded PDU, specifies the type of error detected, and identifies the location in theheader of the discarded PDU at which the error was detected. At least the entire header of the discarded PDU and, at thediscretion of the originator of the Error Report PDU, none, all, or part of the data part of the discarded PDU are placed inthe data part of the Error Report PDU.The originator of a PDU controls the subsequent generation of Error Report PDUs that refer to it. The error report (E/R)flag in the original PDU is set by the source Network entity to indicate that an Error Report PDU is to be generated if theInitial PDU or any PDUs derived from it are discarded; if the flag is not set, error reports are not generated.NOTES1)The suppression of Error Report PDUs is controlled by the originating Network entity and not by the NS user. Careshould be exercised by the originator with regard to suppressing ER PDUs so that error reporting is not suppressed forevery PDU generated.2)Non-receipt of an Error Report PDU does not imply correct delivery of a PDU issued by a source Network entity.6.10.2RequirementsAn Error Report PDU shall not be generated to report the discard of an Error Report PDU.An Error Report PDU shall not be generated to report the discard of a PDU unless that PDU has the error report flag setto allow error reports.If a PDU is discarded, and the error report flag in the discarded PDU is set to allow error reports, an Error Report PDUshall be generated if the reason for discard is one of the reasons for discard enumerated in 6.9, subject to the conditionsdescribed in 6.10.4. If a PDU with the E/R flag set to allow error reports is discarded for any other reason, an ER PDUmay be generated (as an implementation option).Error reports may be suppressed in circumstances in which the validity of the information in the PDU that caused theerror condition is uncertain. These circumstances include, but are not limited to, those described in items b, c, and d of6.9.6.10.3Processing of error reportsAn Error Report PDU is composed from information contained in the header of the discarded PDU to which the errorreport refers. The contents of the source address field of the discarded PDU are used as the destination address of theError Report PDU. This value, which in the context of the discarded PDU was used as an NSAP address, is used in thecontext of the Error Report PDU as the Network entity title of the Network entity that originated the discarded PDU.The Network entity title of the originator of the Error Report PDU is conveyed in the source address field of the headerof the Error Report PDU. The value of the lifetime field is determined in accordance with 6.4. Optional parameters areselected in accordance with 6.10.4.The segmentation of Error Report PDUs is not permitted; hence, no segmentation part is present. The total length of theER PDU in octets is placed in the segment length field of the ER PDU header. This field is not changed during thelifetime of the ER PDU. If the originator of the ER PDU determines that the size of the ER PDU exceeds the maximumservice data unit size of the underlying service, the ER PDU shall be truncated to the maximum service data unit size(see 8.3) and forwarded with no other change. Error Report PDUs are routed and forwarded by intermediate systemNetwork entities in the same way as Data PDUs.NOTE � The requirement stated in 8.3 that the underlying service assumed by the protocol shall be capable of supporting aservice data unit size of 512 octets guarantees that at least the entire header of the discarded PDU can be conveyed in the data part ofan ER PDU.

ISO/IEC 8473—1 : 1994 (E)12ITU-T Rec. X.233 (1994 E)When an ER PDU is decomposed upon reaching its destination, information that may be used to interpret and act uponthe error report is obtained as follows. The Network entity title recovered from the NPAI in the source address field ofthe ER PDU header is used to identify the Network entity that generated the error report. The reason for generating theerror report is extracted from the options part of the PDU header. The entire header of the discarded PDU, and part orall of the original user data (if present), are extracted from the data part of the ER PDU to assist in ascertaining the natureof the error.6.10.4Relationship of discarded PDU options to error reportsThe generation of an error report is affected by options that are present in the corresponding discarded PDU. Thepresence of options in the discarded PDU that are not supported by the system that has discarded that PDU, or thepresence of an unrecognized PDU type code parameter, may cause the suppression of an error report even if thediscarded PDU indicated that an error report should be generated in the event of a discard.The processing of an error report is also affected by options that are present in the corresponding discarded PDU. Inparticular, options selected in the discardedPDU affect which options are included in the corresponding Error ReportPDU. The selection of options for an Error Report PDU is governed by the following requirements:a)If the priority, QoS maintenance, or security option is selected in the discarded PDU, and the systemgenerating the Error Report PDU supports the option, then the Error Report PDU shall specify the sameoption, using the value that was specified in the discarded PDU.b)If the system generating the Error Report PDU does not support the security option, an error report shallnot be generated for a discarded PDU that selected the security option.c)If the complete source route option is selected in the discarded PDU, and the system generating the ErrorReport PDU supports the option, then the Error Report PDU shall specify the complete source routeoption. The source route parameter value is obtained by extracting from the discarded PDU that portionof the complete source route list that has already been processed, and reversing the order of Network entitytitles which comprise that portion of the list.d)If the system generating the Error Report PDU does not support the complete source route option, an ErrorReport PDU shall not be generated for a discarded PDU that selects the complete source route option.e)The padding, partial source route, and record route options, if supported, may be specified in the ErrorReport PDU.NOTE � The values of the optional parameters in (e) above may be derived as a local matter, or they may be based uponthe corresponding values in the discarded PDU.6.11PDU header error detection functionThe PDU header error detection function protects against failure of intermediate or end system Network entities due tothe processing of erroneous information in the PDU header. The function is realized by a checksum computed on theentire PDU header. The checksum is verified at each point at which the PDU header is processed. If the checksumcalculation fails, the PDU shall be discarded. If PDU header fields are modified (for example, due to the operation of thelifetime function), then the checksum shall be modified so that the checksum remains valid.The use of the header error detection function is optional and is selected by the originating Network entity. If thefunction is not used, the checksum field of the PDU header shall be set to zero.If the function is selected by the originating Network entity, the value of the checksum field is calculated so as to causethe following formulae to be satisfied:SLi=1(mod 255) = 0aiSLi=1(mod 255) = 0ai(L - i + 1)

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)13in which L is the number of octets in the PDU header, and ai is the value of the octet at position i. The first octet in thePDU header is considered to occupy position i = 1.When the function is in use, neither octet of the checksum field may be set to zero.To ensure that inadvertent modification of a header while a PDU is being processed by an intermediate system (forexample, due to a memory fault) may still be detected by the PDU header error detection function, an intermediatesystem Network entity shall not recompute the checksum for the entire header, even if fields are modified.NOTE � Annex C contains descriptions of algorithms which may be used to calculate the correct value of the checksumfield when the PDU is created, and to update the value of the checksum field when the header is modified.6.12Padding functionThe padding function is provided to allow space to be reserved in the PDU header which is not used to support any otherfunction. Octet alignment shall be maintained.NOTE � An example of the use of this function is to cause the data part of a PDU to begin on a convenient boundary, suchas a computer word boundary.6.13Security functionThe provision of protection services (e.g., data origin authentication, data confidentiality, and data integrity of a singleconnectionless-mode NSDU) is performed by the security function.The security function is related to the protection from unauthorized access quality of service parameter described inCCITT Rec. X.213 | ISO/IEC 8348. The function is realized through the selection of the security parameter in theoptions part of the PDU header.This Recommendation | International Standard does not specify the way in which protection services are to be provided;it provides only for the encoding of security information in the PDU header. To facilitate interoperation among endsystems and intermediate systems by avoiding different interpretations of the same encoding, a means to distinguish user-defined security encodings from standardized security encodings is described in 7.5.3.NOTE � As an implementation consideration, data origin authentication may be provided through the use of acryptographically generated or enciphered checksum (distinct from the PDU header error detection mechanism); data confidentialityand data integrity may be provided via route control mechanisms.6.14Source routeing functionThe source routeing function allows a Network entity to specify the path that a generated PDU shall take. Sourcerouteing may be selected only by the originator of a PDU. Source routeing is accomplished using a list of Network entitytitles held in a parameter within the options part of the PDU header. The length of this parameter is determined by theoriginating Network entity, and does not change during the lifetime of a PDU. Only the titles of intermediate systemNetwork entities shall be included in the list; the Network entity titles of the source and destination of the PDU shall notbe included in the list.Associated with the list of Network entity titles is an indicator that identifies the next entry in the list to be used; thisindicator is advanced by the receiver of a PDU when the next title in the list matches its own. The indicator is updated asthe PDU is forwarded so as to identify the appropriate next entry at each point along the route.Two forms of the source routeing function are provided. The first form, referred to as complete source routeing, requiresthat the specified path shall be taken; that is, only those systems identified in the list may be visited by the PDU while enroute to the destination, and each system shall be visited in the order specified. If the specified path cannot be taken, thePDU shall be discarded. 6.10 describes the circumstances in which an attempt shall be made to inform the PDU�soriginator of the discard using the error reporting function.The second form is referred to as partial source routeing. As with complete source routeing, each system identified in thelist shall be visited in the order specified while en route to the destination. However, with this form of source routeingthe PDU may take any path necessary to arrive at the next intermediate system in the list, which may include visitingintermediate systems that are not identified in the list. The PDU shall not be discarded (for source routeing relatedreasons) unless one of the systems specified cannot be reached by any available route.

ISO/IEC 8473—1 : 1994 (E)14ITU-T Rec. X.233 (1994 E)6.15Record route functionThe record route function records the path taken by a PDU as it traverses a series of intermediate systems. A recordedroute consists of a list of Network entity titles held in a parameter within the options part of the PDU header. The lengthof this parameter is determined by the originating Network entity, and does not change during the lifetime of the PDU.The list is constructed as the PDU is forwarded along a path towards its destination. Only the titles of intermediatesystem Network entities shall be included in the recorded route. The Network entity title of the originator of the PDUshall not be recorded in the list.When an intermediate system Network entity processes a PDU containing the record route parameter, the Network entityadds its own Network entity title at the end of the list of recorded Network entity titles. An indicator is maintained toidentify the next available octet to be used for recording of route. This indicator is updated as entries are added to the listas follows. The length of the entry to be added to the list is added to the value of the next available octet indicator, andthis sum is compared with the length of the record route parameter. If the addition of the entry to the list would exceedthe size of the parameter, the next available octet indicator is set to indicate that route recording has been terminated. TheNetwork entity title is not added to the list. The PDU may still be forwarded to its final destination, without furtheraddition of Network entity titles.If the addition of the entry would not exceed the size of the record route parameter, the next available octet indicator isupdated with the new value, and the Network entity title is added to the end of the list.Two forms of the record route function are provided. The first form is referred to as complete route recording. Itrequires that the list of Network entity titles be a complete and accurate record of all intermediate systems visited by aPDU (including Derived PDUs), except when a shortage of space in the record route option field causes termination ofrecording of route, as described above. When complete route recording is selected, PDU reassembly at intermediatesystems may be performed only when the Derived PDUs that are reassembled all took the same route.The second form is referred to as partial route recording. It also requires a record of intermediate systems visited by aPDU. When partial route recording is selected, PDU reassembly at intermediate systems may be performed whether ornot the Derived PDUs that are reassembled all took the same route; the route recorded in any of the Derived PDUs maybe placed in the PDU resulting from the reassembly.NOTE � The record route function is intended to be used in the diagnosis of subnetwork problems and/or to provide areturn path that could be used as a source route in a subsequent PDU.6.16Quality of service maintenance functionThe quality of service maintenance function provides information to Network entities in intermediate systems which maybe used to make routeing decisions where such decisions affect the overall QoS provided to NS users. This informationis conveyed to intermediate system Network entities in a parameter in the options part of the PDU header.In those instances in which the QoS requested cannot be maintained, intermediate system Network entities shall attemptto deliver the PDU at a QoS different from the QoS requested. Intermediate system Network entities may, but need not,provide a notification of failure to meet the requested quality of service.6.17Priority functionThe priority function allows a PDU to be processed preferentially with respect to other PDUs. The function is realizedthrough the selection of a parameter in the options part of the PDU header.The lowest priority value is zero; numerically greater values signify successively higher priority. The priority functionprovides a means whereby the resources of end and intermediate system Network entities, such as outgoing transmissionqueues and buffers, can be used preferentially to process higher-priority PDUs ahead of lower-priority PDUs. Thespecific action taken by an individual Network entity to support the priority function is a local matter.6.18Congestion notification functionTo allow NS users to take appropriate action when congestion is experienced within the NS provider, intermediatesystems may inform the destination Network entity of congestion through the use of a flag in the QoS maintenanceparameter in the options part of the PDU header. The value of this flag is initially set to zero (0) by the originator of thePDU and may be set to one (1) by any intermediate system which processes the PDU to indicate that it is experiencingcongestion. The criteria for determining when this action is to be taken are a local matter.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)15NOTE � Congestion typically corresponds to the unavailability of buffer space to maintain output queues. An appropriatepolicy for indicating congestion may be based upon the depth of the output queue selected for a PDU (according to its destinationaddress or other routeing information). When the depth of a particular output queue exceeds a certain proportion of the maximumdepth of that queue, an intermediate system may start to discard PDUs. The intermediate system may then set the congestionexperienced flag in the next PDU to be forwarded and may continue to do so until the congestion is alleviated.6.19Echo request functionThis function is invoked by Network layer management to obtain information about the dynamic state of the Networklayer with respect to (a) the reachability of specific Network entities, and (b) the characteristics of the path or paths thatcan be created between Network entitites through the operation of Network layer routeing functions.When invoked, the echo request function causes an Echo Request (ERQ) PDU to be created. The ERQ PDU shall beconstructed and processed by Network entities in end systems and in intermediate systems that support the echo requestfunction in exactly the same way as the DT PDU, with the following exceptions:a)Since the echo request function is invoked by Network layer management, rather than by a N-UNITDATArequest, the information available to the PDU composition function (see 6.1) consists of current state,local information, and information supplied by Network layer management; the references in 6.1 toinformation obtained from parameters of the N-UNITDATA request do not apply to the composition of anERQ PDU.b)The source address field of the ERQ PDU shall contain either the Network entity title of the originatingNetwork entity or the NSAP address of an NSAP within the originating end or intermediate system. Thedestination address field of the ERQ PDU shall contain either the Network entity title of the destinationNetwork entity or the NSAP address of an NSAP within the destination end or intermediate system.NOTE 1 � A Network entity title is syntactically indistinguishable from an NSAP address. The additionalinformation in an NSAP address, if any, beyond that which is present in a Network entity title, is relevant only to theoperation of the PDU decomposition function in a destination end system, and therefore is not needed for the processing ofan ERQ PDU (from which no N-UNITDATA indication is ever produced). The fact that the source and destination addressfields of the ERQ PDU may contain either NETs or NSAP addresses therefore does not affect the processing of an ERQPDU by any Network entity, and the information that is obtained through the operation of the echo request function is thesame in either case.c)When an ERQ PDU has reached its destination, as determined by the header format analysis function, theecho response function (see 6.20), rather than the PDU decomposition function, shall be invoked. It is alocal matter whether or not this involves an interaction with Network layer management.NOTE 2 � Since the echo response function is a Type 2 function (see 6.21), the destination Network entity may ormay not perform the echo response function upon receiving an ERQ PDU. Network layer management must thereforeconsider, when the echo request function is invoked, that non-receipt of a corresponding echo response PDU may be due tonon-support of the echo response function by the destination Network entity.d)The maximum length of the ERQ PDU is equal to the maximum length of the Echo Response PDUminus the maximum length of the Echo Response PDU header. This ensures that the entire ERQ PDUcan be contained within the data field of the Echo Response PDU (see 6.20).e)The data part of the ERQ PDU may, as a local matter, contain zero or more octets with any values(subject to the overall maximum length of the ERQ PDU specified in (d) above). If the first octet of thedata part contains the binary value 1000 0001 (the NLPID for this protocol), then the first n octets of thedata part (where n is the value of the second octet of the data part) shall contain an entire Echo ResponsePDU header, in which every field in the fixed part and address part, except the segment length andchecksum fields, shall contain a valid value. The more segments flag shall have the value zero. If andonly if the segmentation permitted flag is set to 1, the segmentation part shall be present. The options part,if present, may contain any of the options described in 7.5.NOTE 3 � This Echo Response PDU header, if present in the data part of an ERQ PDU, may be, but is not requiredto be, used in whole or in part by the destination Network entity to compose an Echo Response PDU (see 6.20 (d)). If thisinformation is not present in the data part of the ERQ PDU, it may not be possible for the echo response function of thedestination Network entity to select an appropriate value for the lifetime field of the Echo Response PDU.

ISO/IEC 8473—1 : 1994 (E)16ITU-T Rec. X.233 (1994 E)6.20Echo response functionThis function is performed by a Network entity when it has received an ERQ PDU that has reached its destination, asdetermined by the header format analysis function � that is, an ERQ PDU that contains, in its destination address field,a Network entity title or NSAP address that identifies the Network entity or any of its NSAPs.When invoked, the echo response function causes an Echo Response (ERP) PDU to be created. The ERP PDU shall beconstructed and processed by Network entities in end systems and in intermediate systems that support the echo responsefunction in exactly the same way as the DT PDU, with the following exceptions:a)Since the echo response function is not invoked by a N-UNITDATA request, the information available tothe PDU composition function consists of current state, local information, and information contained inthe corresponding ERQ PDU; the references in 6.1 to information obtained from parameters of the N-UNITDATA request do not apply to the composition of an ERP PDU.b)The source address field of the ERP PDU shall contain the value of the destination address field of thecorresponding ERQ PDU. The destination address field of the ERP PDU shall contain the value of thesource address field of the corresponding ERQ PDU.NOTE: The observation contained in NOTE 1 of 6.19 applies also to the ERP PDU.c)The ERQ PDU, in its entirety, shall be placed into the data part of the ERP PDU. The data part of theERP PDU shall contain only the corresponding ERQ PDU.d)If the data part of the ERQ PDU contains an ERP PDU header (see 6.19 (e)), the PDU compositionfunction may, but is not required to, use some or all of the information contained therein to select valuesfor the fields of the ERP PDU header. In this case, however, the value of the lifetime field contained inthe ERP PDU header in the ERQ PDU data part shall be used as the value of the lifetime field in theERP PDU. The values of the segment length and checksum fields shall be computed by the Networkentity regardless of the contents of those fields in the ERP PDU header in the data part of the ERQ PDU.e)The options part of the ERP PDU may contain any (or none) of the options described in 7.5. The valuesfor these options, if present, are determined by the Network entity as a local matter. They may be, but arenot required to be, either identical to or derived from the corresponding options in the ERQ PDU and/orthe ERP PDU header contained in the data part of the ERQ PDU (if present). The source routeing optionin the ERP PDU shall not be identical to (copied from) the source routeing option in the ERQ PDUheader. If the recording of route option in the ERP PDU is identical to (copied from) the recording ofroute option in the ERQ PDU header, the second octet of the parameter value field shall be set to thevalue 3.f)It is a local matter whether or not the destination Network entity performs the lifetime control function onan ERQ PDU before performing the echo response function. The destination Network entity shall makethe same decision in this regard that it would make, as a local matter, for a DT PDU in accordance with6.4.6.21Classification of functionsImplementations of this Recommendation | International Standard are not required to support all of the functionsdescribed in 6.1 through 6.20. Functions are divided into three categories:Type 1:These functions shall be supported.Type 2:These functions may or may not be supported. If an implementation does not support a Type 2 function and thefunction is selected in a PDU, then that PDU shall be discarded, and an Error Report PDU shall be generated andforwarded to the originating Network entity, providing that the error report flag is set and the conditions of 6.10.4 aresatisfied.Type 3:These functions may or may not be supported. If an implementation does not support a Type 3 function and thefunction is selected in a PDU, then the function is not performed, and the PDU is processed exactly as though thefunction had not been selected. The PDU shall not be discarded for this reason.Table 3 shows how the functions are divided into these three categories.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)17FunctionFullProtocolPDU CompositionPDU DecompositionHeader Format AnalysisPDU Lifetime ControlRoute PDUForward PDUSegment PDUReassemble PDUDiscard PDUError ReportingHeader Error DetectionSecurityComplete Source RouteingComplete Route RecordingPartial Source RouteingPartial Route RecordingPriorityQoS MaintenanceCongestion NotificationPaddingNon-SegmentingSubsetInactiveSubset11111111111222333333111111N/AN/A111222333333111N/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AEcho requestEcho response2222N/AN/ATable 3 � Categorization of protocol functionsNOTES1While the error reporting and header error detection functions shall be provided, they are invoked only when selectedby the originating Network entity.2The rationale for the definition of Type 3 functions is that in the case of some functions it is more important to forwardthe PDUs between intermediate systems or deliver them to an end system than it is to support the functions. Type 3functions should be used in those cases in which they are of an advisory nature; they cannot cause a PDU to bediscarded when they are not supported.7Structure and encoding of PDUs7.1StructureAll protocol data units shall contain an integral number of octets. The octets in a PDU are numbered starting from one(1) and increasing in the order in which they are submitted to the underlying service. The bits in an octet are numberedfrom one (1) to eight (8), where bit one (1) is the low-order (least significant) bit.When consecutive octets are used to represent a binary number, the lower-numbered octet has the most significant value.Any implementation supporting this protocol is required to state in its specification the way in which octets aretransferred, using the terms �most significant bit� and �least significant bit�. The PDUs of this protocol are defined usingthe terms �most significant bit� and �least significant bit�.NOTE � When the encoding of a PDU is represented using a diagram in this clause, the following representation is used:a)octets are shown with the lowest-numbered octet to the left, higher-numbered octets being further to the right;andb)within an octet, bits are shown with bit eight (8) to the left and bit one (1) to the right.With the exception of the inactive Network layer subset, PDUs shall contain, in the following order:

ISO/IEC 8473—1 : 1994 (E)18ITU-T Rec. X.233 (1994 E)a)the fixed part;b)the address part;c)the segmentation part, if present;d)the options part, if present;e)the reason for discard parameter (ER PDU only); andf)the data part, if present.Items (a) through (e) comprise the PDU header.In the case of the inactive Network layer subset, only the elements identified in 7.8 are present. 7.2 through 7.5 do notapply to the inactive Network layer subset.The structure is illustrated in Figure 2. For the purposes of Figure 2 and 7.5, the reason for discard parameter containedin the ER PDU is considered to be the final element of the options part.Fixed PartAddress PartSegmentation PartOptions PartDataPartDescribed inClause 7.2Clause 7.3Clause 7.4Clause 7.5Clause 7.6Figure 2 � PDU structure7.2Fixed part7.2.1GeneralThe fixed part has the format illustrated in Figure 3.Network Layer Protocol Identifier1Length Indicator2Version/Protocol Id Extension3Lifetime4Type5Segment Length6,7Checksum8,9SPMSE/ROctetFigure 3 � PDU header � Fixed part7.2.2Network layer protocol identifierThe value of this field is set to binary 1000 0001 to identify this Network layer protocol. The value of this field is set tobinary 0000 0000 to identify the inactive Network layer protocol subset.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)197.2.3Length indicatorThe length is indicated by a binary number, with a maximum value of 254 (1111 1110). The length indicated is thelength in octets of the header, as described in 7.1. The value 255 (1111 1111) is reserved for possible future extensions.NOTE � The rules for forwarding and segmentation guarantee that the header length is the same for all segments (DerivedPDUs) of an Initial PDU, and is the same as the header length of the Initial PDU. The size of a PDU header therefore will not changedue to the operation of any protocol function.7.2.4Version/protocol identifier extensionThe value of this field is binary 0000 0001, which identifies the standard version 1 of this protocol.7.2.5PDU lifetimeThe PDU lifetime field is encoded as a binary number representing the remaining lifetime of the PDU, in units of 500ms.7.2.6Flags7.2.6.1Segmentation permittedThe segmentation permitted flag indicates whether segmentation is permitted. Its value is determined by the originator ofthe PDU and cannot be changed by any other Network entity for the lifetime of the Initial PDU and any Derived PDUs.A value of one (1) indicates that segmentation is permitted. A value of zero (0) indicates that segmentation is notpermitted. When the value of zero is selected, the segmentation part of the PDU header is not present, and the value ofthe segment length field gives the total length of the PDU (see 7.2.8 and 7.4.3).7.2.6.2More segmentsThe more segments flag indicates whether or not the data part of this PDU contains (as its last octet) the last octet of theuser data in the NSDU. When the more segments flag is set to one (1), segmentation has occurred and the last octet ofthe NSDU is not contained in this PDU. The more segments flag shall not be set to one (1) if the segmentation permittedflag is not set to one (1).When the more segments flag is set to zero (0), the last octet of the data part of the PDU is the last octet of the NSDU.7.2.6.3Error reportWhen the error report flag is set to one (1), the rules in 6.10 are used to determine whether or not to generate an ErrorReport PDU if it is necessary to discard this PDU.When the error report flag is set to zero (0), discard of the PDU will not cause the generation of an Error Report PDU.7.2.7Type codeThe type code field identifies the type of the protocol data unit. Allowed values are given in Table 4.PDU TypeDT PDUBits5432111100ER PDU00001Type CodeERQ PDU11110ERP PDU11111Table 4 � PDU type codes

ISO/IEC 8473—1 : 1994 (E)20ITU-T Rec. X.233 (1994 E)7.2.8PDU segment lengthThe segment length field specifies the entire length of the PDU in octets, including both header and data (if present).When the full protocol is employed and a PDU is not segmented, the value of this field is identical to the value of thetotal length field located in the segmentation part of the header.When the non-segmenting protocol subset is employed, no segmentation part is present in the header. In this case, thesegment length field specifies the entire length of the Initial PDU, including both header and data (if present).The value of the segment length field shall not be changed for the lifetime of the PDU.7.2.9PDU checksumThe checksum is computed on the entire PDU header. For the Data, Echo Request, and Echo Reply PDUs, this includesthe segmentation and options parts (if present). For the Error Report PDU, this includes the reason for discard field aswell.A checksum value of zero (0) is reserved to indicate that the checksum is to be ignored. The operation of the PDUheader error detection function (see 6.11) ensures that the value zero does not represent a valid checksum. A non-zerovalue indicates that the checksum shall be processed; if the checksum calculation fails, the PDU shall be discarded.7.3Address part7.3.1GeneralThe address part immediately follows the fixed part of the PDU header. The address part is illustrated in Figure 4.Destination Address Length IndicatorSource Address Length IndicatorDestination AddressSource Address1011m — 1mm + 1n — 1OctetFigure 4 � PDU header � Address part7.3.2Destination and source addressesThe destination and source addresses used by this protocol are Network service access point addresses or Network entitytitles as defined in CCITT Rec. X.213 | ISO/IEC 8348.The destination and source addresses are of variable length. The destination and source addresses are encoded asNetwork protocol address information in the destination address and source address fields using the �preferred encoding�defined in CCITT Rec. X.213 | ISO/IEC 8348.The destination address length indicator field specifies the length of the destination address in octets. The destinationaddress field follows the destination address length indicator field.The source address length indicator field specifies the length of the source address in octets. The source address lengthindicator field follows the destination address field. The source address field follows the source address length indicatorfield.Each address parameter is encoded as illustrated in Figure 5.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)21Address parameter Length Indicator(e.g., �m�)OctetnAddress Parameter ValueOctetsn + 1ton + mFigure 5 � Address parameters7.4Segmentation part7.4.1GeneralIf the segmentation permitted flag in the fixed part of the PDU header (see 7.2.6.1) is set to one (1), the segmentation partof the header, illustrated in Figure 6, shall be present.If the segmentation permitted flag is set to zero (0), the segmentation part shall not be present (the non-segmentingprotocol subset is in use).Data Unit Identifiern, n + 1OctetSegment Offsetn + 2, n + 3Total Lengthn + 4, n + 5Figure 6 � PDU header � Segmentation part7.4.2Data unit identifierThe data unit identifier identifies an Initial PDU (and hence, its Derived PDUs) so that a segmented data unit may becorrectly reassembled. The data unit identifier size is two (2) octets.7.4.3Segment offsetFor each Derived PDU, the segment offset field specifies the relative position of the segment contained in the data part ofthe Derived PDU with respect to the start of the data part of the Initial PDU. The offset is measured in units of octets.The offset of the first segment (and hence, the Initial PDU) is zero (0); an unsegmented (Initial) PDU has a segmentoffset value of zero (0). The value of this field shall be a multiple of eight (8).7.4.3PDU total lengthThe total length field specifies the entire length of the Initial PDU in octets, including both the header and data. Thevalue of this field shall not be changed for the lifetime of the Initial PDU (and hence, its Derived PDUs).7.5Options part7.5.1GeneralThe options part of the PDU header is illustrated in Figure 7.

ISO/IEC 8473—1 : 1994 (E)22ITU-T Rec. X.233 (1994 E)Optionsn + 6pOctetFigure 7 � PDU header � Options partIf the options part is present, it may contain one or more parameters. The number of parameters that may be contained inthe options part is constrained by the length of the options part, which is determined by the following formula:Options part length = PDU header length — (length of fixed part + length of address part + length of segmentation part)and by the length of the individual optional parameters.Parameters defined in the options part may appear in any order. Duplication of options is not permitted. Receipt of aPDU with a duplicated option shall be treated as a protocol error. The rules governing the treatment of protocol errors aredescribed in 6.10.The encoding of parameters contained within the options part of the PDU header is illustrated in Figure 8.Parameter CodeOctetsnParameter Length (e.g., �m�)n + 1Parameter Valuen + 2ton + m + 1Figure 8 � Encoding of option parametersThe parameter code field is encoded in binary and provides for a maximum of 255 different parameters. No parametercode uses bits 8 and 7 with the value 00, so the actual maximum number of parameters is lower. A parameter code of255 (binary 1111 1111) is reserved for possible future extensions.The parameter length field indicates the length, in octets, of the parameter value field. The length is indicated by apositive binary number, m, with a minimum value of 1 and a theoretical maximum value of 254. The practical maximumvalue of m is lower. For example, in the case of a single parameter contained within the options part, two octets arerequired for the parameter code and the parameter length indicators. Thus, the value of m is limited to:m = 252 — (length of fixed part + length of address part + length of segmentation part)Accordingly, for each successive parameter the maximum value of m decreases.The parameter value field contains the value of the parameter identified in the parameter code field.The following parameters are permitted in the options part.7.5.2PaddingThe padding parameter is used to lengthen the PDU header to a convenient size (see 6.12).Parameter Code:1100 1100Parameter Length:variableParameter Value:any value is allowed.Notwithstanding the requirement stated in 7.5.1 that the value of the parameter length field be no less than 1, the receiverof a PDU containing a value of 0 for the parameter length field of the padding option (and containing, therefore, noparameter value field for the padding option) may, but is not required to, treat this as a protocol error.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)237.5.3SecurityThis parameter allows a unique and unambiguous security level to be assigned to a protocol data unit (see 6.13).Parameter Code:1100 0101Parameter Length:variableParameter Value:The high order two bits of the first octet specify the security format code, as shown in Table 5.SecurityType of Security FieldFormat Code00011011ReservedSource Address SpecificDestination Address SpecificGlobally UniqueTable 5 � Security format codesThe rest of the first octet is reserved and shall be set to zero (0) when transmitted and ignored when received. Theremainder of the parameter value field specifies the security level as described in the following clauses.7.5.3.1Source address specificThe security format code value of binary 01 indicates that the remaining octets of the parameter value field specify asecurity level which is unique and unambiguous in the context of the security classification system employed by theauthority responsible for assigning the source NSAP address.7.5.3.2Destination address specificThe security format code value of binary 10 indicates that the remaining octets of the parameter value field specify asecurity level which is unique and unambiguous in the context of the security classification system employed by theauthority responsible for assigning the destination NSAP address.7.5.3.3Globally unique securityThe security format code value of binary 11 indicates that the remaining octets of the parameter value field specify aglobally unique and unambiguous security level. This security classification system is not specified by thisRecommendation | International Standard.7.5.4Source routeingThe source routeing parameter specifies, either completely or partially, the route to be taken from sthe originatingNetwork entity to the destination Network entity (see 6.14).Parameter Code:1100 1000Parameter Length:variableParameter Value:2 octets of control information followed by a concatenation of Network entity title entriesordered from source to destination.The first octet of the parameter value is the type code, which has the following significance:0000 0000partial source routeing0000 0001complete source routeing<all other values reserved>The second octet indicates the octet offset of the next Network entity title entry to be processed in the list. It is relative tothe start of the parameter, such that a value of three (3) indicates that the next Network entity title entry beginsimmediately after this control octet. Successive octets are indicated by correspondingly larger values of this indicator.The third octet begins the Network entity title list. The list consists of variable length Network entity title entries. Thefirst octet of each entry gives the length of the Network entity title that comprises the remainder of the entry.

ISO/IEC 8473—1 : 1994 (E)24ITU-T Rec. X.233 (1994 E)7.5.5Recording of routeThe recording of route parameter identifies the intermediate systems traversed by the PDU (see 6.15).Parameter Code:1100 1011Parameter Length:variableParameter Value:2 octets of control information followed by a concatenation of Network entity title entriesordered from source to destination.The first octet of the parameter value is the type code, which has the following significance:0000 0000partial recording of route in progress0000 0001complete recording of route in progress<all other values reserved>The second octet identifies the first octet not currently used for a recorded Network entity title, and therefore also thecurrent end of the list. It is encoded relative to the start of the parameter value, such that a value of three (3) indicates thatno Network entity titles have yet been recorded. The value of 255 is used to indicate that route recording has beenterminated.The third octet begins the Network entity title list. The list consists of variable length Network entity title entries. Thefirst octet of each entry gives the length of the Network entity title comprising the remainder of the entry. Network entitytitle entries are always added to the end of the list.NOTE � The length of the record route parameter is determined by the originator of the PDU and is not changed duringthe lifetime of the PDU; hence, the operation of the record route function does not affect the length of the header.7.5.6Quality of service maintenanceThe quality of service maintenance parameter conveys information about the quality of service requested by theoriginating NS user.Network entities in intermediate systems may, but are not required to, make use of this information as an aid in selectinga route when more than one route satisfying other routeing criteria is available and the available routes are known todiffer with respect to quality of service (see 6.16).Parameter Code:1100 0011Parameter Length:variableParameter Value:The high order two bits of the first octet specify the QoS format code, as shown in Table 6.QoSType of QoS FieldFormat Code00011011ReservedSource Address SpecificDestination Address SpecificGlobally UniqueTable 6 � QoS format codesThe rest of the first octet is reserved for use by the globally unique QoS format, as described in 7.5.6.3. If any otherQoS format code is selected, bits 6—1 of the first octet shall be zero (0). The remainder of the parameter value fieldspecifies the QoS as described in the following clauses.7.5.6.1Source address specificThe QoS format code value of binary 01 indicates that the remaining octets of the parameter value field specify a QoSwhich is unique and unambiguous in the context of the QoS maintenance system employed by the authority responsiblefor assigning the source NSAP address.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)257.5.6.2Destination address specificThe QoS format code value of binary 10 indicates that the remaining octets of the parameter value field specify a QoSwhich is unique and unambiguous in the context of the QoS maintenance system employed by the authority responsiblefor assigning the destination NSAP address.7.5.6.3Globally unique QoSThe QoS format code value of binary 11 indicates that the remainder of the parameter value field specifies a globallyunique QoS maintenance field. When the globally unique QoS maintenance function is employed, the parameter valuefield shall have a total length of one octet, which is assigned the values shown in Table 7.Bits8 and 7654QoS format code of binary 11reservedsequencing vs. transit delaycongestion experiencedUsage321transit delay vs. costresidual error probability vs.transit delayresidual error probability vs. costTable 7 � Globally unique QoS parameter valuesBit 6 is reserved, and shall be set to zero (0) when transmitted and ignored when received.Bit 5 is set to one to indicate that, where possible, routeing decisions should favor sending all PDUs to the specifieddestination NSAP address over a single path (in order to maintain sequence) over minimizing transit delay. A value ofzero (0) indicates that, where possible, routeing decisions should favor low transit delay over sequence preservation.Bit 4 is set to zero by the Network entity which originates the protocol data unit. It is set to one by an intermediatesystem to indicate that this PDU has visited a congested intermediate system, and appropriate action should be taken bythe destination Network entity. Once the congestion experienced bit is set by an intermediate system, it may not be resetby any intermediate system traversed by the PDU further along the path towards the destination.Bit 3 is set to one to indicate that, where possible, routeing decisions should favor low transit delay over low cost. Avalue of 0 indicates that routeing decisions should favor low cost over low transit delay.Bit 2 is set to one to indicate that, where possible, routeing decisions should favor low residual error probability over lowtransit delay. A value of zero indicates that routeing decisions should favor low transit delay over low residual errorprobability.Bit 1 is set to one to indicate that, where possible, routeing decisions should favor low residual error probability over lowcost. A value of 0 indicates that routeing decisions should favor low cost over low residual error probability.7.5.7PriorityThe value of the priority parameter indicates the relative priority of the protocol data unit. Intermediate systems thatsupport this option shall make use of this information in routeing and in ordering PDUs for transmission (see 6.17).Parameter Code:1100 1101Parameter Length:1 octetParameter Value:0000 0000 � Normal (Default)through0000 1110 � Highest<all other values reserved>The values 0000 0001 through 0000 1110 are to be used for higher priority protocol data units. If an intermediatesystem does not support this option, all PDUs shall be treated as if the field had the value 0000 0000.

ISO/IEC 8473—1 : 1994 (E)26ITU-T Rec. X.233 (1994 E)7.6Data partThe data part of the PDU header is illustrated in Figure 9.Datap + 1zOctetFigure 9 � PDU header � Data part7.7Data PDU7.7.1StructureThe Data PDU has the format illustrated in Figure 10.Destination Address Length IndicatorSource Address Length IndicatorDestination AddressSource Address1011m — 1mm + 1n — 1OctetData Unit Identifiern, n + 1Segment Offsetn + 2, n + 3Total Lengthn + 4, n + 5Optionsn + 6pDatap + 1zChecksum8,9Segment Length6,7Type5Lifetime4Version/Protocol Id Extension3Length Indicator2Network Layer Protocol Identifier1SPMSE/RFigure 10 � Data PDU7.7.2Fixed part1)Network Layer Protocol IdentifierSee 7.2.22)Length IndicatorSee 7.2.33)Version/Protocol Id ExtensionSee 7.2.44)LifetimeSee 7.2.5

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)275)SP, MS, E/RSee 7.2.66)Type CodeSee 7.2.77)Segment LengthSee 7.2.88)ChecksumSee 7.2.97.7.3AddressesSee 7.3.7.7.4SegmentationSee 7.4.7.7.5OptionsSee 7.5.7.7.6DataSee 7.6.7.8Inactive Network layer protocol7.8.1StructureThe Inactive Network Layer Protocol PDU has the format illustrated in Figure 11.Data22 - nOctetNetwork Layer Protocol Identifier1Figure 11 � Inactive Network Layer Protocol PDU7.8.2Network layer protocol identifierThe value of the Network layer protocol identifier field is binary zero (0000 0000).7.8.3Data partThe data part may contain any number of octets up to one less than the maximum number that can be placed in the SN-Userdata parameter of the underlying SN-UNITDATA primitive. Therefore, the inactive Network layer protocol can beused only when the length of the NS-Userdata parameter in the N-UNITDATA primitive is constrained to be less than orequal to the value of the length of the SN-Userdata parameter minus one (see 7.6).7.9Error Report PDU7.9.1StructureThe format of the Error Report PDU is illustrated in Figure 12.

ISO/IEC 8473—1 : 1994 (E)28ITU-T Rec. X.233 (1994 E)Destination Address Length IndicatorSource Address Length IndicatorDestination AddressSource Address1011m — 1mm + 1n — 1OctetOptionsnp - 1Reason for Discardpq - 1Checksum8,9Segment Length6,7Type5Lifetime4Version/Protocol Id Extension3Length Indicator2Network Layer Protocol Identifier1SPMSE/RData PartqzFigure 12 � Error Report PDU7.9.2Fixed partThe fixed part of the Error Report PDU is composed in the same way as a new (Initial) Data PDU.1)Network Layer Protocol IdentifierSee 7.2.22)Length IndicatorSee 7.2.33)Version/Protocol Id ExtensionSee 7.2.44)LifetimeSee 7.2.55)SP, MS, E/R (Always set to zero)See 6.106)Type CodeSee 7.2.77)Segment LengthSee 7.2.88)ChecksumSee 7.2.97.9.3AddressesThe destination address specifies the Network entity title of the originator of the discarded PDU. The source addressspecifies the title of the intermediate system or end system Network entity initiating the Error Report PDU (see 7.3).7.9.4OptionsSee 7.5.7.9.5Reason for discardThis parameter is valid only for the Error Report PDU.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)29Parameter Code:1100 0001Parameter Length:two octetsParameter Value:type of error encoded in binary.The parameter values are listed in Table 8.The first octet of the parameter value contains an error type code. If the error in the discarded PDU can be localized to aparticular field, the number of the first octet of that field is stored in the second octet of the reason for discard parameterfield. If the error cannot be localized to a particular field, or if the error is a checksum error, then the value zero (0) isstored in the second octet of the reason for discard parameter field.7.9.6Data partThis field contains the entire header of the discarded PDU, and may contain none, some, or all of the data part of thediscarded PDU.MeaningParameterValueClass ofError00000000000100100011010001010110011100000001000000010010001100000001000000010010001101000000Reason not specifiedProtocol procedure errorIncorrect checksumPDU discarded due to congestionHeader syntax error (cannot be parsed)Segmentation needed but not permittedIncomplete PDU receivedDuplicate optionDestination address unreachableDestination address unknownUnspecified source routeing errorSyntax error in source routeing fieldUnknown address in source routeing fieldPath not acceptableLifetime expired while data unit in transitLifetime expired during reassemblyUnsupported option not specifiedUnsupported protocol versionUnsupported security optionUnsupported source routeing optionUnsupported recording of route optionReassembly interferenceGeneralAddressSourceRouteingLifetimePDUDiscardedReassembly10001011101010011100Table 8 � Reason for discard parameter values7.10Echo Request PDUThe ERQ PDU has the same format as the DT PDU (see 7.7).7.11Echo Response PDUThe ERP PDU has the same format as the DT PDU (see 7.7).8Provision of the underlying serviceSubnetwork dependent convergence functions may be performed to provide an underlying connectionless-mode servicewhen a real subnetwork does not inherently provide the underlying connectionless-mode service assumed by the protocol.If a subnetwork inherently provides a connection-mode service, a subnetwork dependent convergence function provides a

ISO/IEC 8473—1 : 1994 (E)30ITU-T Rec. X.233 (1994 E)mapping into the required underlying connectionless-mode service. Subnetwork dependent convergence functions mayalso be required in those cases in which functions assumed from the underlying service are not performed. In some cases,this may require the operation of an explicit protocol (i.e., a protocol involving explicit exchanges of protocol controlinformation between peer Network entities) in the subnetwork dependent convergence protocol (SNDCP) role.However, there may also be cases in which the functionality required to fulfill the SNDCP role consists simply of a setof rules for manipulating the underlying service (without the exchange of PCI between peer Network entities).8.1Subnetwork points of attachmentThe source address and destination address parameters in the SN-UNITDATA primitive specify the points of attachmentto a public or private subnetwork(s). Subnetwork point of attachment addresses (SNPAs) are defined by each individualsubnetwork authority. The syntax and semantics of SNPAs are not defined by this Recommendation | InternationalStandard.8.2Subnetwork quality of serviceAssociated with each connectionless-mode transmission, certain measures of quality of service are requested when theSN-UNITDATA primitive action is initiated. These requested measures (or parameter values and options) are based on apriori knowledge of the service available from the subnetwork. Knowledge of the nature and type of service available istypically obtained prior to an invocation of the underlying connectionless-mode service.The quality of service parameters identified for the underlying connectionless-mode service may in some circumstancesbe directly derivable from or mappable onto those identified in the connectionless-mode Network service. The followingparameters as defined in CCITT Rec. X.213 | ISO/IEC 8348 may be employed:a)transit delay;b)protection against unauthorized access;c)cost determinants;d)priority; ande)residual error probability.NOTE � For those real subnetworks which do not inherently provide quality of service as a parametereter, it is a localmatter as to how the semantics of the service requested might be preserved. In particular, there may be instances in which the qualityof service requested cannot be maintained. In such circumstances, an attempt shall be made to deliver the protocol data unit atwhatever quality of service is available.In general, either the SNDCF or the subnetwork itself may perform functions associated with specific QoS requests.These functions may be optionally selected by the CLNP. The relevant subnetwork QoS parameters are classified asfollows:a)those QoS parameters for which the SNDCF or the subnetwork itself performs functions expresslydesigned to provide information for the route PDU function of the CLNP;b)those QoS parameters for which the SNDCF or the subnetwork itself performs functions expresslydesigned to provide the desired QoS; andc)those QoS parameters for which the SNDCF or the subnetwork itself may be called upon to performeither of the functions (a) or (b) above.The determination of values for these QoS parameters is provided in the following clauses.8.2.1Transit delayTransit delay is the elapsed time between an SN-UNITDATA request and the corresponding SN-UNITDATA indication.Elapsed time values are calculated on SNSDUs that are successfully transmitted. Successful transmission of an SNSDUis defined to occur when an SNSDU transmitted by the sending SNDCF is delivered to the intended destinationSNDCF. Transit delay is based on an SNSDU size of 512 octets, and is specified in units of 500ms.Transit delay is determined by the SNDCF prior to the processing of any user data by the subnetwork. The mechanismwhereby transit delay information is passed to the route PDU function of the CLNP is a local matter. Transit delay maybe either measured or estimated. The SNDCFs described herein do not provide any means for measuring or estimatingtransit delay beyond any such means provided by the underlying subnetwork.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)31NOTES1If transit delay is to be measured, an SNDCP designed to bound the transit time of SNSDUs that cross thesubnetwork should be used prior to the processing of any data requests to determine the actual delay.2Transit delay within a given subnetwork may vary. Where transit delay is measured, it may be necessary toperiodically repeat the measurement process in order to maintain accurate measures in any routeing informationmaintained by the Network entity.3If no better measures are available, transit delay may be estimated by sending an SNSDU (via some uniquelyidentified protocol data unit which prompts a response) and by measuring the elapsed time between the S N -UNITDATA requests and the corresponding SN-UNITDATA indications. This results in an overestimate of delaysuch that the CLNP may be expected to operate correctly. If transit delay is estimated, it is preferred that estimates behigh rather than low in order that uncertainties in transit delay do not prevent the CLNP from discarding protocol dataunits whose intended lifetime has expired.8.2.2Protection from unauthorized accessNo recommendation is made concerning how to provide protection against passive monitoring, modification, replay,addition, or deletion of SN-Userdata.8.2.3Residual error probabilityResidual error probability is estimated as the ratio of lost, duplicated, or incorrectly delivered SNSDUs to total SNSDUstransmitted by the SNDCF during a measurement period. The mechanism whereby residual error probability is passed tothe route PDU function of the CLNP is a local matter.Residual error probability is known by the SNDCF prior to the processing of any user data by the subnetwork, either as aresult of the SNDCF having maintained a history of measures of residual error probability, or as a result of informationobtained from the provider of the underlying service.NOTE � For subnetworks which provide a connection-mode service, residual error probability is determined on anindividual connection basis.8.2.4Cost determinantsThis subclause is applicable only to ISO/IEC 8473.The attempt to satisfy the constraints imposed by the NS user via the cost determinants quality of service parameter isperformed by the route PDU function invoked by the CLNP. Where pertinent, information relating to tariff(s) assessedon a per packet or per connection basis is passed to the route PDU function of the CLNP. The mechanism by which thisis accomplished is a local matter.NOTE � The route PDU function invoked by the CLNP may be required to perform the following cost assessments. If:a)there is to be no incrememtal cost incurred in the processing of the SNSDU submitted, and there is a tariff assessed ona per packet basis;b)there is to be no additional cost incurred, and no connection is currently available to the specified destination, and atariff is assessed on a per connection basis by the subnetwork (e.g. for virtual circuit setup, holding time of the virtualcircuit, etc.); orc)a maximum acceptable cost has been specified for the processing of the NSDU, and that cost is likely to be exceeded,then the route PDU function should return a result indicating that the CLNP should attempt to deliver the NSDU via some alternateroute. If an alternate route cannot be found, a local function may be invoked to notify the NS user of the inability of the NS providerto deliver this NSDU (and possibly subsequent NSDUs) under the stated constraint.8.3Subnetwork user dataThe SN-Userdata is an ordered multiple of octets, and is transferred transparently between the specified subnetworkpoints of attachment.The underlying service assumed by the CLNP is required to support a service data unit size of at least 512 octets.If the minimum service data unit sizes supported by all of the subnetworks involved in the transmission of a particularPDU are known to be large enough that segmentation is not required, then either the full protocol or the non-segmentingprotocol subset may be used.

ISO/IEC 8473—1 : 1994 (E)32ITU-T Rec. X.233 (1994 E)Data received from a subnetwork with protocol identification specifying this protocol (see 7.2.2) shall be processedaccording to this Recommendation | International Standard.NOTE � Data with other protocol identification should be ignored, since it may have been sent by an implementationsupporting additional protocols intended for use with this protocol.8.4Subnetwork dependent convergence functionsThe general model for providing the underlying service assumed by the protocol in conjunction with a real subnetworkthat uses a connectionless subnetwork access protocol is as follows. The generation of an SN-UNITDATA request by theCLNP results in the generation of a corresponding subnetwork-specific UNITDATA request by the subnetworkdependent convergence function. The receipt of a subnetwork-specific UNITDATA indication associated with deliveryof a connectionless data unit to its destination causes the SNDCF to generate an SN-UNITDATA indication to theCLNP.The general model for providing the underlying service assumed by the CLNP in conjunction with a real subnetwork thatuses a connection-mode subnetwork access protocol is as follows. The generation of an SN-UNITDATA request by theCLNP causes a connection (logical channel, logical link, or the equivalent) to be made available for the transmission ofSN-Userdata. If a connection cannot be made available, the SN-UNITDATA request is discarded. The receipt ofsubnetwork-specific PDUs containing SN-Userdata causes the SNDCF to generate an SN-UNITDATA indication to theCLNP.Where a real subnetwork is designed to use either a connectionless-mode or a connection-mode subnetwork accessprotocol, the provision of the underlying service assumed by the CLNP is achieved by using the connectionless-modealternative.The way in which the underlying service is provided by specific subnetwork types is defined in other Recommendations |parts of this International Standard.9Conformance9.1Static conformance9.1.1End systemsAn implementation claiming conformance to this Recommendation | International Standard as an end system shall:a)support the transmission and reception of NPDUs using the full protocol;b)support the reception of NPDUs conveyed using the non-segmenting protocol subset;c)support the protocol functions identified in Table 9 as mandatory for end systems; andd)be capable of operating over one or more subnetworks, using the appropriate subnetwork dependentconvergence function(s) specified in other Recommendations | parts of this International Standard.Such an end system may (as implementation options), but is not required to:e)support the transmission of NPDUs using the non-segmenting protocol subset;f)support the transmission and reception of NPDUs using the inactive Network layer protocol subset; andg)support any of the protocol functions identified in Table 9 as optional for end systems.NOTE � Although item (a) above requires end systems to support both the transmission and the reception of NPDUs, therequirements for transmission and reception are specified separately in Table 9. In general, the procedures to be followed in order tosupport a given function are different for the sending and receiving senses. The separate specification (1) distinguishes between therequirements for two functions (PDU lifetime control and padding) for which support is mandatory for one sense of PDU transfer andoptional for the other; and (2) clarifies the fact that support of several of the functions is applicable only for one sense of PDUtransfer.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)339.1.2Intermediate systemsAn implementation claiming conformance to this Recommendation | International Standard as an intermediate systemshall:a)support the protocol functions identified in Table 9 as mandatory for intermediate systems; andb)be capable of operating over one or more subnetworks, using the appropriate subnetwork dependentconvergence function(s) specified in other Recommendations | parts of this International Standard.Such an intermediate system may (as an implementation option), but is not required to:c)support any of the protocol functions identified in Table 9 as optional for intermediate systems.9.2Dynamic conformanceAn implementation claiming conformance to this Recommendation | International Standard shall exhibit externallyobservable behaviour consistent with its having implemented:a)each protocol function that it supports in accordance with the function�s specification, as contained in thesubclause referenced from Table 9; andb)the relevant subnetwork dependent convergence function(s) in accordance with the specification containedin other Recommendations | parts of this International Standard.All PDUs transmitted shall be structured as specified in clause 7.An implementation that does not support a function identified in Table 9 as optional shall, upon receiving a PDU inwhich that function is selected, either discard the PDU and invoke the error reporting function, or process the PDU asthough the function had not been selected, in accordance with the specification contained in 6.21.9.3PICS proformaThe supplier of a protocol implementation that claims to conform to this Recommendation | International Standard shallcomplete a copy of the PICS proforma provided in Annex A, including the information necessary to identify both thesupplier and the implementation.

ISO/IEC 8473—1 : 1994 (E)34ITU-T Rec. X.233 (1994 E)Protocol functionEnd system (note 1)PDU Composition (note 2)PDU Decomposition (note 2)Header Format AnalysisPDU Lifetime ControlRoute PDUForward PDUSegmentation (note 2)Reassembly (note 2)Discard PDUError ReportingHeader Error DetectionSecurityComplete Source RouteingComplete Route RecordingSendingMN/AN/AMMMMN/AN/AMMOOON/AMMON/AN/AN/AMMMMO (Note 4)N/AO (Note 4)N/AMMMMNote 3O (Note 4)MMMO (Note 4)O (Note 4)OOOON/AON/AO (Note 4)O (Note 4)O (Note 4)O (Note 4)MO (Note 4)O (Note 4)O (Note 4)O (Note 4)O (Note 4)MReceivingN/AKey:M: Mandatory function; this function shall be implementedO: Implementation option, as described in the textN/A: Not applicablePartial Source RouteingPartial Route RecordingPriorityQoS MaintenanceCongestion NotificationPaddingEcho requestEcho responseO (Note 4)O (Note 4)O (Note 4)O (Note 4)ON/AReferenceIntermediatesystem6.16.26.36.46.56.66.76.86.96.106.116.136.146.156.146.156.176.166.186.126.196.20O (Note 4)Table 9 � Static conformance requirementsNOTES1The status in the �sending� column applies to the support of the given function for DT, ER, ERQ, and ERP PDUssent by the end system; similarly, the status in the �receiving� column applies to the support of the given function forDT, ER, ERQ, and ERP PDUs received by the end system.2The PDU composition, PDU decomposition, segmentation, and reassembly functions are not relevant for ER PDUs.3The segment PDU function is in general mandatory for an intermediate system. However, a system which is to beconnected only to subnetworks that all offer the same maximum SDU size (such as identical local area networks) willnot need to perform this function, and therefore does not need to implement it.4See 9.2 for related dynamic conformance requirements that apply when this option is not supported.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)35Annex A1PICS proforma(This annex forms an integral part of this Recommendation | International Standard.)A.1 IntroductionThe supplier of a protocol implementation which is claimed to conform to this Recommendation | International Standardshall complete the following Protocol Implementation Conformance Statement (PICS) proforma.A completed PICS proforma is the PICS for the implementation in question. The PICS is a statement of whichcapabilities and options of the protocol have been implemented. The PICS can have a number of uses, including use�by the protocol implementor, as a check-list to reduce the risk of failure to conform to the standard throughoversight;�by the supplier and acquirer � or potential acquirer � of the implementation, as a detailed indication ofthe capabilities of the implementation, stated relative to the common basis for understanding provided bythe standard PICS proforma;�by the user � or potential user � of the implementation, as a basis for initially checking the possibility ofinterworking with another implementation (note that, while interworking can never be guaranteed, failureto interwork can often be predicted from incompatible PICSs);�by a protocol tester, as the basis for selecting appropriate tests against which to assess the claim forconformance of the implementation.A.2 Abbreviations and special symbolsA.2.1Status symbolsMmandatoryOoptionalO.<n>optional, but support of at least one of the group of options labelled by the same numeral <n> is requiredXprohibited<pred>:conditional-item symbol, including predicate identification (see A.3.4)^logical negation, applied to a conditional item�s predicateA.2.2Other symbols<r>receive aspects of an item<s>send aspects of an item1 Copyright release for PICS proformasUsers of this Recommendation | International Standard may freely reproduce the PICS proforma in this Annex so that itcan be used for its intended purpose and may further publish the completed PICS.

ISO/IEC 8473—1 : 1994 (E)36ITU-T Rec. X.233 (1994 E)A.3 Instructions for completing the PICS proformaA.3.1General structure of the PICS proformaThe first part of the PICS proforma � Implementation Identification and Protocol Summary � is to be completed asindicated with the information necessary to identify fully both the supplier and the implementation.The main part of the PICS proforma is a fixed-format questionnaire divided into a number of major subclauses; thesecan be divided into further subclauses each containing a group of individual items. Answers to the questionnaire items areto be provided in the rightmost column, either by simply marking an answer to indicate a restricted choice (usually Yes orNo), or by entering a value or a set or range of values.NOTE � There are some items for which two or more choices from a set of possible answers can apply. All relevantchoices are to be marked in these cases.Each item is identified by an item reference in the first column; the second column contains the question to be answered;and the third column contains the reference or references to the material that specifies the item in the main body of thisRecommendation | International Standard. The remaining columns record the status of the item � whether support ismandatory, optional, prohibited, or conditional � and provide space for the answers (see also A.3.4).A supplier may also provide further information, categorized as either Additional Information or Exception Information.When present, each kind of further information is to be provided in a further subclause of items labelled A<i> or X<i>,respectively, for cross-referencing purposes, where <i> is any unambiguous identification for the item (e.g., a number);there are no other restrictions on its format or presentation.A completed PICS proforma, including any Additional Information and Exception Information, is the ProtocolImplementation Conformance Statement for the implementation in question.NOTE � Where an implementation is capable of being configured in more than one way, a single PICS may be able todescribe all such configurations. However, the supplier has the choice of providing more than one PICS, each covering some subset ofthe implementation�s configuration capabilities, in cases where this makes for easier and clearer presentation of the information.A.3.2Additional informationItems of Additional Information allow a supplier to provide further information intended to assist in the interpretation ofthe PICS. It is not intended or expected that a large quantity will be supplied, and a PICS can be considered completewithout any such information. Examples might be an outline of the ways in which a (single) implementation can be setup to operate in a variety of environments and configurations, or a brief rationale � based perhaps upon specificapplication needs � for the exclusion of features which, although optional, are nonetheless commonly present inimplementations of this protocol.References to items of Additional Information may be entered next to any answer in the questionnaire, and may beincluded in items of Exception Information.A.3.3Exception informationIt may occasionally happen that a supplier will wish to answer an item with mandatory or prohibited status (after anyconditions have been applied) in a way that conflicts with the indicated requirement. No pre-printed answer will befound in the support column for this; instead, the supplier shall write the missing answer into the Support column,together with an X<i> reference to an item of Exception Information, and shall provide the appropriate rationale in theException Information item itself.An implementation for which an Exception Information item is required in this way does not conform to thisRecommendation | International Standard.NOTE � A possible reason for the situation described above is that a defect in the standard has been reported, a correctionfor which is expected to change the requirement not met by the implementation.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)37A.3.4Conditional statusA.3.4.1Conditional itemsThe PICS proforma contains a number of conditional items. These are items for which the status � mandatory,optional, or prohibited � that applies is dependent upon whether or not certain other items are supported, or upon thevalues supported for other items.In many cases, whether or not the item applies at all is conditional in this way, as well as the status when the item doesapply.Where a group of items is subject to the same condition for applicability, a separate preliminary question about thecondition appears at the head of the group, with an instruction to skip to a later point in the questionnaire if the �NotApplicable� answer is selected. Otherwise, individual conditional items are indicated by one or more conditionalsymbols (on separate lines) in the status column.A conditional symbol is of the form �<pred>:<x>� where �<pred>� is a predicate as described in A.3.4.2, and �<x>� isone of the status symbols M, O, O.<n>, or X.If the value of the predicate in any line of a conditional item is true (see A.3.4.2), then the conditional item is applicable,and its status is that indicated by the status symbol following the predicate; the answer column is to be marked in theusual way. If the value of a predicate is false, the Not Applicable (N/A) answer is to be marked in the relevant line. Eachline in a multi-line conditional item should be marked: at most one line will require an answer other than N/A.A.3.4.2PredicatesA predicate is one of the following:a)an item-reference for an item in the PICS proforma: the value of the predicate is true if the item is markedas supported, and is false otherwise;b)a predicate name, for a predicate defined elsewhere in the PICS proforma (usually in the MajorCapabilities section or at the end of the section containing the conditional item): see below; orc)the logical negation symbol �^� prefixed to an item-reference or predicate name: the value of thepredicate is true if the value of the predicate formed by omitting the �^� is false, and vice versa.The definition for a predicate name is one of the followinga)an item-reference, evaluated as at (a) above;b)a relation containing a comparison operator ( =, < , etc.) with at least one of its operands being an item-reference for an item taking numerical values as its answer; the predicate is true if the relation holds wheneach item-reference is replaced by the value entered in the Support column as an answer to the itemreferred to; orc)a boolean expression constructed by combining simple predicates, as in (a) and (b), using the booleanoperators AND, OR, and NOT, and parentheses, in the usual way; the value of such a predicate is true ifthe boolean expression evaluates to true when the simple predicates are interpreted as described above.Each item whose reference is used in a predicate or predicate definition is indicated by an asterisk in the Item column.

ISO/IEC 8473—1 : 1994 (E)38ITU-T Rec. X.233 (1994 E)A.4 IdentificationA.4.1Implementation identificationSupplierContact point forqueries about the PICSImplementation name(s)and version(s)Other information necessaryfor full identification(e.g., name(s) and version(s)of machines and/or operatingsystems, system name(s))NOTES1Only the first three items are required for all implementations; other information may be completed as appropriate inmeeting the requirement for full identification.2The terms Name and Version should be interpreted appropriately to correspond with a supplier�s terminology (e.g.,Type, Series, Model).

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)39A.4.2Protocol summaryProtocol version(s) supportedIdentification ofprotocol specificationHave any Exception Information items been required (see A.3.3)?(The answer YES means that the implementation does not conform to this Recommendation | International Standard)Identification of corrigendaand amendments to the PICS proformaITU-T Recommendation X.233 (1994) | ISO/IEC 8473-1 : 1994Date of statementYESNOA.5Major capabilitiesItemCapabilityEnd systemESYESNOReferenceStatusSupportO.1*Intermediate systemISYESNOO.1*<r> Full protocolFL-rYESM<s> Full protocolFL-sYESM<r> Non-segmenting subsetNSS-rYESM<s> Non-segmenting subsetNSS-sIS:M*YESN/A^IS:OYESNON/A<r> Inactive subsetIAS-rES:O<s> Inactive subsetIAS-sIAS-r:M*YESN/A^IAS-r:XNON/A*YESNON/A665.25.25.25.2

ISO/IEC 8473—1 : 1994 (E)40ITU-T Rec. X.233 (1994 E)A.6End systemsA.6.1ApplicabilityThe PICS proforma items in clause A.6 are applicable only to end system implementations; i.e. those in which item ESin clause A.5 is supported. The items in clause A.6.4.4 are applicable only to end system implementations that supportthe echo request function; i.e., those in which item eEreq in clause A.6.2 is supported. The items in clause A.6.4.5 areapplicable only to end system implementations that support the echo response function; i.e., those in which item eErsp inclause A.6.2 is supported.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)41A.6.2Supported functionsItemFunctionPDU compositionePDUCYESReferenceStatusSupportM6.1PDU decompositionePDUDYESM6.2Header format analysiseHFAYESM6.3<s> PDU lifetime controlePDUL-sYESM6.4<r> PDU lifetime controlePDUL-rYESNOO6.4Route PDUeRoutYESM6.5Forward PDUeForwYESM6.6Segment PDUeSegmYESM6.7Reassemble PDUeReasYESM6.8Discard PDUeDiscYESM6.9Error reportingeErepYESM6.10<s> Header error detectioneEdec-sYESM6.11<r> Header error detectioneEdec-rYESM6.11<s> SecurityeSecu-sYESNOO*6.13<r> SecurityeSecu-rYESNOO*6.13<s> Complete route recordingeCRR-sYESNOO*6.15<r> Complete route recordingeCRR-rYESNOO*6.15<s> Partial route recordingePRR-sYESNOO*6.15<r> Partial route recordingePRR-rYESNOO*6.15Complete source routeingeCSRYESNOO*6.14Partial source routeingePSRYESNOO*6.14<s> PriorityePri-sYESNOO*6.17<r> PriorityePri-rYESNOO*6.17<s> QOS maintenanceeQOSM-sYESNOO*6.16<r> QOS maintenanceeQOSM-rYESNOO*6.16<s> Congestion notificationeCong-sYESN/AeQOSM-s:M*6.18<r> Congestion notificationeCong-rYESNOO*6.18<s> PaddingePadd-sYESNOO*6.12<r> PaddingePadd-rYESM6.12Echo requesteEreqYESNOO6.19Echo responseeErspYESNOO6.20Create segments smallerthan necessaryeSegSYESNOO6.8

ISO/IEC 8473—1 : 1994 (E)42ITU-T Rec. X.233 (1994 E)A.6.3Supported PDUsItemNPDUReferenceStatusSupportDT (full protocol) transmiteDT-tMYES7.7DT (full protocol) receiveeDT-rMYES7.7DT (non-segmenting) transmiteDTNS-tNSS-s:MYESN/A7.7DT (non-segmenting) receiveeDTNS-rMYES7.7ER transmiteER-tMYES7.9ER receiveeER-rMYES7.9Inactive PDU transmiteIN-tIAS-s:MYESN/A7.8Inactive PDU receiveeIN-rIAS-r:MYESN/A7.8ERQ transmiteERQ-teEreq:MYESN/A7.10ERQ receiveeERQ-rMYES7.10ERP transmiteERP-teErsp:MYESN/A7.11ERP receiveeERP-rMYES7.11

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)43A.6.4Supported parametersA.6.4.1DT parametersItemParameter<s> Fixed partedFxPt-sYESReferenceStatusSupportM7.2<r> Fixed partedFxPt-rYESM7.2<s> AddressesedAddr-sYESM7.3<r> AddressesedAddr-rYESM7.3<s> Segmentation partedSeg-sYESM7.4<r> Segmentation partedSeg-rYESM7.4<s> PaddingedPadd-sYESePadd-s:M7.5.2<r> PaddingedPadd-rYESM7.5.2<s> SecurityedSecu-sYESeSecu-s:M7.5.3<r> SecurityedSecu-rYESeSecu-r:M7.5.3<s> Complete route recordingedCRR-sYESeCRR-s:M7.5.5<r> Complete route recordingedCRR-rYESeCRR-r:M7.5.5<s> Partial route recordingedPRR-sYESePRR-s:M7.5.5<r> Partial route recordingedPRR-rYESePRR-r:M7.5.5<s> Complete source routeingedCSR-sYESeCSR:M7.5.4<s> Partial source routeingedPSR-sYESePSR:M7.5.4<s> QOS maintenanceedQOSM-sYESc1:M7.5.6<r> QOS maintenanceedQOSM-rYESc2:M7.5.6<s> PriorityedPri-sYESePri-s:M7.5.7<r> PriorityedPri-rYESePri-r:M7.5.7<s> DataedData-sYESM7.6<r> DataedData-rYESM7.6Are received PDUs containingedUnSup2YESM6.21parameters selectingunsupported Type 2 functionsdiscarded and whereappropriate an Error ReportPDU generated?Are parameters selectingedUnSup3YESM6.21N/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/Aunsupported Type 3functions ignored?Definition of conditional status entries:c1: eQOSM-s OR eCong-sc2: eQOSM-r OR eCong-r

ISO/IEC 8473—1 : 1994 (E)44ITU-T Rec. X.233 (1994 E)A.6.4.2ER parametersItemParameter<s> Fixed parteeFxPt-sYESReferenceStatusSupportM7.2<r> Fixed parteeFxPt-rYESM7.2<s> AddresseseeAddr-sYESM7.3<r> AddresseseeAddr-rYESM7.3<s> PaddingeePadd-sYESePadd-s:M7.5.2<r> PaddingeePadd-rYESM7.5.2<s> SecurityeeSecu-sYESeSecu-s:M7.5.3<r> SecurityeeSecu-rYESeSecu-r:M7.5.3<s> Complete route recordingeeCRR-sYESeCRR-s:M7.5.5<r> Complete route recordingeeCRR-rYESeCRR-r:M7.5.5<s> Partial route recordingeePRR-sYESePRR-s:M7.5.5<r> Partial route recordingeePRR-rYESePRR-r:M7.5.5<s> Complete source routeingeeCSR-sYESeCSR:M7.5.4<s> Partial source routeingeePSR-sYESePSR:M7.5.4<s> QOS maintenanceeeQOSM-sYESc1:M7.5.6<r> QOS maintenanceeeQOSM-rYESc2:M7.5.6<s> PriorityeePri-sYESePri-s:M7.5.7<r> PriorityeePri-rYESePri-r:M7.5.7N/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/A<s> DataeeData-sYESM7.9.6<r> DataeeData-rYESM7.9.6Are received PDUs containingeeUnSup2YESM6.21parameters selectingunsupported Type 2 functionsdiscarded?Are parameters selectingeeUnSup3YESM6.21unsupported Type 3functions ignored?<s> Reason for discardeeDisc-sYESM7.9.5<r> Reason for discardeeDisc-rYESM7.9.5Definition of conditional status entries:c1: eQOSM-s OR eCong-sc2: eQOSM-r OR eCong-r

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)45A.6.4.3Inactive network layer protocol PDU parametersItemParameter<s> Inactive network layereiNLPI-sYESReferenceStatusSupportIAS-s:M7.8.2protocol identifier<r> Inactive network layereiNLPI-rYESIAS-r:M7.8.2protocol identifier<s> DataeiData-sYESIAS-s:M7.8.3<r> DataeiData-rYESIAS-r:M7.8.3N/AN/AN/AN/A

ISO/IEC 8473—1 : 1994 (E)46ITU-T Rec. X.233 (1994 E)A.6.4.4ERQ parametersItemParameter<s> Fixed parteqFxPt-sYESReferenceStatusSupportM7.2<r> Fixed parteqFxPt-rYESM7.2<s> AddresseseqAddr-sYESM7.3<r> AddresseseqAddr-rYESM7.3<s> Segmentation parteqSeg-sYESM7.4<r> Segmentation parteqSeg-rYESM7.4<s> PaddingeqPadd-sYESePadd-s:M7.5.2<r> PaddingeqPadd-rYESM7.5.2<s> SecurityeqSecu-sYESeSecu-s:M7.5.3<r> SecurityeqSecu-rYESeSecu-r:M7.5.3<s> Complete route recordingeqCRR-sYESeCRR-s:M7.5.5<r> Complete route recordingeqCRR-rYESeCRR-r:M7.5.5<s> Partial route recordingeqPRR-sYESePRR-s:M7.5.5<r> Partial route recordingeqPRR-rYESePRR-r:M7.5.5<s> Complete source routeingeqCSR-sYESeCSR:M7.5.4<s> Partial source routeingeqPSR-sYESePSR:M7.5.4<s> QOS maintenanceeqQOSM-sYESc1:M7.5.6<r> QOS maintenanceeqQOSM-rYESc2:M7.5.6<s> PriorityeqPri-sYESePri-s:M7.5.7<r> PriorityeqPri-rYESePri-r:M7.5.7<s> DataeqData-sYESM7.6<r> DataeqData-rYESM7.6Are received PDUs containingeqUnSup2YESM6.21parameters selectingunsupported Type 2 functionsdiscarded and whereappropriate an Error ReportPDU generated?Are parameters selectingeqUnSup3YESM6.21N/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/Aunsupported Type 3functions ignored?Definition of conditional status entries:c1: eQOSM-s OR eCong-sc2: eQOSM-r OR eCong-r

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)47A.6.4.5ERP parametersItemParameter<s> Fixed partepFxPt-sYESReferenceStatusSupportM7.2<r> Fixed partepFxPt-rYESM7.2<s> AddressesepAddr-sYESM7.3<r> AddressesepAddr-rYESM7.3<s> Segmentation partepSeg-sYESM7.4<r> Segmentation partepSeg-rYESM7.4<s> PaddingepPadd-sYESePadd-s:M7.5.2<r> PaddingepPadd-rYESM7.5.2<s> SecurityepSecu-sYESeSecu-s:M7.5.3<r> SecurityepSecu-rYESeSecu-r:M7.5.3<s> Complete route recordingepCRR-sYESeCRR-s:M7.5.5<r> Complete route recordingepCRR-rYESeCRR-r:M7.5.5<s> Partial route recordingepPRR-sYESePRR-s:M7.5.5<r> Partial route recordingepPRR-rYESePRR-r:M7.5.5<s> Complete source routeingepCSR-sYESeCSR:M7.5.4<s> Partial source routeingepPSR-sYESePSR:M7.5.4<s> QOS maintenanceepQOSM-sYESc1:M7.5.6<r> QOS maintenanceepQOSM-rYESc2:M7.5.6<s> PriorityepPri-sYESePri-s:M7.5.7<r> PriorityepPri-rYESePri-r:M7.5.7<s> DataepData-sYESM7.6<r> DataepData-rYESM7.6Are received PDUs containingepUnSup2YESM6.21parameters selectingunsupported Type 2 functionsdiscarded and whereappropriate an Error ReportPDU generated?Are parameters selectingepUnSup3YESM6.21N/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/AN/Aunsupported Type 3functions ignored?Definition of conditional status entries:c1: eQOSM-s OR eCong-sc2: eQOSM-r OR eCong-r

ISO/IEC 8473—1 : 1994 (E)48ITU-T Rec. X.233 (1994 E)A.6.5TimersItemTimerIs reassembly timereLifReasYESReferenceStatusSupportM6.8ValuesValues supported<= received derivedPDU lifetime?What values of theeReasLim500ms6.8reassembly timerare supported?to127.5s

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)49A.7Intermediate systemsA.7.1ApplicabilityThe PICS proforma items in clause A.7 are applicable only to intermediate system implementations; i.e. those in whichitem IS in clause A.5 is supported. The items in clause A.7.4.3 are applicable only to intermediate systemimplementations that support the echo request function; i.e., those in which item eEreq in clause A.7.2 is supported. Theitems in clause A.7.4.4 are applicable only to intermediate system implementations that support the echo responsefunction; i.e., those in which item eErsp in clause A.7.2 is supported.A.7.2Supported functionsItemFunctionPDU compositioniPDUCYESReferenceStatusSupportM6.1PDU decompositioniPDUDYESM6.2Header format analysisiHFAYESM6.3<s> PDU lifetime controliPDULYESM6.4Route PDUiRoutYESM6.5Forward PDUiForwYESM6.6Segment PDUiSegmYESiDSNS:M6.7Reassemble PDUiReasYESiErsp:M6.8Discard PDUiDiscYESM6.9Error reportingiErepYESM6.10<s> Header error detectioniEdecYESM6.11<s> SecurityiSecuYESNOO*6.13<s> Complete route recordingiCRRYESNOO*6.15<s> Partial route recordingiPRRYESNOO*6.15Complete source routeingiCSRYESNOO*6.14Partial source routeingiPSRYESNOO*6.14<s> PriorityiPriYESNOO*6.17<s> QOS maintenanceiQOSMYESNOO*6.16<s> Congestion notificationiCongYESNOO*6.18<s> PaddingiPaddYESM6.12Echo requestiEreqYESNOO6.19Echo responseiErspYESNOO6.20Create segments smalleriSegSYESNOO6.8Simultaneous support ofiDSNSYESNOOTable 9than necessarysubnetworks with differentSN-Userdata sizesnote 3N/AYES^iErsp:ONON/AN/A*

ISO/IEC 8473—1 : 1994 (E)50ITU-T Rec. X.233 (1994 E)A.7.3Supported PDUsItemNPDUReferenceStatusSupportDT (full protocol) transmitiDT-tMYES7.7DT (full protocol) receiveiDT-rMYES7.7DT (non-segmenting) transmitiDTNS-tMYES7.7DT (non-segmenting) receiveiDTNS-rMYES7.7ER transmitiER-tMYES7.9ER receiveiER-rMYES7.9ERQ transmitiERQ-tiEreq:MYESN/A7.10ERQ receiveiERQ-rMYES7.10ERP transmitiERP-tiErsp:MYESN/A7.11ERP receiveiERP-rMYES7.11

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)51A.7.4Supported parametersA.7.4.1DT parametersItemParameter<s> Fixed partidFxPt-sYESReferenceStatusSupportM7.2<r> Fixed partidFxPt-rYESM7.2<s> AddressesidAddr-sYESM7.3<r> AddressesidAddr-rYESM7.3<s> Segmentation partidSeg-sYESM7.4<r> Segmentation partidSeg-rYESM7.4<s> PaddingidPadd-sYESM7.5.2<r> PaddingidPadd-rYESM7.5.2<s> SecurityidSecu-sYESiSecu:M7.5.3<r> SecurityidSecu-rYESiSecu:M7.5.3<s> Complete route recordingidCRR-sYESiCRR:M7.5.5<r> Complete route recordingidCRR-rYESiCRR:M7.5.5<s> Partial route recordingidPRR-sYESM7.5.5<r> Partial route recordingidPRR-rYESiPRR:M7.5.5<s> Complete source routeingidCSR-sYESiCSR:M7.5.4<s> Partial source routeingidPSR-sYESM7.5.4<s> QOS maintenanceidQOSM-sYESM7.5.6<r> QOS maintenanceidQOSM-rYESc1:M7.5.6<s> PriorityidPri-sYESM7.5.7<r> PriorityidPri-rYESiPri:M7.5.7<s> DataidData-sYESM7.6<r> DataidData-rYESM7.6Are received PDUs containingidUnSup2YESM6.21parameters selectingunsupported Type 2 functionsdiscarded and whereappropriate an Error ReportPDU generated?Are parameters selectingidUnSup3YESM6.21N/AN/AN/AN/AN/AN/AN/Aunsupported Type 3functions ignored?<r> Complete source routeingidCSR-rYESiCSR:M7.5.4N/A<r> Partial source routeingidPSR-rYESiPSR:M7.5.4N/AN/ADefinition of conditional status entry:c1: iQOSM OR iCong

ISO/IEC 8473—1 : 1994 (E)52ITU-T Rec. X.233 (1994 E)A.7.4.2ER parametersItemParameter<s> Fixed partieFxPt-sYESReferenceStatusSupportM7.2<r> Fixed partieFxPt-rYESM7.2<s> AddressesieAddr-sYESM7.3<r> AddressesieAddr-rYESM7.3<s> PaddingiePadd-sYESM7.5.2<r> PaddingiePadd-rYESM7.5.2<s> SecurityieSecu-sYESiSecu:M7.5.3<r> SecurityieSecu-rYESiSecu:M7.5.3<s> Complete route recordingieCRR-sYESiCRR:M7.5.5<r> Complete route recordingieCRR-rYESiCRR:M7.5.5<s> Partial route recordingiePRR-sYESM7.5.5<r> Partial route recordingiePRR-rYESiPRR:M7.5.5<s> Complete source routeingieCSR-sYESiCSR:M7.5.4<s> Partial source routeingiePSR-sYESM7.5.4<s> QOS maintenanceieQOSM-sYESM7.5.6<r> QOS maintenanceieQOSM-rYESc1:M7.5.6<s> PriorityiePri-sYESM7.5.7<r> PriorityiePri-rYESiPri:M7.5.7<s> DataieData-sYESM7.9.6<r> DataieData-rYESM7.9.6Are received PDUs containingieUnSup2YESM6.21parameters selectingunsupported Type 2 functionsdiscarded?Are parameters selectingieUnSup3YESM6.21N/AN/AN/AN/AN/AN/AN/Aunsupported Type 3functions ignored?<r> Complete source routeingieCSR-rYESiCSR:M7.5.4N/A<r> Partial source routeingiePSR-rYESiPSR:M7.5.4N/AN/A<s> Reason for discardieDisc-sYESM7.9.5<r> Reason for discardieDisc-rYESM7.9.5Definition of conditional status entry:c1: iQOSM OR iCong

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)53A.7.4.3ERQ parametersItemParameter<s> Fixed partiqFxPt-sYESReferenceStatusSupportM7.2<r> Fixed partiqFxPt-rYESM7.2<s> AddressesiqAddr-sYESM7.3<r> AddressesiqAddr-rYESM7.3<s> Segmentation partiqSeg-sYESM7.4<r> Segmentation partiqSeg-rYESM7.4<s> PaddingiqPadd-sYESM7.5.2<r> PaddingiqPadd-rYESM7.5.2<s> SecurityiqSecu-sYESiSecu:M7.5.3<r> SecurityiqSecu-rYESiSecu:M7.5.3<s> Complete route recordingiqCRR-sYESiCRR:M7.5.5<r> Complete route recordingiqCRR-rYESiCRR:M7.5.5<s> Partial route recordingiqPRR-sYESM7.5.5<r> Partial route recordingiqPRR-rYESiPRR:M7.5.5<s> Complete source routeingiqCSR-sYESiCSR:M7.5.4<s> Partial source routeingiqPSR-sYESM7.5.4<s> QOS maintenanceiqQOSM-sYESM7.5.6<r> QOS maintenanceiqQOSM-rYESc1:M7.5.6<s> PriorityiqPri-sYESM7.5.7<r> PriorityiqPri-rYESiPri:M7.5.7<s> DataiqData-sYESM7.6<r> DataiqData-rYESM7.6Are received PDUs containingiqUnSup2YESM6.21parameters selectingunsupported Type 2 functionsdiscarded and whereappropriate an Error ReportPDU generated?Are parameters selectingiqUnSup3YESM6.21N/AN/AN/AN/AN/AN/AN/Aunsupported Type 3functions ignored?<r> Complete source routeingiqCSR-rYESiCSR:M7.5.4N/A<r> Partial source routeingiqPSR-rYESiPSR:M7.5.4N/AN/ADefinition of conditional status entry:c1: iQOSM OR iCong

ISO/IEC 8473—1 : 1994 (E)54ITU-T Rec. X.233 (1994 E)A.7.4.4ERP parametersItemParameter<s> Fixed partipFxPt-sYESReferenceStatusSupportM7.2<r> Fixed partipFxPt-rYESM7.2<s> AddressesipAddr-sYESM7.3<r> AddressesipAddr-rYESM7.3<s> Segmentation partipSeg-sYESM7.4<r> Segmentation partipSeg-rYESM7.4<s> PaddingipPadd-sYESM7.5.2<r> PaddingipPadd-rYESM7.5.2<s> SecurityipSecu-sYESiSecu:M7.5.3<r> SecurityipSecu-rYESiSecu:M7.5.3<s> Complete route recordingipCRR-sYESiCRR:M7.5.5<r> Complete route recordingipCRR-rYESiCRR:M7.5.5<s> Partial route recordingipPRR-sYESM7.5.5<r> Partial route recordingipPRR-rYESiPRR:M7.5.5<s> Complete source routeingipCSR-sYESiCSR:M7.5.4<s> Partial source routeingipPSR-sYESM7.5.4<s> QOS maintenanceipQOSM-sYESM7.5.6<r> QOS maintenanceipQOSM-rYESc1:M7.5.6<s> PriorityipPri-sYESM7.5.7<r> PriorityipPri-rYESiPri:M7.5.7<s> DataipData-sYESM7.6<r> DataipData-rYESM7.6Are received PDUs containingipUnSup2YESM6.21parameters selectingunsupported Type 2 functionsdiscarded and whereappropriate an Error ReportPDU generated?Are parameters selectingipUnSup3YESM6.21N/AN/AN/AN/AN/AN/AN/Aunsupported Type 3functions ignored?<r> Complete source routeingipCSR-rYESiCSR:M7.5.4N/A<r> Partial source routeingipPSR-rYESiPSR:M7.5.4N/AN/ADefinition of conditional status entry:c1: iQOSM OR iCong

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)55A.7.5Timer and parameter valuesItemTimerIs reassembly timeriLifReasReferenceStatusSupportiReas:M6.8ValuesValues supported<= received derivedPDU lifetime?What values of theiReasLim6.8reassembly timerare supported?500msto127.5sYESN/A

ISO/IEC 8473—1 : 1994 (E)56ITU-T Rec. X.233 (1994 E)Annex BSupporting technical material(This annex does not form an integral part of this Recommendation | International Standard.)B.1Data unit lifetimeThere are two primary purposes for providing a PDU lifetime capability in the protocol defined by this Recommendation| International Standard. One purpose is to ensure against unlimited looping of protocol data units; while the routeingalgorithm should ensure that it will be very rare for data to loop, the PDU lifetime field provides additional assurance thatloops will be limited in extent.The other purpose of the lifetime capability is to provide a means by which the originating Network entity can limit themaximum NSDU lifetime. The OSI Transport protocol class 4 (ITU-T Rec. X.224 | ISO/IEC 8073) assumes that there isa particular maximum NSDU lifetime in order to protect against certain error states in the transport connectionestablishment and termination phases; viz., if a TPDU does not arrive within the maximum NSDU lifetime, then there isno chance that it will ever arrive. It is necessary to make this assumption, even if the Network layer does not guaranteeany particular upper bound on NSDU lifetime; however, it is simpler for Transport protocol class 4 to deal with lostTPDUs than to deal with late TPDUs, and for this reason, it is preferable to discard late TPDUs than to deliver them. Itshould be noted that NSDU lifetime is not directly associated with the retransmission of lost TPDUs; rather, it is mostuseful for distinguishing old (duplicate) TPDUs from new TPDUs.Maximum NSDU lifetime must be provided to a Transport protocol entity in units of time in order to be useful indetermining Transport timer values (a Transport entity cannot count �hops�).In the absence of any guaranteed upper bound, it is common to estimate a value for maximum NSDU lifetime. Thisvalue is often based upon observation of past performance, and may vary with source and destination. There are twopossible ways to deal with the requirement for a limit on the maximum NSDU lifetime:1)provide a mechanism in the Transport layer to recognize and discard old TPDUs; or2)specify lifetime in units of time.The second method requires intermediate systems to decrement the lifetime field by a value which is an upper bound onthe time elapsed since the PDU visited the previous intermediate system. The Transport layer relies on the Network layerto discard NSDUs (and hence TPDUs) whose lifetime has expired.A major disadvantage to employing solution 1 is that Transport entities (instances) are created when required andreleased when their purpose has been fulfilled; hence, they are by nature temporary. In order to determine whether aparticular TPDU is old, functions that recognize and discard old TPDUs must be designed (and must always be present)in addition to those performed by each Transport entity instance. Such functions are extremely complex and impose anon-trivial overhead on Transport layer operation.Conversely, the state machine associated with the provision of a connectionless-mode service does not require knowledgeof previous connection state information to operate correctly. As no additional mechanisms beyond those necessary tocorrectly bound NPDU lifetime are required to ensure that old NSDUs (and hence old TPDUs) are not delivered to theTransport layer, it is preferable to have the Network layer discard NPDUs whose lifetime has expired, and have theTransport layer deal with lost TPDUs (solution 2).B.1.1Determining a value for NPDU lifetimeIt is not necessary for each intermediate system to subtract a precise measure of the time that elapsed since an NPDU(containing the TPDU or a segment thereof) visited the previous intermediate system. Where a precise measure is notavailable, it is sufficient to subtract an overestimate of the actual time taken. In most cases, an intermediate system maysimply subtract a constant value which depends upon the typical near-maximum delays that are encountered in a specificunderlying service. A more accurate measure may be required for those subnetworks that have both a relatively largemaximum delay and a relatively large variation in delay.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)57As an example, assume that a particular local area network has short average delays, with overall delays generally in the1 to 5ms range and with occasional delays up to 20ms. In this case, although the relative range in delays might be large(a factor of twenty), it would still not be necessary to measure the actual delay for NPDUs. A constant value of 20ms (ormore) could be subtracted for all NPDUs. Similarly, if a single hop satellite link had delays ranging from 0,5s to 0,6sthen the higher value could always be used.If a third subnetwork had normal delays ranging from 0,1 to 1s, but occasionally delivered an NPDU after a delay of 15s,then an intermediate system attached to this subnetwork might find it necessary to determine how long it has actuallytaken the NPDU to be delivered. Even in this last example, it is more useful to have the intermediate systems determinewhen the delays are extreme and discard very old NPDUs, and allow the Transport protocol to detect the lost TPDU.In addition to the time delay within each subnetwork, it is important to consider the time delay within intermediatesystems. It should be relatively simple for those intermediate systems that expect to hold on to some data units forsignificant periods of time to decrement the lifetime appropriately.B.2Reassembly lifetime controlIn order to ensure a bound on the lifetime of NSDUs, and to effectively manage reassembly buffers in the Network layer,the reassembly function described in clause 6 must control the lifetime of segments representing partially assembledPDUs. This clause discusses methods of bounding reassembly lifetime and suggests some implementation guidelines forthe reassembly function.When segments of a PDU arrive at a destination Network entity, they are buffered until an entire PDU is received,assembled, and passed to the PDU decomposition function. The protocol does not guarantee the delivery of PDUs;hence, it is possible for some segments of a PDU to be lost or delayed such that the entire PDU cannot be assembled in areasonable length of time. In the case of loss of a PDU segment, for example, this could be forever. There are a numberof possible schemes to prevent this:a)per-PDU reassembly timers,b)extension of the PDU lifetime control function, andc)coupling of the reassembly lifetime and Transport retransmission timers.Each of these methods is discussed in the following clauses.B.2.1Method (a)This method assigns a �reassembly lifetime� to each PDU received and identified by its data unit identifier. This is alocal, real time which is assigned by the reassembly function and decremented while some, but not all, segments of thePDU are being buffered by the destination Network entity. If the timer expires, all segments of the PDU are discarded,thus freeing the reassembly buffers and preventing a �very old� PDU from being confused with a newer one bearing thesame data unit identifier. For this scheme to function properly, the timers must be assigned in such a fashion as toprevent the phenomenon of reassembly interference (discussed below). In particular, the following guidelines should befollowed:a)The reassembly lifetime must be much less than the maximum PDU lifetime of the network (to preventthe confusion of old and new data units).b)The lifetime should be less than the Transport protocol�s retransmission timers minus the average transittime of the network. If this is not the case, extra buffers are tied up holding data which has already beenretransmitted by the Transport protocol. (Note that an assumption has been made that such timers areintegral to the Transport protocol, which in some sense dictates that retransmission functions must exist inthe Transport protocol employed).B.2.1Method (b)This method is feasible if the PDU lifetime control function operates based on real or virtual time rather than hop count.In this scheme, the lifetime field of each PDU segment continues to be decremented by the reassembly function of thedestination Network entity as if the PDU were still in transit (in a sense, it still is). When the lifetime of any segment of a

ISO/IEC 8473—1 : 1994 (E)58ITU-T Rec. X.233 (1994 E)partially reassembled PDU expires, all segments of that PDU are discarded. This scheme is attractive since the deliverybehaviour of this protocol would be identical for segmented and unsegmented PDUs.B.2.3Method (c)This method couples the reassembly lifetime directly to the Transport protocol�s retransmission timers, and requires thatTransport layer management make known to Network layer management (and hence, to the reassembly function) thevalues of its retransmission timers for each source from which it expects to be receiving traffic. When a PDU segment isreceived from a source, the retransmission time minus the anticipated transit time becomes the reassembly lifetime of thatPDU. If this timer expires before the entire PDU has been reassembled, all segments of the PDU are discarded. Thisscheme is attractive since it has a low probability of holding PDU segments that have already been retransmitted by thesource Transport entity; it has, however, the disadvantage of depending on reliable operation of the Transport protocol towork effectively. If the retransmission timers are not set correctly, it is possible that all PDUs would be discarded toosoon, and the Transport protocol would make no progress.B.3The power of the header error detection functionB.3.1GeneralThe form of the checksum used for PDU header error detection is such that it is easily calculated in software or firmwareusing only two additions per octet of header, yet it has an error detection power approaching (but not quite equaling) thatof techniques which involve calculations that are much more time- or space-consuming (such as cyclic polynomialchecks). This clause discusses the power of this error detection function.The checksum consists of two octets, either of which can assume any value except zero. That is, 255 distinct values foreach octet are possible. The calculation of the two octets is such that the value of either is independent of the value of theother, so the checksum has a total of 255 x 255 = 65025 values. If one considers all ways in which the PDU headermight be corrupted as equally likely, then there is only one chance in 65025 that the checksum will have the correct valuefor any particular corruption. This corresponds to 0,0015% of all possible errors.The remainder of this clause considers particular classes of errors that are likely to be encountered. The hope is that theerror detection function will be found to be more powerful, or at least no less powerful, against these classes as comparedto errors in general.B.3.2Bit alteration errorsFirst considered are classes of errors in which bits are altered, but no bits are inserted or deleted.A burst error of length b is a corruption of the header in which all of the altered bits (no more than b in number) arewithin a single span of consecutively transmitted bits that is b bits long. Checksums are usually expected to do wellagainst burst errors of a length not exceeding the number of bits (16) in the header error detection parameter. The PDUheader error detection parameter in fact fails to detect only 0,000019% of all such errors, each distinct burst error oflength 16 or less being considered to be equally likely. In particular, it cannot detect an 8-bit burst in which an octet ofzero is altered to an octet of 255 (all bits = 1) or vice versa. Similarly, it fails to detect the swapping of two adjacentoctets only if one is zero and the other is 255.The PDU header error detection, as should be expected, detects all errors involving only a single altered bit.Undetected errors involving only two altered bits should occur only if the two bits are widely separated (and even thenonly rarely). The PDU header error detection detects all double bit errors for which the spacing between the two alteredbits is less than 2040 bits = 255 octets. Since this separation exceeds the maximum header length, all double bit errorsare detected.The power to detect double bit errors is an advantage of the checksum algorithm used for the protocol, versus a simplemodulo 65536 summation of the header split into 16 bit fields. The simple summation would not catch all such doublebit errors. In fact, double bit errors with a spacing as little as 16 bits apart could go undetected.This annex does not consider the case in which the checksum itself is erroneously set to be all zero; this case is discussedin B.3.4.

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)59B.3.3Bit insertion/deletion errorsAlthough errors involving the insertion or deletion of bits are in general neither more nor less likely to go undetected thanare all other kinds of general errors, at least one class of such errors is of special concern. If octets, all equal to eitherzero or 255, are inserted at a point such that the simple sum C0 in the running calculation (described in B.3) happens toequal zero, then the error will go undetected. This is of concern primarily because there are two points in the calculationfor which this value for the sum is not a rare occurrence, but is expected; namely, at the beginning and the end. That is,if the header is preceded or followed by inserted octets all equal to zero or 255, then no error will be detected. Both casesare examined separately.Insertion of erroneous octets at the beginning of the header completely misaligns the header fields, causing them to bemisinterpreted. In particular, the first inserted octet is interpreted as the Network layer protocol identifier, probablyeliminating any knowledge that the data unit is related to this protocol, and thereby eliminating any attempt to performthe checksum calculation or invoking a different form of checksum calculation.Undetected insertion of erroneous octets at the end of the header, in the absence of other errors, is impossible because thelength field unequivocally defines where the header ends. Insertion or deletion of octets at the end of the header requiresan alteration in the value of the octet defining the header length. Such an alteration implies that the value of thecalculated sum at the end of the header would not be expected to have the dangerous value of zero, and consequently thatthe error is just as likely to be detected as is any error in general.Insertion of an erroneous octet in the middle of the header is primarily of concern if the inserted octet has either the valuezero or 255, and if the variable C0 happens to have the value zero at this point. In most cases, this error will completelydestroy the parsing of the header, which will cause the data unit to be discarded. In addition, in the absence of any othererror, the last octet of the header will be thought to be data. This in turn will cause the header to end in the wrong place.In the case in which the header otherwise parses correctly, the last field will be found to be missing. Even in the case inwhich the last field is the padding option, and therefore not necessary, the length field for the padding function will beinconsistent with the header length field, and therefore the error can be detected.B.3.4Checksum non-calculation errorsUse of the header error detection function is optional. The choice of not using it is indicated by a checksum parametervalue of zero. This creates the possibility that the two octets of the checksum parameter (neither of which is generated asbeing zero) could both be altered to zero. This would in effect be an error not detected by the checksum, since the checkwould not be made. One of three possibilities exists:a)A burst error of length sixteen (16) which sets the entire checksum to zero. Such an error could not bedetected; however, it requires a particular positioning of the burst within the header. (A calculation of itseffect on overall detectability of burst errors depends upon the length of the header.)b)All single bit errors are detected. Since both octets of the checksum field must be non-zero when thechecksum is being used, no single bit error can set the checksum to zero.c)Where each of the two octets of the checksum parameter has a value that is a power of two, such that onlyone bit in each equals one (1), then a zeroing of the checksum parameter could result in an undetecteddouble bit error. Furthermore, the two altered bits have a separation of less than sixteen (16), and could beconsecutive. This is clearly a decline from the complete detectability previously described.Where there is particular concern about the possibility of accidental zeroing of the checksum among data units within anetwork addressing domain, then a restriction may be imposed that all data units whose source or destination lie withinthe network addressing domain must make use of the header error detection function. Any data units which do not couldbe discarded, or could be prevented from leaving the local network addressing domain. This protects against errors thatoccur within the network addressing domain, and would protect all data units whose source or destination lies within thenetwork addressing domain, even where the data path between all such pairs crosses other network addressing domains(errors outside the protected network addressing domain notwithstanding).

ISO/IEC 8473—1 : 1994 (E)60ITU-T Rec. X.233 (1994 E)Annex CAlgorithms for PDU header error detection function(This annex does not form an integral part of this Recommendation | International Standard.)C.1Symbols used in algorithmsC0, C1 are variables used in the algorithm;i is the number (i.e., the position) of an octet within the header (the position of the first octet is i = 1);Oi is the value of octet i of the PDU header;n is the number (i.e., the position) of the first octet of the checksum parameter (n = 8);L is the length of the PDU header in octets;X is the value of octet one of the checksum parameter;Y is the value of octet two of the checksum parameter.C.2Arithmetic conventionsAddition is performed in one of the two following modes:a)modulo 255 arithmetic;b)eight-bit one�s complement arithmetic, in which, if any of the variables has the value minus zero (i.e. 255),it shall be regarded as though it had the value plus zero (i.e. 0).C.3Algorithm for generating checksum parametersConstruct the complete PDU header with the value of the checksum parameter field set to zero;A:C0 ‹ C1 ‹ 0B:Process each octet of the PDU header sequentially from i = 1 to L byC0 ‹ C0 + OiC1 ‹ C1 + C0C:Calculate:X ‹ (L — 8)C0 — C1 (mod 255)Y ‹ (L — 7)(—C0 ) + C1 (mod 255)D:If X = 0, then X ‹ 255;E:If Y = 0, then Y ‹ 255;F:Place the values of X and Y in octets 8 and 9 respectively.C.4Algorithm for checking checksum parametersA:If octets 8 and 9 of the PDU header both contain 0, then the checksum calculation has succeeded; else if either butnot both of these octets contains the value zero, then the checksum is incorrect; otherwise, initializeC0 ‹ C1 ‹ 0

ISO/IEC 8473—1 : 1994 (E)ITU-T Rec. X.233 (1994 E)61B:Process each octet of the PDU header sequentially from i = 1 to L byC0 ‹ C0 + OiC1 ‹ C1 + C0C:If, when all of the octets have been processed, C0 = C1 = 0, then the checksum calculation has succeeded; otherwise,the checksum calculation has failed.C.5Algorithm to adjust the checksum parameter when an octet is alteredThis algorithm adjusts the checksum when an octet (such as the lifetime field) is altered. Suppose the value in octet k ischanged by Z = newvalue — oldvalue.If X and Y denote the checksum values held in octets n and n + 1, respectively, then adjust X and Y as follows:A:If X = 0 and Y = 0 then do nothing; else if X = 0 or Y = 0 then the checksum is incorrect; else:X ‹ (k — n — 1)Z + X (mod 255)Y ‹ (n — k)Z + Y (mod 255)B:If X = 0, then X ‹ 255;C:If Y = 0, then Y ‹ 255;For this protocol, n = 8. If the octet being altered is the lifetime field, k = 4. For the case in which the lifetime isdecreased by one unit (z = —1), the assignment statements for the new values of X and Y in the immediately preceedingalgorithm simplify to:X ‹ X + 5 (mod 255)Y ‹ Y — 4 (mod 255)NOTE � To derive this result, assume that when octet k has the value Z added to it, then X and Y have values Zx and Zyadded to them. For the checksum parameters to satisfy the conditions of 6.11 both before and after the values are added, the followingis required:Z + Zx + Zy = 0 (mod 255)and(L — k + 1)Z + (L — n + 1)Zx + (L — n )Zy = 0 (mod 255)Solving these equations simultaneously yields:Zx = (k — n — 1)ZandZy = (n — k)Z