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Overview

This Quick Start Guide shows how to set up and configure the NWA-3500 (Z in the figure)
to allow wireless clients to securely access your wired network. See your User’s Guide for

more information.

‘(Ikntjrnet
il

,@ You may need your Internet access information.

To set up your wireless network you need to:

1 Connect the Hardware

2 Access the Web Configurator

3 Configure the NWA-3500

4 Install the Hardware

5 Set Up Power over Ethernet (Optional)




ENGLISH

1 Connect the Hardware

CONSOLE  ETHERNET

1 Using an Ethernet cable, connect the ETHERNET port to a computer for initial

configuration.

2 Connect the POWER 12VDC socket to a power source using only the included power

adaptor.

g Connect the NWA-3500’s ETHERNET port to an Ethernet jack with network
access after you have completed the initial configuration.

1.1 LEDs

'WDS/SYS
A

=

CONSOLE

ETHERNET

[ [}

The WDS/SYS LED blinks red while the NWA-3500 is starting up. When the NWA-3500 is

ready, the ZyAIR LED turns on and blinks when there is traffic.
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One of the ETHERNET LEDs on the RJ-45 ETHERNET port turns on if the ETHERNET port
is properly connected, and blinks when there is traffic. The green ETHERNET LED turns on
if the connection is at 10Mbps, and the yellow ETHERNET LED turns on if the connection
is at 100Mbps.

? If the ZyAIR LED does not turn on, make sure you are using the correct

power adaptor and that the power adaptor is plugged into an appropriate
power supply. Unplug the power adaptor and plug it in again. If the error
persists, you may have a hardware problem. In this case, you should
contact your vendor.

If neither ETHERNET LED turns on, check the cable connection to the
NWA-3500's ETHERNET port. Ensure your computer’s network card is
working properly.

2 Access the Web Configurator

,@f Use Internet Explorer 6.0 and later or Netscape Navigator 7.0 and later
versions with JavaScript enabled and pop-up blocking disabled.

2.1 Set Up Your Computer’s IP Address

g Note down your computer’s current IP settings before you change them.

First, set your computer to use a static IP address in the 192.168.1.3 - 192.168.1.254
range with a subnet mask of 255.255.255.0. This ensures that your computer can
communicate with your NWA-3500. See your User’s Guide for information on setting up
your computer’s IP address.
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2.2 Log Into the Web Configurator

/@5 Even though you can connect to the NWA-3500 wirelessly, it is

recommended that you connect your computer to the ETHERNET port for
initial configuration.

1 Launch your web browser. Enter
192.168.1.2 (the NWA-3500’s default

J File Edit ‘Wwiew Fawvorites Tools  Help

IP address) as the address. | Address | http:fj192.168.1.2 B
? If you cannot access the Web configurator, make sure the IP addresses

and subnet masks of the NWA-3500 and the computer are in the same IP
address range (see Section 2.1).

2 Click Login (the default password
1234 is already entered).

NWA-3500

Enter Password and click Login.

Password: - I

3 Change the login password by
entering a new password and

clicking Apply. Be sure to record the Use this screen to change the password.
new password and keep it in a safe
place. New Password: =

Retype to Confirm: |
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? If you change the password and then forget it, you will need to reset the
NWA-3500. Refer to the User’s Guide for how to use the RESET button.

4 Click Apply to replace the factory
default certificate for added security;
alternatively click Ignore to proceed

if you do not want to change the The factory default certificate is common to all
NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific

Replace Factory Default Certificate

certificate now.

to this device.

5 The MAIN MENU screen appears. 29778

ADVANCED
SYSTEM
WIRELESS
IP
ROGUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES
LOGS

VLAN Welcome to the ZyXEL embedded web configurator.

MAINTENANCE

LoGouT

» Click Maintenance to access a range of maintenance submenus.
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3 Configure the NWA-3500

3.1 Configure System Settings
1 Click SYSTEM in the navigation panel.

ZyXEL

ADVAKNCER

SYSTEM
YWINRLLLAD

IP

ROGLUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT

2 The SYSTEM > General screen appears.

General Password Time Setting
System Name [INiA-3500
Domain Name |
Administrator Inactivity Timer |5 (minutes, 0 means no timeout)
System DNS Servers
First DNS Server IFrDm DHCF 'l ID.D.D.D
Second DNS Server IFrom DHCP vl ID.D.D.D
Third DNS Server IFrDm DHCP Vl ID.D.D.D
Apply Reset |

System Name is for identifying the NWA-3500 on your network. Choose a distinctive
name, or leave this at its default.

Domain Name: Enter a domain name if your ISP requires one for authentication.
Otherwise you can leave it blank or set to whatever may have displayed automatically.

DNS Server(s): if your ISP gave you specific DNS (Domain Name System) settings,
select User-Defined and enter them here. Otherwise, leave these fields at their defaults.

3 Click Apply.
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1 Click WIRELESS in the

Configure Wireless Settings

Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
nawgghon panel. The Wi Adasas P
fO”OWlng screen appears. Operating Mode Access Point =
802.11 Mode B021h+y  x

¥ Super Mode
Choose Channel ID
RTS/CTS Threshold

Fragmentation Threshold

Channel-08 2437MHz 7] | or

2346 || (266~ 2346)

2346 | (266~ 2346)

Qutput Power 100% >
SSID Profile S5I003 =

¥ Enable Breathing LED

¥ Enahble Spanning Tree Protocol (STP)

" Roaming Active

Apply Reset

,@§ The wireless stations and the NWA-3500 must use the same SSID,
channel ID and encryption settings for wireless communication.

WLAN Adaptor: Ensure that WLAN1 is selected.
Operating Mode: Ensure that Access Point mode is selected.

802.11 Mode: Select the wireless standard you want your network to use. If all the
wireless clients support IEEE 802.11a, select 802.11a. Otherwise, select 802.11b+g.

Choose Channel ID: Select the wireless channel you want your network to use. To have
the NWA-3500 automatically select a channel, click Scan instead.

SSID Profile: Select the SSID profile you want to configure for network access from the
drop-down list box. This example uses the SSID03 profile.

2 Click Apply to save your settings.
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3 Click the SSID tab. The
following screen appears.

Ensure the settings for SSID03
are at their default values.

The default SSID (the name of
the network) is ZyXELO03, its
default Security setting is
Security01. Layer 2 Isolation
and MAC Filter are set to
Disable by default.

If you want to change the SSID
profile’s settings, select SSID03
and click Edit.

4 Click the Security tab. Ensure
that Security01 is selected
and click Edit.

If you don’t configure wireless
security, then anyone can
access your network.

Wireless | SSID | Securiy RADIUS  Layer? Isolation MAC Filter

R T T N R

N volp SSID | ZyXELD1 | securitydl | radius)t volP Disable

$SID03 ZyXELO3 securityll1 radius1 NONE Disable

H‘,m-mﬁ-m--mr Trsavte
SSID05 ZyXELDS securityl1 radius01 NONE Disahle  Disahle
SSID06 ZyXELODG securityl1 radius01 NONE Disahle  Disahle
SSID07 ZyXELD? securityd1 radius01 NONE Disahle  Disable
SSID08 ZyXELDB securityd1 radius01 NONE Disable  Disable
$SID09 ZyXELD9 securityl1 radius01 NONE Disahle  Disable
SSID10 ZyXEL1D securityll1 radius01 NONE Disahle  Disable
SSID11 ZyXEL11 securityll1 radius01 NONE Disabhle  Disable
$SID12 ZyXEL12 securityl1 radius01 NONE Disabhle  Disable
$SID13 ZyXEL13 securityll1 radius01 NONE Disabhle  Disable
SSID14 ZyXEL14 securityl1 radius01 NONE Disahle  Disahle
S$SID15 ZyXEL15 securityd1 radius01 NONE Disahle  Disable
SSID16 ZyXEL16 securityd1 radius01 NONE Disable  Disable

G

Wireless SSID | Security | RADIUS  Layer2 Isolation MAC Filter

Index Profile Name Security Mode

| security03

| securitydd None
| securityl5 None
| securityl6 None
| securityd? None
| security0B None
| securityld None
| securityld None
| security!1 None
| security12 None
| security!3 None
| securityld None
| securityl5 None
| securityl6 None

10
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5 This is where you can enter Wireless | SSID Security | RADIUS  Layer2 Isolation WAC Filter
the security settings for your A oo —
wireless network. The fields Security Mode : WRAZPSK

S8 . . Pre-Shared Key : Thisismy\WPAZ-PSKPresharedkesy]
you fill in differ agcordlng to ReAuthentication Timer : 1600 | (in seconds)
the type of security you select tile Timeout: [3600 gin seconds)
in the Security Mode field. Group Key Update Timer : 1800 {in seconds)

Select None if you do not wish

to use wireless security.
This example uses WPA2-PSK

Feset

security, in which all wireless
clients must use the same pre-
shared key to join the network.

Ensure that all your wireless
clients support the type of
security you set. Click Apply
when you have finished.

? If the wireless clients cannot communicate with the network, ensure that
the clients and the NWA-3500 are using the same wireless security
settings.

11
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3.2 Configure IP Settings

1 You need to set your NWA- P
3500’s IP address to be in the
same subnet as your network.

Click IP in the navigation " Get automatically from DHCP

| " Use fizxed IP address
pane ) IP Address ITEEH’:}B'I z
Select Get automatically from IP Subnet Mask [255 255 255.0
DHCP if you want to have a Gateway IP Address [poo0

DHCP server on your network

assign an IP address to the

NWA-3500. Resat |

If you have a specific IP address
to use, select Use fixed IP
address and enter it along with
the subnet mask and gateway
IP address.

Click Apply. The NWA-3500
now uses the new IP settings;
you can no longer connect to
the NWA-3500 using the default
IP address.

,@5 If you change the NWA-3500’s IP address, you must use the new IP
address when you next access the web configurator. If you select Get
automatically from DHCP, check your DHCP server to determine the IP
address it assigns to the NWA-3500. Refer to your DHCP server’s
documentation for more information.

2 If you changed your computer’s IP address in Section 2.1, return it to its previous
setting.

3 Change the wireless settings in the wireless stations to match those of the NWA-3500.
Refer to your wireless adapter’s documentation.

The NWA-3500 is now ready to connect to your switch or router. You can do this now, or
once you have attached the antennas and mounted the NWA-3500.

12
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? If the NWA-3500 cannot communicate with the network, ensure that the

NWA-3500 is using an IP address on the same subnet as the switch /
router.

4 Install the Hardware

4.1 Attaching Antennas

Screw the antennas clockwise onto the antenna connectors on
the sides of your NWA-3500. The antennas should be
perpendicular to the ground and parallel to each other.

Make sure the antennas are securely screwed onto the antenna
connectors.

o
B \_
%)

4.2 Hardware Mounting

In general, the best location for the access point is at the center of your intended wireless

coverage area. For better performance, mount the NWA-3500 high up in an area that is
free of obstructions.

Wall-mounting
Do the following to attach your NWA-3500 to a wall.

1 Screw two screws (not included) into the wall 80mm apart (see the figure in step 3).
Use screws with 6mm ~ 8mm (0.24" ~ 0.31") wide heads. Do not screw the screws all
the way in to the wall; leave a small gap between the head of the screw and the wall.

The gap must be big enough for the screw heads to slide into the screw slots and the
connection cables to run down the back of the NWA-3500.

/@5 Make sure the screws are securely fixed to the wall and strong enough to
hold the weight of the NWA-3500 with the connection cables.

2 Adjust the cables.

13
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Run the connection cables down the back of the NWA-3500 as shown in the following
figure.

OR:

Run the connection cables upward and along the edge of the ceiling.

(l
[ 3

4
—
| GG

[
o

3 Align the holes on the back
of the NWA-3500 with the
screws on the wall. Hang R
the NWA-3500 on the 0 L
screws. s P mmmmmmm——— S O —

5 Set Up Power over Ethernet (Optional)

Power over Ethernet (PoE) is the ability to provide power to your NWA-3500 via an 8-pin
CAT 5 Ethernet cable, eliminating the need for a nearby power source.

A PoE injector (not included) is also needed to supply the Ethernet cable with power. This
feature allows increased flexibility in the location of your NWA-3500.

In the following figure, Z is your NWA-3500, A is the CAT 5 Ethernet cable, B is the PoE
injector and C is the power cable.

LAN

(@)

14
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/@5 You can connect the NWA-3500 to PoE via the ETHERNET port AND to a
power source via the POWER 12VDC port. If you do so, do not disconnect

the ETHERNET port before you disconnect the POWER 12VDC port. This
causes the NWA-3500 to restart.

6 Procedure to View a Product’s Certification(s)

1 Go to www.zyxel.com.

2 Select your product from the drop-down list box on the ZyXEL home page to go to that
product's page.

3 Select the certification you wish to view from this page.

15
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Ubersicht

In dieser Kurzanleitung erfahren Sie, wie der NWA-3500 (im Beispiel unten mit einem Z
gekennzeichnet) installiert und konfiguriert wird, damit Wireless-Clients sicher auf |hr

kabelgebundenes Netzwerk zugreifen kdnnen. Weitere Informationen finden Sie im
Benutzerhandbuch.

Internet
/ 2% - -/
N— N—
Z ¢
(G )
©
) &
- yA -
= S =
-

g Halten Sie die Daten fir Ihren Internetzugang bereit

Um das Drahtlosnetzwerk einzurichten, miissen Sie:
1 Die Hardware anschlief3en.
2 Auf den Web-Konfigurator zugreifen.

3 Den Internetzugriff konfigurieren.
4 Die Hardware installieren.

5 Power-over-Ethernet einrichten (optional).

17
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1 AnschlieBRen der Hardware

CONSOLE  ETHERNET

1 Verbinden Sie fir die Erstkonfiguration den ETHERNET-Anschluss mit einem Ethernet-
Kabel mit dem Computer.

2 Verbinden Sie die 12VDC-Netzanschlussbuchse POWER das Gerat mit dem
mitgelieferten Netzadapter an das Stromnetz an.

g Nachdem Sie die Erstkonfiguration durchgefiihrt haben, verbinden Sie den
ETHERNET-Anschluss des NWA-3500 mit einem Ethernetanschluss mit
Netzwerkverbindung.

18
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1.1 LED-Anzeigen

‘WDS/SYS
W

=

CONSOLE ETHERNET

[ [} =

Wahrend der NWA-3500 hochfahrt, blinkt die WDS/SYS-LED rot. Wenn der NWA-3500
betriebsbereit ist, beginnt die ZyAIR-LED zu leuchten. Bei Datenverkehr blinkt sie.

Eine der ETHERNET-LEDs am RJ-45 ETHERNET-Anschluss beginnt zu leuchten, wenn
der ETHERNET-Anschluss richtig verbunden ist. Bei Datenverkehr blinkt sie. Die grine
ETHERNET-LED beginnt bei einer Datenlibertragung von 10 Mbps zu leuchten. Bei
100 Mbps beginnt die gelbe ETHERNET-LED zu leuchten.

?

° Wenn die LED-Anzeige ZyAIR nicht leuchtet, prifen Sie, ob der richtige
Netzadapter verwendet wird und ob der Adapter an eine funktionierende
Steckdose angeschlossen wurde. Trennen Sie den Netzadapter ab und
schlielRen Sie ihn wieder an. Wenn der Fehler weiterhin besteht, gibt es
mdglicherweise ein Problem mit der Hardware. In diesem Fall sollten Sie
sich an den Handler wenden, bei dem Sie das Gerat erworben haben.

Wenn keine der ETHERNET-LEDs leuchtet, priifen Sie die
Kabelverbindungen am ETHERNET-Anschluss des NWA-3500.

2 Zugreifen auf den Web-Konfigurator

£§ Verwenden Sie den Internet Explorer 6.0 oder den Netscape Navigator 7.0

und neuere Versionen davon mit aktiviertem JavaScript und aktivierter Pop-
up-Funktion.

19
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2.1 Einrichten der IP-Adresse des Computers

g Notieren Sie sich die aktuellen IP-Einstellungen des Computers, bevor Sie
sie andern.

Richten Sie den Computer zunachst so ein, dass er eine statische Adresse im Bereich
192.168.1.3 bis 192.168.1.254 mit der Subnetz-Maske 255.255.255.0 verwendet. Nur auf
diese Weise kann lhr Computer mit dem NWA-3500 kommunizieren. Informationen zum
Einrichten der IP-Adresse des Computers finden Sie im Benutzerhandbuch.

2.2 Anmelden beim Web-Konfigurator

,€§ Auch wenn Sie eine drahtlose Verbindung zum NWA-3500 herstellen
kénnen, wird empfohlen, das Gerat fur die Erstkonfiguration tber den
ETHERNET-Anschluss an den Computer anzuschlief3en.

1 Starten Sie lhren Webbrowser.
Geben Sie als Adresse 192.168.1.2
(die Standard-IP-Adresse des NWA- | Address | hpifj192.168.1.2 H
3500) ein.

?

° Wenn Sie nicht auf den Web-Konfigurator zugreifen kénnen, prifen Sie,
ob die IP-Adressen und Subnetz-Masken des NWA-3500 und des
Computers im selben IP-Adressbereich liegen (siehe Abschnitt 2.1).

J File Edit ‘Wwiew Fawvorites Tools  Help

2 Klicken Sie auf Login (Anmelden)
(das Standardkennwort 1234 ist

bereits vorgegeben). NWA-3500

Enter Password and click Login.

Password: [~

20
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3 Andern Sie das Kennwort, indem Sie
ein neues Kennwort eingeben und
auf Apply (Ubernehmen) klicken.
Notieren Sie sich das neue Kennwort
und bewahren Sie die Notiz an
einem sicheren Ort auf.

Use this screen to change the password.

New Password:

Retype to Confirm:

?

° Wenn Sie das neue Kennwort

zuruckgesetzt werden. Lesen
RESET-Taste verwendet wird.

vergessen haben, muss der NWA-3500
Sie im Benutzerhandbuch nach, wie die

4 Klicken Sie auf Apply
(Ubernehmen), um das werkseitig
eingerichtete Standardzertifikat fiir
zusatzliche Sicherheit zu ersetzen.
Sie kdnnen jedoch auch auf Ignore
(Ignorieren) klicken, um fortzufahren,
wenn Sie das Zertifikat jetzt nicht
andern mochten.

5 Das Fenster MAIN MENU
(Hauptmenu) erscheint.

Replace Factory Default Certificate

The factory default certificate is common to all
NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific
to this device.

ZyXEL

ADVANCED
SYSTEM
WIRELESS

IP

ROGUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES

VLAN Welcome to the ZyXEL embedded web configurator.

MAINTENANCE

LoGouT
» Click Maintenance to access a range of maintenance submenus.

21
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3 Konfigurieren des NWA-3500

3.1 Konfigurieren der Systemeinstellungen
1 Klicken Sie in der Navigationsleiste auf SYSTEM (System).

ZyXEL

ADVAKNCER

ROGLUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES
LOGS

VLAN

MAINTENANCE
LOGOUT
2 Das Fenster SYSTEM > General (System > Allgemein) erscheint.

General Password Time Setting
General Setup
System Name [INiA-3500
Domain Name |
Administrator Inactivity Timer |5 (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCF 'l ID.D.D.D
Second DNS Server IFrom DHCP vl ID.D.D.D
Third DNS Server IFrDm DHCP Vl ID.D.D.D

Reset |

Der System Name (Systemname) identifiziert den NWA-3500 in lhrem Netzwerk.
Wahlen Sie einen Namen oder belassen Sie diesen als Standard.

Domain Name (Domainname): Geben Sie einen Domainnamen ein, wenn |hr
Internetdienstanbieter diesen fiir die Authentifizierung benétigt. Sie kdnnen dieses Feld
auch frei lassen oder den Eintrag belassen, der automatisch angezeigt wurde.

DNS Server(s) (DNS-Server): Wenn lhnen Ihr Internetdienstanbieter bestimmte DNS-
Einstellungen (Domain Name System) vorgegeben hat, wahlen Sie die Option User-
Defined (Benutzerdefiniert), und geben Sie sie hier ein.
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3 Klicken Sie auf Apply (Ubernehmen).

Konfigurieren der Drahtloseinstellungen

1 Klicken Sie in der Wireless SSID Security  RADIUS  Layer2 Isolation MAC Filter
Navigationsleiste auf TR G (WA =]
WIRELESS (Drahtlos). Das Operating Mode [AccoosFom_ 7]
. 802.11 Mode [a0z11b+g =]
folgende Fenster erscheint. 5 Smrn i
Chaose Channel ID [Channel-06 2437MHz =] or
RTS/CTS Thrashold E
Fragmentation Threshold 2346 (266 ~ 2348)
Qutput Power W
SSID Profile EEEE|
¥ Enahle Breathing LED
¥ Enable Spanning Tree Protacol (STP)
™ Roaming Active
Apply Reset

g Die Drahtlosstationen und der NWA-3500 miissen fiir die
Drahtloskommunikation dieselbe SSID, dieselbe Kanal-ID und dieselben
Verschlusselungseinstellungen verwenden.

WLAN Adaptor (WLAN-Adapter): Wahlen Sie die Option WLAN1.

Operating Mode (Betriebsmodus): Wahlen Sie als Betriebsmodus die Option Access
Point.

802.11 Mode (802.11-Modus): Wahlen Sie den Drahtlosstandard, den Ihr Netzwerk
verwenden soll. Wenn alle Wireless-Clients IEEE 802.11a unterstiitzten, wahlen Sie
802.11a. Anderenfalls wahlen Sie 802.11b+g.

Choose Channel ID (Kanal-ID wahlen): Wahlen Sie den Drahtloskanal, den Ihr Netzwerk
verwenden soll. Damit der NWA-3500 automatisch einen Kanal wahlt, klicken Sie auf
Scan (Suchlauf).

SSID Profile (SSID-Profil): Wahlen Sie aus dem Listenfeld das SSID-Profil aus, das Sie
fur lhren Netzwerkzugriff konfigurieren méchten. In diesem Beispiel wird das Profil
SSID03 eingerichtet.

2 Klicken Sie auf Apply (Ubernehmen), um die Einstellungen zu speichern.

23
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3 Klicken Sie auf die
Registerkarte SSID. Das
folgende Fenster erscheint.

Wahlen Sie bei SSID03 die
Standardeinstellungen.

Die Standard-SSID (der Name
des Netzwerks) ist ZyXELO03,
die Standardeinstellung bei
Security (Sicherheit) ist
Security01 (Sicherheit01).
Layer 2 Isolation (Layer-2-
Isolierung) und MAC Filter sind
standardmaRig auf Disable
(Deaktivieren) eingestellt.

Wenn Sie die Einstellungen des
SSID-Profils andern méchten,
wahlen Sie SSID03, und
klicken Sie auf Edit
(Bearbeiten).

4 Klicken Sie auf die
Registerkarte Security
(Sicherheit). Wahlen Sie die
Option Security01, und klicken
Sie auf Edit (Bearbeiten).

ireless ecurity

| Jeorpuonie tons|_ssio mm sl i

ayerZ lsolation

ilter

N volp SSID | ZyXELD1 | securitydl | radius)t volP
SSID03 | ZyXELO3 | securiydl | radius)l NONE
Y. securl radu: Disable
Dl ssioos ZyXELOS | securiy0l | radiusdl NONE Disable Disable
DIl ssioos ZyXELUG | security0l | radius01 NONE Disable Disable
DEN| ssioor ZyXELD? | securiydl | radiusd1 NONE Disable Disable
I ssiDos | ZyXELOB | securitydl | radiusdi NONE Disable Disable
[N ssi0s | ZyXELOD | securitydl | radiusdt NONE Disable  Disable
NN ssiD10 | ZyXELID | securitydl | radiusdt NONE Disable  Disable
O sson ZyXELM | securitydl | radiusdt NONE Disable  Disable
DN ssip1z | zyXEL1Z | securitydl | radiusdt NONE Disable  Disable
DN ssioi ZyXEL13 | securiydl | radiusd1 NONE Disable Disable
DEl ssion ZyXELM | securiy0l | radius0l NONE Disable Disable
DB ssiois ZyXEL15 | securidl | radiusd1 NONE Disable Disable
IR ssiD16 | ZyXEL16 | securiydl | radiusdt NONE Disable Disable.
Edit
Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
Cormrertnr Mo

securi1 None

| securityD3 None

| security0d None

| securityDs None

| securityl6 None

| securityD? None

| security08 None

| securityD9 None

| securityl0 None

| securityl1 None

| securityl2 None

| securityld None

| securityld None

| securityld None

| securityl6 None

24
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5 Hier kdnnen Sie die
Sicherheitseinstellungen fir
lhr Drahtlosnetzwerk
eingeben. Je nachdem,
welchen Sicherheitstyp Sie im
Feld Security Mode
(Sicherheitsmodus) wahlen,
werden andere Felder
angezeigt. Wahlen Sie None
(Keine), wenn Sie keinen
Sicherheitsmodus verwenden
mochten.

In diesem Beispiel wird der
Sicherheitsmodus WPA2-PSK
verwendet. Damit die Wireless-
Clients auf das Netzwerk
zugreifen kénnen, missen sie
denselben PSK-Schlissel
verwenden.

Stellen Sie sicher, dass alle
Wireless-Clients den gewahlten
Sicherheitstyp unterstitzen.
Klicken Sie abschlieRend auf
Apply (Ubernehmen).

6 Klicken Sie in der
Navigationsleiste auf IP.

Wenn Sie eine IP-Adresse
haben, wéhlen Sie die Option
Use fixed IP address (Feste
IP-Adresse verwenden) und
geben Sie sie zusammen mit
der Subnetz-Maske und der
Gateway-IP-Adresse ein.
Anderenfalls wahlen Sie Get
automatically from DHCP
(Automatisch vom DHCP
laden). Klicken Sie auf Apply
(Ubernehmen).

Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
Name : security0
Security Mode ; m
Pre-Shared Key : Thisismy\WPAZ-PSKPresharedkesy]
ReAuthentication Timer : [1800 |(in seconds)
Idle Timeout : IEET { in seconds)
Group Key Update Timer : W (in seconds)

Feset

' Get automatically from DHCP
 Use fixed IP address

IP Address IT 92.168.1.2
IP Subnet Mask |255.255.255 0
Gateway IP Address ID 0.0.0
s |

25
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?

° Wenn die Wireless-Clients nicht mit dem Netzwerk kommunizieren
kénnen, stellen Sie sicher, dass die Clients und der NWA-3500 dieselben
Sicherheitseinstellungen verwenden.
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3.2 Konfigurieren der IP-Einstellungen

1 Wahlen Sie die IP-Adresse 1P
des NWA-3500 so, dass sie im
selben Subnetz liegt wie das
Netzwerk. Klicken Sie in der © Get automatically from DHCP

. . .  Use fixed IP address
Navigationsleiste auf IP.

IP Address fioeiea1e |
Wenn Sie méchten, dass ein IP Subnet Mask [5zm52550
DHCP-Server des Netzwerks Gateway IP Address oo
dem NWA-3500 eine IP-
Adresse zuweist, wahlen Sie
Get automatically from DHCP _Reset |
(Automatisch vom DHCP
beziehen).

Wenn Sie eine bestimmte IP-
Adresse haben, wahlen Sie die
Option Use fixed IP address
(Feste IP-Adresse verwenden)
und geben Sie sie zusammen
mit der Subnetz-Maske und der
Gateway-IP-Adresse ein.

Klicken Sie auf Apply
(Ubernehmen). Der NWA-3500
verwendet nun die neuen IP-
Einstellungen. Es ist nicht mehr
mdglich, mit dem NWA-3500
eine Verbindung mit der
Standard-IP-Adresse
herzustellen.
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g Wenn Sie die IP-Adresse des NWA-3500 andern, missen Sie beim
nachsten Zugriff auf den Web-Konfigurator die neue IP-Adresse
verwenden. Wenn Sie Get automatically from DHCP (Automatisch vom
DHCP beziehen) wahlen, missen Sie beim DHCP-Server nachsehen,
welche IP-Adresse er dem NWA-3500 zuweist. Weitere Informationen
dazu finden Sie in der Dokumentation des DHCP-Servers.

2 Wenn Sie bei Abschnitt 2.1 die IP-Adresse des Computers gedndert haben, werden
die ursprunglichen Einstellungen wiederhergestellt.

3 Andern Sie die Drahtlosparameter der Drahtlosstationen, damit diese mit denen des
NWA-3500 Ubereinstimmen. Lesen Sie dazu die Dokumentation des
Drahtlosadapters.

Der NWA-3500 kann jetzt eine Verbindung zu lhrem Switch oder Router herstellen. Das
kénnen Sie bereits jetzt tun oder wenn Sie die Antennen angebracht und den NWA-3500
installiert haben.

?

° Wenn der NWA-3500 nicht mit dem Netzwerk kommunizieren kann, stellen
Sie sicher, dass der NWA-3500 eine IP-Adresse verwendet, die sich im
selben Subnetz wie der Switch/Router befindet.
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4 Installieren der Hardware

4.1 AnschlieBen der Antennen

Fihren Sie die nachfolgend beschriebenen Schritte aus, um die mitgelieferten Antennen
anzuschlielRen.

1 Die Antennenanschliisse befinden sich
an beiden Seiten des NWA-3500.

2 Schrauben Sie die Antennen im
Uhrzeigersinn in die
Antennenanschlisse. Die Antennen
muissen senkrecht zum Boden und
parallel zueinander stehen.

=\ ®
Stellen Sie sicher, dass die Antennen fest @
in die Anschliisse eingeschraubt sind.

4.2 Aufstellen/Montieren der Hardware

Im allgemeinen ist die Mitte des Bereichs, der fur die Drahtlosverbindungen vorgesehen
ist, die glinstigste Position fiir den Access Point. Eine bessere Leistungsfahigkeit kann
erreicht werden, wenn Sie den NWA-3500 in der Hohe montieren und die
Datenubertragung durch keine Hindernisse gestort wird.

Frei stehend

Stellen Sie den NWA-3500 auf eine flache, ebene Unterlage (auf einen Tisch oder in ein
Regal), die den NWA-3500 mit den Anschlusskabeln tragen kann.

An einer Wand montiert

Fuhren Sie die nachfolgenden Schritte aus, um den NWA-3500 an einer Wand zu
montieren.

1 Verwenden Sie eine Stelle an einer Wand, die sehr hoch liegt und an der die
Datenuibertragung nicht durch Hinernisse gestért werden kann.

2 Schrauben Sie zwei Schrauben (nicht mitgeliefert) in einem Abstand von 80 mm in die
Wand. Sie kénnen die Zeichnung am Ende dieses Handbuchs verwenden, damit die
Schraubldcher den richtigen Abstand haben. Verwenden Sie Schrauben mit 6 - 8 mm
breiten Képfen (0,24 - 0,31"). Schrauben Sie die Schrauben nicht vollsténdig in die
Wand. Lassen Sie einen kleinen Abstand zwischen Schraubenkopf und Wand. Der
Abstand muss so grof} sein, dass Sie den NWA-3500, dessen Schraubldcher sich an
der Rickseite befinden, in den Schraubkdpfen einhdngen kénnen.
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/@5 Stellen Sie sicher, dass die Schrauben fest in der Wand eingeschraubt und
stark genug sind, um das Gewicht des NWA-3500 mit den Anschlusskabeln

zu tragen.

3 Richten Sie die Kabel.
Fuhren Sie die Anschlusskabel entlang der Ruickseite des NWA-3500 (siehe Abbildung).

ODER:
Fihren Sie die Anschlusskabel nach oben entlang der Decke.

(l
[ 3

4
-
| G

e
I

4 Richten Sie die
Montagelécher an der
Rickseite des NWA-3500 , i
an den Schrauben in der 3, ‘l‘- _______ e
Wand aus. Hangen Sie den L N [N S —
NWA-3500 in die 2
Schrauben ein. el 80 mm

5 Power over Ethernet (PoE)

Power over Ethernet (PoE) ist die Fahigkeit, den NWA-3500 Uber ein 8-poliges CAT 5
Ethernet-Kabel mit Strom zu versorgen, sodass keine zusatzliche Stromquelle benétigt

wird.
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Um das Ethernet-Kabel (A) mit Strom (C) zu versorgen, wird zudem ein Einspeise- oder
PoE-Gerat (B) (nicht im Lieferumfang enthalten) benétigt. Dieses Leistungsmerkmal
erhoht die Flexibilitéat in der Positionswahl des NWA-3500 (Z).

LAN

,@f Sie kdnnen den NWA-3500 tber den ETHERNET-Anschluss mit der PoE-
Funktion mit Strom versorgen UND ihn direkt Gber den Anschluss
POWER 12VDC mit einer Stromquelle verbinden. In diesem Fall missen
Sie das Kabel erst vom ETHERNET-Anschluss und dann erst vom POWER
12VDC-Anschluss abtrennen. Das flihrt dazu, dass der NWA-3500 neu
gestartet wird.

6 Schritte zum Ansehen von Produktzertifizierung(en)

1 Besuchen Sie www.zyxel.com.

2 Wahlen Sie auf der ZyXEL-Homepage aus der Liste der Produkte lhr Produkt aus.
3 Wahlen Sie auf dieser die Zertifizierung aus, die Sie gerne angezeigt haben mdchten.
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Vista previa

Esta Guia de instalacion rapida le muestra como instalar y configurar el NWA-3500

(marcado como Z en el ejemplo de abajo) para permitir a los clientes inalambricos acceder
de forma segura a su red inalambrica. Vea su Guia del usuario para mas informacion.

Internet

sl

;S = =
2, @
7z NE
©

i

/@5 Puede que necesite su acceso a Internet para mas informacion.

Para configurar su red inalambrica necesitara:
1 Conectar el hardware.

2 Acceder al configurador Web.

3 Configurar el acceso a Internet.

4 Instalar el Hardware.

5 Configurar Power over Ethernet (opcional).
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1 Conectar el hardware

1 Con un cable Ethernet, conecte el puerto ETHERNET a un ordenador para la
configuracion inicial.

2 Conecte el zécalo POWER 12VDC a una toma de corriente utilizando Unicamente el
adaptador de corriente incluido.

g Conecte el puerto ETHERNET del NWA-3500 a una clavija Ethernet con
acceso a la red tras haber completado la configuracion inicial.

1.1 LEDs

'WDS/SYS

=

CONSOLE ETHERNET

[ [} =

El LED WDS/SYS parpadea en rojo mientras el NWA-3500 esta arrancando. Cuando el
NWA-3500 esta listo, el LED ZyAIR se enciende y parpadea cuando hay trafico.
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Uno de los LEDs ETHERNET del puerto RJ-45 ETHERNET se enciende si el puerto
ETHERNET esta correctamente conectado y parpadea cuando hay trafico. EI LED verde
ETHERNET se enciende si la conexién es a 10Mbps y el LED amarillo ETHERNET se
enciende si la conexion es a 100Mbps.

?

° Si el LED ZyAIR no se enciende, asegurese de utilizar el adaptador de
corriente correcto y de que el adaptador de corriente esté enchufado en
una toma de corriente apropiada. Desenchufe el adaptador de corriente y
vuelva a enchufarlo. Si el error persiste, puede que tenga un problema de
hardware. En este caso, deberia contactar con el vendedor.

Si ningun LED ETHERNET se enciende, compruebe la conexion del cable
al puerto NWA-3500 ETHERNET.

2 Acceder al Configurador Web

,@ Utilice Internet Explorer 6.0 o superior o Netscape Navigator 7.0 o una
version superior con JavaScript activado y el bloqueo de anuncios
desactivado.

2.1 Configurar la direccién IP de su ordenador

,@ Apunte la configuracion IP actual de su ordenador antes de cambiarla.

Primero, ajuste su ordenador para utilizar una direccion IP estatica dentro del rango
192.168.1.3 - 192.168.1.254 con una mascara de subred 255.255.255.0. Esto asegura
que su ordenador pueda comunicarse con su NWA-3500. Consulte su Guia del usuario
para informacidn sobre la configuracion de la direccion IP de su ordenador.
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2.2 Acceda al Configurador Web

/@5 Aunque puede conectarse al NWA-3500 de forma inalambrica, se
recomienda que conecte su ordenador al puerto ETHERNET para la
configuracion inicial.

1 Abra su explorador de web. Escriba J Fle  Edi
192.168.1.1 (la direccion IP
predeterminada del NWA-3500) | Address | hitpiif1oz.168.1.2 [
como direccién.

?

° Si no puede acceder al configurador Web, compruebe que las direcciones
IP y mascaras de subred del NWA-3500 y del ordenador estén en el
mismo rango de direccion IP (ver Seccion 2.1).

Wiew  Faworites  Tools  Help

2 Haga clic en Login (Acceso) (la
contrasefia predeterminada 1234 ya

esta introducida). NWA-3500

Enter Password and click Login.

——

3 Cambie la contrasefia de acceso
introduciendo una nueva contrasefia

y haciendo clic en Apply (Aplicar). Use this screen to change the password.
Asegurese de grabar la nueva
contrasefia y guardarla en un lugar New Password: =
seguro.

Retype to Confirm: |
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?

Si cambia la contrasefa y la olvida, necesitara reiniciar el NWA-3500.

Consulte la Guia del usuario para como utilizar el boton RESET.

4 Haga clic en Apply (Aplicar) para
cambiar el certificado
predeterminado de fabrica para

mayor seguridad; por otro lado, haga

clic en Ignore (Ignorar) para
proceder si no desea cambiar el
certificado en este momento.

5 Aparecera la pantalla MAIN MENU
(MENU PRINCIPAL).

Replace Factory Default Certificate

The factory default certificate is common to all
NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific

to this device.

ZyXEL

ADVANCED
SYSTEM
WIRELESS
IP
ROGUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES
LOGS

VLAN Welcome to the ZyXEL embedded web configurator.

MAINTENANCE

LoGouT

» Click Maintenance to access a range of maintenance submenus.
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3 Configure el NWA-3500

3.1 Ajustar la configuracion del sistema
1 Haga clic en SYSTEM (SISTEMA) en el panel de navegacion.

ZyXEL

ADVAKNCER

ROGLUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT

2 Aparecera la pantalla SYSTEM > General.

General Password Time Setting
General Setup
System Name [INiA-3500
Domain Name |
Administrator Inactivity Timer |5 (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCF 'l ID.D.D.D
Second DNS Server IFrom DHCP vl ID.D.D.D
Third DNS Server IFrDm DHCP Vl ID.D.D.D

Reset |

System Name (Nombre del sistema) es para identificar el NWA-3500 en su red. Elija
un nombre identificativo o deje el predeterminado.

Domain Name (Nombre de dominio): Escriba un nombre de dominio si su ISP requiere
uno para la autenticacion. O bien puede dejarlo en blanco o ajustar lo que haya aparecido
automaticamente.

DNS Server(s) (Servidor(es) DNS): Si su ISP le ha facilitado una configuracion DNS
(Domain Name System) especifica, seleccione User-Defined (Definido por el usuario) y
escribala aqui.
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3 Haga clic en Apply (Aplicar).

Ajustar la configuracion inalambrica

1 Haga clic en WIRELESS Wireless SSID Security  RADIUS  Layer2 Isolation MAC Filter
(INALAMBRICO) en el panel A wiani =]
de navegacién. Aparecera la Operating Mode [AccoosFom_ 7]
L 802.11 Mode [a0z11b+g =]

siguiente pantalla. 5 Smrn i
Chaose Channel ID [Channel-06 2437MHz =] or
RTS/CTS Thrashold E
Fragmentation Threshold 2346 (266 ~ 2348)
Qutput Power W
SSID Profile EEEE|
¥ Enahle Breathing LED
¥ Enable Spanning Tree Protacol (STP)
™ Roaming Active

Apply Reset

g Las estaciones inalambricas y el NWA-3500 deben utilizar la misma
configuracion SSID, ID de canal y cifrado para la comunicacién
inalambrica.

WLAN Adaptor (Adaptador WLAN): Asegurese de que WLAN1 esté seleccionado.

Operating Mode (Modo de operacion): Asegurese de haber seleccionado el modo
Access Point (Punto de acceso).

802.11 Mode (Modo 802.11): Seleccione el estandar inalambrico que desee que utilice su
red. Si todos los clientes inalambricos soportan IEEE 802.11a, seleccione 802.11a. De lo
contrario, seleccione 802.11b+g.

Choose Channel ID (Elegir ID de canal): Seleccione el canal inalambrico que desee que
su red utilice. Para que el NWA-3500 seleccione automaticamente un canal, haga clic en
Scan (Escanear).

SSID Profile (Perfil SSID): Seleccione el perfil SSID que desee configurar para el acceso
ala red en la lista desplegable. Este ejemplo utiliza el perfil SSID03.

2 Haga clic en Apply (Aplicar) para guardar su configuracion.
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3 Haga clic en la ficha SSID.
Aparecera la siguiente
pantalla.

Asegurese de que la
configuracion de SSID03 tenga
sus valores predeterminados.

El SSID (nombre de la red)
predeterminado es ZyXEL03,
su configuracién de Security
(Seguridad) predeterminada es
Security01. Layer 2 Isolation
(Aislamiento de capa 2) y MAC
Filter (Filtro MAC) estan
ajustados a Disable
(Desactivado) por defecto.

Si desea cambiar la
configuracion del perfil SSID,
seleccione SSID03 y haga clic
en Editar.

4 Haga clic en la ficha Security
(Seguridad). Asegurese de
que Security01 esté
seleccionado y haga clic en
Edit (Editar).

iTeless

ecurity

ayerZ lsolation

ilter

[ opiomotons] s | soouy | weows | oo | 5 sl i

N volp SSID | ZyXELD1 | securitydl | radius)t volP

SSID03 | ZyXELO3 | securidl | radius)l NONE
Dl ssioos ZyXELOS | securiy0l | radiusdl NONE Disable Disable
DIl ssioos ZyXELUG | security0l | radius01 NONE Disable Disable
DEN| ssioor ZyXELD? | securiydl | radiusd1 NONE Disable Disable
I ssiDos | ZyXELOB | securitydl | radiusdi NONE Disable Disable
[N ssi0s | ZyXELOD | securitydl | radiusdt NONE Disable  Disable
NN ssiD10 | ZyXELID | securitydl | radiusdt NONE Disable  Disable
O sson ZyXELM | securitydl | radiusdt NONE Disable  Disable
DN ssip1z | zyXEL1Z | securitydl | radiusdt NONE Disable  Disable
DN ssioi ZyXEL13 | securiydl | radiusd1 NONE Disable Disable
DEl ssion ZyXELM | securiy0l | radius0l NONE Disable Disable
DB ssiois ZyXEL15 | securidl | radiusd1 NONE Disable Disable
IR ssiD16 | ZyXEL16 | securiydl | radiusdt NONE Disable Disable.

(@)
Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
Cormrertnr Mo

securi1 None

| securityD3 None

| security0d None

| securityDs None

| securityl6 None

| securityD? None

| security08 None

| securityD9 None

| securityl0 None

| securityl1 None

| securityl2 None

| securityld None

| securityld None

| securityld None

| securityl6 None
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5 Aqui es donde puede Wireless  SSID_ | Security | RADIUS  Layer2 Isolation WAC Filter
introducir la configuracion de N oo —
seguridad para su red Security Mode : WPAZPSE =
H 2 H Pre-Shared Key : Thls|smyWF’A27PSKF’resharedke3d
|nalambr|ca: Los cgmpos gue ReAuthentication Timer : 1800 (In seconds)
rellene se diferencian segun el Idle Timeout : [3600 | (in secands)
t|po de Segundad que Group Key Update Timer : 1600 | (in seconds)

seleccione en el campo

Security Mode (Modo de
seguridad). Seleccione None

Feset

(Ninguno) si no desea utilizar la
seguridad inalambrica.

Este ejemplo utiliza seguridad
WPA2-PSK, en la que todos los
clientes inaldambricos deben
utilizar la misma clave pre-
compartida para unirse a la red.

Asegurese de que todos los
clientes inalambricos soporten
el tipo de seguridad ajustado.
Haga clic en Apply (Aplicar)
cuando haya finalizado.

? Si los clientes inaldambricos no pueden comunicarse con la red, asegurese
de que los clientes y el NWA-3500 utilicen la misma configuracién de
seguridad inalambrica.
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Ajustar la configuracion IP

1 Necesita configurar la
direccion IP de su NWA-3500
para que estén en la misma
subred que su red. Haga clic
en IP en el panel de
navegacion.

Seleccione Get automatically
from DHCP (Obtener
automaticamente de DHCP) si
desea que un servidor DHCP
de su red asigne una direccion
IP al NWA-3500.

Si tiene una direccién IP
especifica para usar, seleccione
Use fixed IP address (Utilizar
direccion IP fija) e introduzcala
junto con su mascara de subred
y puerta de enlace IP.

Haga clic en Apply (Aplicar). El
NWA-3500 ahora utiliza la
nueva configuracion IP; no
puede conectarse mas al NWA-
3500 utilizando la direccioén IP
predeterminada.

“ Get automatically from DHCP
© Use fixed IP address

IP Address IW 92.168.1.2
IP Subnet Mask IEEE 265.255.0
Gateway IP Address ID 0.0.0
Ay Feset |

g Si cambia la direccion IP de su NWA-3500, debera utilizar la nueva
direccion IP la préxima vez que acceda al configurador Web. Si
selecciona Get automatically from DHCP (Obtener automaticamente de
DHCP) compruebe que su servidor DHCP determina la direccién IP que
asigna al NWA-3500. Consulte la documentacion de su servidor DHCP

para mas informacion.

2 Si ha cambiado la direccion IP de su ordenador en Seccion 2.1, devuélvale su

configuracion predeterminada.

3 Cambie la configuracion inalambrica en las estaciones inalambricas para que
coincida con la del NWA-3500. Consulte la documentacion de su adaptador

inalambrico.
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El NWA-3500 ya esté listo para conectarse a su switch o router. Puede hacerlo ahora o
una vez colocadas las antenas y montado el NWA-3500.

?

° Si el NWA-3500 no puede comunicarse con la red, compruebe que el
NWA-3500 utiliza una direccion IP en la misma subred que el switch /
router.

4 Instalar el Hardware

4.1 Conectar las antenas

Siga estos pasos para conectar las antenas incluidas.

1 Localice los conectores de la antena en
los laterales de su NWA-3500.

2 Atornille las antenas en sentido horario
en los conectores para antenas. Las
antenas deberian estar perpendiculares

al suelo y paralelas entre ellas. ©)

. ) - B U
Asegurese de que las antenas estén 2\ @
bien atornilladas en los conectores @

para antena.

4.2 Instalacion del montaje para hardware

En general, la mejor ubicacion para el punto de acceso es en el centro del &rea de
cobertura. Para un mejor rendimiento, monte el NWA-3500 hacia arriba sin obstrucciones.

Libre y de pie

Coloque su NWA-3500 en una superficie plana, nivelada (en una mesa o estante) lo
suficientemente fuerte como para soportar el peso del NWA-3500 con sus cables de
conexion.

Montaje en pared

Siga estos pasos para montar su NWA-3500 en una pared.

1 Localice una posicién alta en la pared libre de obstaculos.
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2 Conecte dos tornillos (no incluidos) en la pared separados por 80mm. Puede usar el
diagrama al final de esta guia para ayudarle a marcar los agujeros de los tornillos
correctamente. Use los tornillos con cabezas de 6mm a 8mm (0.24" a 0.31") de ancho.
No inserte los tornillos hasta el fondo en la pared. Deje un pequefio espacio entre la
cabeza del tornillo y la pared. El hueco debe ser lo suficientemente grande para que
las cabezas de los tornillos puedan entrar en las ranuras de los tornillos y los cables de
conexién quepan a través de la parte posterior del NWA-3500.

g Compruebe que los tornillos estén bien fijos en la pared y sean lo
suficientemente fuertes como para soportar el peso del NWA-3500 con los

cables de conexion.

3 Ajuste los cables.
Pase los cables de conexion por la parte posterior del NWA-3500 hacia abajo como
aparece en la siguiente figura.
O:
Pase los cables de conexion por la parte posterior hacia arriba o por el borde del techo.

(l
[ 3

4
-
| GG

™
s @)
| —

e
5

4 Alinee los agujeros en la
parte posterior del NWA-
3500 con los tornillos enla | - o
pared. Cuelgue el NWA- SiL )
3500 con los tornillos. L N

{lt
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5 Corriente sobre Ethernet (PoE)

La Corriente sobre Ethernet (PoE) es la capacidad de suministrar alimentacion a su NWA-
3500 a través de un cable Ethernet CAT 5 de 8 contactos, eliminando la necesidad de una
toma de corriente cercana.

También necesitara un dispositivo inyector o PoE (B) (no incluido) para suministrar
corriente (C) al cable Ethernet (A). Esta caracteristica permite una mayor flexibilidad para
la ubicacién de su NWA-3500 (Z).

LAN
z
@

| A g C @i

£§ Puede conectar el NWA-3500 a PoE a través del puerto ETHERNET Y a
una fuente de alimentacion a través del puerto POWER 12VDC. Si lo hace,
no desconecte el puerto ETHERNET antes de desconectar el puerto
POWER 12VDC. Esto provoca que el NWA-3500 se reinicie.

6 Procedimiento para ver la(s) certificacidén(es) del
producto

1 Vaya a www.zyxel.com.

2 Seleccione su producto de la lista desplegable en la pagina inicial de ZyXEL parairala
pagina de ese producto.

3 Seleccione la certificacion que desee visualizar en esta pagina.
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Présentation

Ce guide de mise en route rapide indique comment installer et configurer le NWA-3500
(marqué d'un Z dans I'exemple ci-dessous) pour permettre aux clients sans fil d’accéder

en toute sécurité a votre réseau cablé. Consultez votre Guide de I'utilisateur pour plus
d'informations.

Internet

s

! = T =
Z N
©

1l
N
1]

{-

g Vous aurez peut-étre besoin de vos informations d'accés a Internet.

Pour installer votre réseau sans fil, vous devez :

1 Connecter le matériel.

2 Accédez au configurateur Web.
3 Configurer 'accés a Internet.

4 Installer le matériel.

5 Installer I'alimentation électrique par cable Ethernet (PoE) (facultative).
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1 Connecter le matériel

1 Utilisez un cable Ethernet, connectez le port ETHERNET a un ordinateur pour effectuer
la configuration initiale.

2 Connectez la prise d’POWER 12VDC a une source de courant en utilisant uniquement
I’adaptateur d’alimentation fourni.

g Connectez le port ETHERNET du NWA-3500 a une prise Ethernet avec
acces au réseau aprés avoir terminé la configuration initiale.

1.1 LED

'WDS/SYS

=

CONSOLE ETHERNET

[ [} =

La LED WDS/SYS clignote en rouge lors du redémarrage du NWA-3500. Quand le NWA-
3500 est prét, la LED ZyAIR s'allume et clignote lors de trafic.
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Une des LED ETHERNET du port RJ-45 ETHERNET s'allume si le port ETHERNET est
correctement connecté et clignote lors du trafic. La LED ETHERNET verte s'allume si la
connexion est a 10Mbps, et la LED ETHERNET jaune s'allume si la connexion est a
100Mbps.

?

° Sila LED ZyAIR ne s'allume pas, vérifiez que vous utilisez 'adaptateur
d’alimentation correct et que I'adaptateur d’alimentation est branché dans
une prise de courant appropriée. Débranchez I'adaptateur d’alimentation et
rebranchez-le. Si I'erreur persiste, il est possible que vous ayez un
probléme matériel. Dans ce cas, vous devez contacter votre vendeur.

Si aucune LED ETHERNET ne s'allume, vérifiez la connexion du cable au
port ETHERNET du NWA-3500.

2 Accéder au configurateur Web.

,@ Utilisez Internet Explorer 6.0 et plus récent ou Netscape Navigator 7.0 et
des versions plus récentes avec JavaScript activé et le bloqueur de
fenétres publicitaires intempestives désactivé.

2.1 Paramétrez I'adresse IP de votre ordinateur

,@ Notez les paramétres IP actuels de votre ordinateur avant de les modifier.

Paramétrez d'abord votre ordinateur pour qu'il utilise une adresse IP statique dans la plage
192.168.1.3 a 192.168.1.254 avec un masque de sous-réseau de 255.255.255.0. Cela
permet d'assurer que votre ordinateur peut communiquer avec votre NWA-3500.
Consultez votre guide de l'utilisateur pour les informations sur le paramétrage de I'adresse
IP de votre ordinateur.
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2.2 Ouvrez une session dans le configurateur Web

/@5 Méme si vous pouvez vous connecter au NWA-3500 sans fil, il est
recommandé de connecter votre ordinateur au port ETHERNET pour la
configuration initiale.

1 Lancez votre navigateur web. Entrez Fle  Edi
192.168.1.2 (I'adresse IP par défaut —
du NWA-3500) comme adresse. | Address | huepsf102.168.1.2 [

Wiew  Faworites  Tools  Help

? Si vous ne pouvez pas accéder au Configurateur Web, vérifiez que les
adresses IP et les masques de sous-réseau du NWA-3500 et de
'ordinateur sont dans la méme plage d’adresse IP (voir la Section 2.1).

2 Cliquez sur Login (Ouvrir une
session) (le mot de passe par défaut

1234 est déja entré). NWA-3500

Enter Password and click Login.

Password: - I

3 Changez le mot de passe
d'ouverture de session en entrant un

nouveau mot de passe et cliquez sur Use this screen to change the password.
Apply (Appliquer). Prenez soin
d'enregistrer le nouveau mot de New Password: =
passe et conservez-le dans un

Retype to Confirm: |

endroit sar.
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? Si vous changez le mot de passe et que vous l'oubliez, vous devrez
réinitialiser le NWA-3500. Reportez-vous au Guide de I'utilisateur pour la
maniére d'utiliser le bouton REINITIALISER.

4 Cliquez sur Apply (Appliquer) pour
rempl ri rtificat d'usin r
e, placer le certificat d us, © _pz’a Replace Factory Default Certificate
défaut pour renforcer la sécurité ;
vous pouvez aussi cliquer sur Ignore

The factory default certificate is common to all
NWA models. Click Apply to create a certificate

(Ignorer) pour continuer si vous ne ) . S e MR AN 3
e using your 's address that wi e specific
voqltatz pastchanger le certificat to this device.
maintenant.
5 L'écran MAIN MENU (MENU ZyXEL

PRINCIPAL) apparatt.

ADVANCED
SYSTEM
WIRELESS

IP
ROGUE AP
REMOTE MGNT

AUTH. SERVER
CERTIFICATES

Welcome to the ZyXEL embedded web configurator.
MAINTENANCE

LoGouT
» Click Maintenance to access a range of maintenance submenus.
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3 Configurer le NWA-3500

3.1 Configurer les paramétres du systéme

1 Cliquez sur System (SYSTEME) dans le panneau de navigation.

ZyXEL

ADVAKNCER

ROGLUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES
LOGS

VLAN

MAINTENANCE
LOGOUT
2 L'écran System (SYSTEME) >General (Général) apparait.

General Password Time Setting
General Setup
System Name [INiA-3500
Domain Name |
Administrator Inactivity Timer |5 (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCF 'l ID.D.D.D
Second DNS Server IFrom DHCP vl ID.D.D.D
Third DNS Server IFrDm DHCP Vl ID.D.D.D

Reset |

System Name (Nom du systeme) sert a identifier le NWA-3500 sur votre réseau.
Choisissez un nom distinctif, ou laissez celui-ci a sa valeur par défaut.

Domain Name (Nom de domaine) : Entrez un nom de domaine si votre FAl en demande
un pour authentification. Autrement vous pouvez le laisser vide ou sur ce qui pourrait étre
affiché automatiquement.

DNS Server(s) (Serveur(s) DNS) : Si votre FAI vous a attribué des paramétres DNS
(Domain Name System) spécifiques, sélectionnez User-Defined (Personnalis€) et
entrez-les ici.
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3 Cliquez sur Apply (Appliquer).

Configurer les parameétres sans fil

1 Cquuez sur WIRELESS Wireless | SSID Security  RADIUS  Layer2 Isolation MAC Filter
(SANS FIL) dans le panneau TR G (WA =]
de navigation. L'écran suivant Operating Mode Acceos Pomt 2]
N 802.11 Mode 802.11h+g v
apparait. i Super Mode
Chaose Channel ID Channel-06 2437MHz =] ar
RTS/CTS Threshold 2345 | czog w 22d)
Fragmentation Threshold 2346 (266 ~ 2348)
QOutput Power 100% -
SSID Profile SSD03 ~
¥ Enahle Breathing LED
¥ Enable Spanning Tree Protacol (STP)
™ Roaming Active
Apply Peset

g Les stations sans fil et le NWA-3500 doivent utiliser le méme SSID, ID de
canal et parametres de cryptage pour la communication sans fil.

WLAN Adaptor (Adaptateur WLAN) : Vérifiez que WLAN1 est sélectionné.

Operating Mode (Mode de fonctionnement) : Vérifiez que Access Point (le mode
Point d'accés) est sélectionné.

802.11 Mode (Mode 802.11) : Sélectionnez le standard sans fil a utiliser par votre
réseau. Si tous les clients sans fil prennent en charge IEEE 802.11a, sélectionnez
802.11a. Autrement, sélectionnez 802.11b+g.

Choose Channel ID (Choisissez I'ID du canal) : Sélectionnez le canal sans fil a utiliser
par votre réseau. Pour que le  NWA-3500 sélectionne automatiquement un canal, cliquez
sur Scan (Balayer) a la place.

SSID Profile (Profil SSID) : Sélectionnez le profil SSID que vous voulez configurer pour
I'accés au réseau dans la liste déroulante. Cet exemple utilise le profil SSID03.

2 Cliquez sur Apply (Appliquer) pour enregistrer vos parametres.
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3 Cliquez sur I'onglet SSID.
L’écran suivant apparait.

Le SSID03 (le nom du réseau)
par défaut le SSID03 est
ZyXELO3 et son paramétre de
Security (Sécurité) par défaut
est Security01 (Security01).

Si les parametres sont différent,
ou si vous voulez changer le
SSID, sélectionnez SSID03 et
cliquez sur Edit (Editer) pour
changer les paramétres.

4 Cliquez sur I'onglet Security
(Sécurité). Vérifiez que
Security01 est sélectionné et
cliquez sur Edit (Editer).

iTeless

ecurity

ayerZ lsolation

ilter

mm P -

N volp SSID | ZyXELD1 | securitydl | radius)t volP Disable
SSID03 | ZyXELO3 | securiydl | radius)l NONE Disable

Y. securl radu: Disable  Disable
Dl ssioos ZyXELOS | securiy0l | radiusdl NONE Disable Disable
DIl ssioos ZyXELUG | security0l | radius01 NONE Disable Disable
DEN| ssioor ZyXELD? | securiydl | radiusd1 NONE Disable Disable
I ssiDos | ZyXELOB | securitydl | radiusdi NONE Disable Disable
[N ssi0s | ZyXELOD | securitydl | radiusdt NONE Disable  Disable
NN ssiD10 | ZyXELID | securitydl | radiusdt NONE Disable  Disable
O sson ZyXELM | securitydl | radiusdt NONE Disable  Disable
DN ssip1z | zyXEL1Z | securitydl | radiusdt NONE Disable  Disable
DN ssioi ZyXEL13 | securiydl | radiusd1 NONE Disable Disable
DEl ssion ZyXELM | securiy0l | radius0l NONE Disable Disable
S$SID15 ZyXEL15 securityd1 radius01 NONE Disahle  Disable
SSID16 | ZyNEL16 | securiy0l | radiusdl NONE Disable Disable.

Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter

o- - Cormrertnr Mo

securi1 None

| securityD3 None

| security0d None

| securityDs None

| securityl6 None

| securityD? None

| security08 None

| securityD9 None

| securityl0 None

| securityl1 None

| securityl2 None

| securityld None

| securityld None

| securityld None

| securityl6 None
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5 C'est I'endroit oU vous pouvez [ wirless  ssiD | Securty | RADIUS  LayerZ isolation WAC Filter

enter les paramétres de Name : et
sécurité pour votre réseau Security Mode ; WEAPSK ]

. Pre-Shared Key : Thisismy\WPAZ-PSKPresharedkesy]
sans fil. Le; chgnjps que vous ReAuthentication Timer : 1800 (in seconds)
avez remplis different en Idle Timeout : [3600 | {in seconds)
fonction des types de sécurité Group Hey Update Timer : 1800 (in seconds)

que vous sélectionnez dans le

champ Security Mode (Mode
Sécurité). Sélectionnez None

Feset

(Aucun) si vous ne voulez pas
utiliser la sécurité sans fil.

Cet exemple utilise la sécurité
WPA2-PSK, dans lequel tous
les clients sans fil doivent
utiliser la méme clé prépartagée
pour accéder au réseau.

Vérifiez que tous les clients
sans fil prennent en charge le
type de sécurité que vous avez
définie. Cliquez sur Apply
(Appliquer) quand vous avez
terminé.

? Si les clients sans fil ne peuvent pas communiquer avec le réseau, vérifiez
[ ]
que les clients et le NWA-3500 utilisent les mémes paramétres de sécurité
sans fil.
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3.2 Configurer les parameétres IP

1 Vous devez paramétrer IP
I'adresse IP de votre NWA-
3500 afin qu'elle se trouve

dans le méme masque de " Get automatically from DHCP

. . " Use fizxed IP address
sous-réseau que votre réseau. i [oziesie |
Cliquez sur IP dans le IP Subnet Mask [255 255 255.0
panneau de navigation. Gateway IP Address [onon

Sélectionnez Get

automatically from DHCP

(Obtenir automatiquement a _Reset |

partir de DHCP) si vous voulez
qu'un serveur DHCP sur votre
réseau attribue une adresse IP
au NWA-3500.

Si vous avez une adresse IP
spécifique a utiliser,
sélectionnez Use fixed IP
address (Utiliser une adresse
IP fixe) et entrez-la avec le
masque de sous-réseau et
'adresse IP de passerelle.

Cliquez sur Apply (Appliquer).
Le NWA-3500 utilise maintenant
les nouveaux paramétres d'IP;
vous ne pouvez plus vous
connecter au NWA-3500 en
utilisant I'adresse IP par défaut.
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g Si vous changez I'adresse IP du NWA-3500, vous devrez utiliser la
nouvelle adresse IP la prochaine fois que vous accéderez au
configurateur web. Si vous sélectionnez Get automatically from DHCP
(Obtenir automatiquement a partir de DHCP), consultez votre serveur
DHCP pour déterminer I'adresse IP qu'il a attribuée au NWA-3500.
Consultez la documentation de votre serveur DHCP pour plus
d'informations.

2 Si vous avez modifié I'adresse IP de votre ordinateur dans la Section 2.1, rétablissez-
la a sa valeur précédente.

3 Changez les paramétres sans fil dans les stations sans fil pour qu’ils correspondent a
ceux du NWA-3500. Consultez la documentation de votre adaptateur sans fil.

Le NWA-3500 est maintenant prét a se connecter a votre commutateur ou routeur. Vous
pouvez le faire dés maintenant, ou une fois que vous aurez installé les antennes et monté
le NWA-3500.

?

° Si le NWA-3500 ne peut pas communiquer avec le réseau, vérifiez que le
NWA-3500 utilise une adresse IP se trouvant sur le méme sous-réseau que
le commutateur / routeur.
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4 Installer le matériel

4.1 Connecter les antennes

1 Localisez les connecteurs des antennes
sur les cotés de votre NWA-3500.

2 Vissez les antennes dans le sens des
aiguilles d’'une montre sur les
connecteurs de 'antenne. Les antennes
doivent étre perpendiculaires au sol et ©) C
paralléles entre elles. & .

Vérifiez que les antennes sont

correctement vissées sur les
connecteurs d’antenne.

@) )

4.2 Installation de montage matériel

En général, le meilleur emplacement pour le point d’accés est au centre de votre zone de
couverture sans fil. Pour obtenir de meilleures performances, montez le NWA-3500 sur un
point élevé et sans obstructions.

Auto-stable

Placez votre NWA-3500 sur une surface plane, de niveau (sur un bureau ou une étagére)
assez solide pour supporter le poids du NWA-3500 avec les cables de connexion.

Montage mural
Suivez les étapes suivantes pour fixer votre NWA-3500 a un mur.

1 Repérez une position élevée sur le mur ne comportant pas d’obstructions.

2 Connectez deux vis (non fournies) dans le mur a 80mm I'une de I'autre. Vous pouvez
utiliser le schéma a la fin de ce guide pour vous aider a marquer correctement les trous
de vis. Utilisez des vis de 6mm ~ 8mm (0,24" ~ 0,31") a grande téte. Ne vissez pas les
vis sur toute leur longueur dans le mur. Laissez un petit espace entre la téte de la vis et
le mur. L'espace doit étre assez grand pour permettre aux tétes de vis de glissez dans
les logements de vis et faire passer les cables de connexion vers le bas au dos du
NWA-3500.

/@ Vérifiez que les vis sont correctement fixées au mur et assez solides pour
supporter le poids du NWA-3500 avec les cables de connexion.

3 Ajustez les cébles.
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Faites passer les cables de connexion derriére le dos du NWA-3500 comme indiqué sur
l'image suivante.

Oou:

Faites passer les cables de connexion vers le haut et le long du bord du plafond.

(l
[ 3

4
—
| )

[
o

4 Alignez les trous au dos du
NWA-3500 avec les vis sur
le mur. Suspendez le NWA- | - s
3500 aux vis. sl LS

[ }mmmm———— o mEmmmmmmEEme-—————— ®

5 PoE (Alimentation électrique par cable Ethernet)
PoE (Power over Ethernet) est la possibilité de fournir I'alimentation a votre NWA-3500 via
un cable Ethernet CAT 5 8 broches, éliminant la nécessité d’'une prise courant proche.

Un injecteur ou matériel PoE (B) (non fourni) est aussi requis pour alimenter (C) le cable
Ethernet (A). Cette fonctionnalité augmente aussi la flexibilité dans I'emplacement de votre

NWA-3500 (Z).

LAN
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/@5 Vous pouvez connecter le NWA-3500 a PoE via le port ETHERNET ET a
une source d'alimentation via le port POWER 12VDC. Dans ce cas, ne
déconnectez pas le port ETHERNET avant de déconnecter le port POWER
12VDC. Cela entraine le redémarrage du NWA-3500.

6 Procédure pour afficher la (les) certification(s) d'un
produit

1 Allez a www.zyxel.com.

2 Sélectionnez votre produit sur la liste du menu déroulant de la page d'accueil de ZyXEL
pour accéder a la page de ce produit.

3 Sélectionnez la certification que vous désirez consulter dans cette page.
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Cenni generali

La presente guida introduttiva fornisce informazioni sull'impostazione e la configurazione
di NWA-3500 (contrassegnato Z nell'esempio sotto) per consentire ai clienti wireless di
accedere in modo sicuro alla rete cablata. Consultare la propria Guida utente per ulteriori
informazioni.

i Internet

s

g E possibile che occorra reperire le informazioni sul proprio accesso a
Internet.

Per configurare la rete wireless & necessario:

1 Collegare I'hardware.

2 Accedere allo strumento di configurazione Web.

3 Configurare l'accesso a Internet.

4 Installare I'hardware.

5 Configurazione di Power over Ethernet (opzionale).
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1 Collegamento dell'hardware

1 Per mezzo di un cavo Ethernet, collegare la porta ETHERNET ad un computer per la
configurazione iniziale.

2 Collegare la porta POWER 12VDC a una sorgente di alimentazione utilizzando
esclusivamente I'alimentatore fornito in dotazione.

g Collegare la porta ETHERNET di NWA-3500 a un jack Ethernet con
accesso alla rete dopo aver completato la configurazione iniziale.

1.1 LED

'WDS/SYS

=

CONSOLE ETHERNET

[ [} =

Il LED WDS/SYS lampeggia di colore rosso mentre NWA-3500 si sta accendendo. Quando
NWA-3500 & pronto, il LED ZyAIR si accende e lampeggia quando c'é traffico.
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Uno dei LED ETHERNET sulla porta ETHERNET RJ-45 si accende se la porta ETHERNET
€ correttamente collegata, lampeggiando quando c'e traffico dati. II| LED ETHERNET verde
si accende se il collegamento € a 10 Mbps, mentre il LED ETHERNET giallo si accende se
il collegamento & a 100 Mbps.

?

° Se il LED ZyAIR non si accende, assicurarsi di utilizzare I'alimentatore

corretto e che I'alimentatore sia collegato ad una presa di corrente attiva.
Scollegare I'alimentatore e ricollegarlo. Se I'errore persiste, € possibile che
vi sia un problema hardware. In questo caso, € opportuno contattare il
rivenditore.

Se nessuno dei LED ETHERNET si accende, controllare il collegamento
dei cavi alla porta ETHERNET del NWA-3500.

2 Accedere allo strumento di configurazione Web

/@ Utilizzare Internet Explorer 6.0 o versione successiva oppure Netscape
Navigator 7.0 o versione successiva con JavaScript abilitato e bloccaggio
dei pop-up disabilitato.

2.1 Impostare l'indirizzo IP del computer

/@ Annotare le impostazioni IP correnti del computer prima di cambiarle.

Configurare dapprima il computer a utilizzare un indirizzo |IP statico nell'intervallo
192.168.1.3 - 192.168.1.254 con una subnet mask uguale a 255.255.255.0. In questo
modo si garantisce che il computer possa comunicare con NWA-3500. Vedere la Guida
dell'utente per informazioni sulla configurazione delle impostazioni IP del computer.
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2.2 Eseguire il login nello strumento di configurazione Web

/@5 sebbene sia possibile eseguire il collegamento a NWA-3500 in modalita
wireless, si consiglia di collegare il computer alla porta ETHERNET per la

configurazione iniziale.

1 Avviare il browser. Immettere
192.168.1.2 (I'indirizzo IP predefinito
di NWA-3500) nella barra
dell'indirizzo.

File Edit ‘Wwiew Fawvorites Tools  Help

J Address I

http:fi192.168.1.2 =

? Se non é possibile accedere allo strumento di configurazione Web,

verificare che gli indirizzi IP e le subnet mask di NWA-3500 e del
computer siano nel medesimo intervallo di indirizzi IP (vedere Sezione

2.1).

2 Fare clic su Login (Login) (la
password predefinita 1234 & gia
immessa).

3 Cambiare la password di accesso
immettendo una nuova password e
facendo clic su Appy (applica).
Registrare la nuova password e
conservarla in un luogo sicuro.

NWA-3500

Enter Password and click Login.

——

Use this screen to change the password.

New Password:

Retype to Confirm:

Ignore
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? Se la password viene cambiata e la si dimentica, sara necessario
resettare NWA-3500. Fare riferimento alla Guida utente per informazioni
sull’'uso del pulsante RESET.

4 Fare clic su Apply (applica) per

tituire il certificato predefinito di
?:;bril::aepefﬁna (r::a;gﬁoerge od Replace Factory Default Certificate
sicurezza. In alternativa fare clic su The factory default certificate is common to all
Ignore (ignora) per procedere se NIWA m°‘$€;\°':ﬁ\§’z‘g to °ft‘|313tte ?{I:-‘g“iﬁcat‘?t_
. . . . using your 's address that wi e specific
nontl]fl deldera cambiare ora il to this device.
certificato.

5 Appare la schermata del MAIN ZyXEL
MENU (MENU PRINCIPALE).

ADVANCED
SYSTEM
WIRELESS

IP

ROGUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES

Welcome to the ZyXEL embedded web configurator.

MAINTENANCE

LoGouT
» Click Maintenance to access a range of maintenance submenus.

2.3 Log Into the Web Configurator

,@ Even though you can connect to the NWA-3500 wirelessly, it is
recommended that you connect your computer to the ETHERNET port for

initial configuration.

1 Launch your web browser. Enter S e e
192.168.1.2 (the NWA-3500’s default
IP address) as the address.

|address | http:jj192.186.1.2 |
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?

° If you cannot access the Web configurator, make sure the IP addresses
and subnet masks of the NWA-3500 and the computer are in the same IP
address range (see Sezione 2.1).

2 Click Login (the default password
1234 is already entered).

NWA-3500

Enter Password and click Login.

Password: -

3 Change the login password by
entering a new password and
clicking Apply. Be sure to record the Use this screen to change the password.
new password and keep it in a safe

place. New Password: .
Retypeto Confirm: |

?

° If you change the password and then forget it, you will need to reset the
NWA-3500. Refer to the User’s Guide for how to use the RESET button.
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4 Click Apply to replace the factory
default certificate for added security; Replace Factory Default Certificate

alternatively click Ignore to proceed
if you do not want to change the The factory default certificate is common to all
certificate now. NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific
to this device.

5 The MAIN MENU screen appears. 29778

ADVANCED
SYSTEM
WIRELESS

IP

ROGUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES

Welcome to the ZyXEL embedded web configurator.

MAINTENANCE

LoGouT
» Click Maintenance to access a range of maintenance submenus.
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3 Configurare NWA-3500

3.1 Configura le impostazioni del sistema

1 Fare clic su SYSTEM (SISTEMA) nel pannello di navigazione.

ZyXEL

ADVAKNCER

ROGLUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES
LOGS

VLAN

MAINTENANCE
LOGOUT
2 Appare la schermata SYSTEM (SISTEMA) > Genera (Generale).

General Password Time Setting

General Setup

System Name [INiA-3500
Domain Name |
Administrator Inactivity Timer |5 (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCF 'l ID.D.D.D
Second DNS Server IFrom DHCP vl ID.D.D.D
Third DNS Server IFrDm DHCP Vl ID.D.D.D

Reset |

System Name (nome sistema) consente di identificare NWA-3500 sulla rete.
Scegliere un nome distintivo o lasciare quello predefinito.

Domain Name (Nome dominio): immettere un nome di dominio se il proprio ISP ne
richiede uno per 'autenticazione. In caso contrario € possibile lasciare il campo vuoto o
lasciare I'impostazione predefinita.

DNS Server(s) (Server DNS): se I'ISP fornisce impostazioni DNS (Domain Name
System) specifiche, scegliere User-Defined (definite dall'utente) ed immettere qui tali
impostazioni.
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3 Fare clic su Apply (Applica).

Configura impostazioni Wireless

1 Fare clic su WIRELESS Wireless SSID Security  RADIUS  Layer2 Isolation MAC Filter
(WIRELESS) nel pannello di TR G (WA =]
navigazione. Appaiono le Operating Mode [AccoosFom_ 7]

. 802.11 Mode [a0z11b+g =]
schermate seguenti. 5 Smrn i
Chaose Channel ID [Channel-06 2437MHz =] or
RTS/CTS Thrashold E
Fragmentation Threshold 2346 (266 ~ 2348)
Qutput Power W
SSID Profile EEEE|
¥ Enahle Breathing LED
¥ Enable Spanning Tree Protacol (STP)
™ Roaming Active
Apply Reset

g Le stazioni wireless e NWA-3500 devono utilizzare lo stesso SSID, ID di
canale e impostazione di crittografia per consentire la comunicazione
wireless.

WLAN Adaptor (adattatore WLAN): Assicurarsi che sia selezionato WLAN1.

Operating Mode (Modalita operative): verificare che sia selezionata la modalita Access
Point.

802.11 Mode (Modalita 802.11): selezionare lo standard wireless che si desidera
utilizzare per la rete. Se tutti i client wireless supportano IEEE 802.11a, selezionare
802.11a. In caso contrario, selezionare 802.11b+g.

Choose Channel ID (Scegli ID canale): scegliere il canale wireless che si desidera
utilizzare per la rete. Per consentire a NWA-3500 si selezionare automaticamente un
canale, fare clic su Scan (Cerca).

SSID Profile (Profilo SSID): selezionare dall'elenco a discesa il profilo SSID che si
desidera configurare per l'accesso alla rete. In questo esempio e utilizzato il profilo
SSID03.

2 Fare clic su Apply (Applica) per salvare le impostazioni.
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3 Selezionare la scheda SSID.
Appaiono le schermate
seguenti.

Verificare che le impostazioni
per SSID03 siano ai rispettivi
valori predefiniti.

I SSID (il nome della rete)
predefinito &€ ZyXELO03,
l'impostazioni Security
(sicurezza) predefinita &
Security01. Layer 2 Isolation
(isolamento Livello 2) e MAC
Filter (filtro MAC) sono
impostati su Disable
(disabilitato) per impostazione
predefinita.

Per cambiare le impostazioni
del profilo SSID, scegliere
SSID03 e fare clic su Edit
(modifica)

4 Fare clic sulla scheda Security
(Sicurezza). Verificare che sia
selezionata l'impostazione
Security01 e fare clic su Edit
(Modifica).

Wireless SSID Security

T T

RADIUS

Layer-2 Isolation

MAC Filter

M| volP SSID | ZyXELD1 | securil | radiusd1 VoIP
SSID03 | ZyXELO3 | securiydl | radius)l NONE
0 secur! Tadn

O ssi05 | ZyXELDS | securitdl | radiusdt NONE Disable  Disable
O ssi0s | ZyXELO6 | securitydl | radiusdt NONE Disable  Disable
DN ssioor ZyXELO? | securitydl | radiusd1 NONE Disable Disable
DOl ssioe ZyXELOB | security0l | radius0l NONE Disable Disable
BN ssiooe ZyXELDY | securiydl | radiusd1 NONE Disable Disable
NN ssiD10 | ZyXELID | securiydl | radiusdt NONE Disable  Disable
Il ssion ZyXELM | securiydl | radiusdl NONE Disable  Disable
NN ssiDiz | zyXEL1Z | securitydl | radiusdt NONE Disable  Disable
ONEN ssiD13 | ZyXEL13 | securitydl | radiusdt NONE Disable  Disable
[ONTH ssip1s | zyXELM | securidl | radiusdt NONE Disable  Disable
DA ssiots ZyXEL15 | securiydl | radiusd1 NONE Disable Disable
DEA ssios ZyXEL16 | securiy0l | radius0l NONE Disable Disable

Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter

securi1 None

| securityD3 None

| security0d None

| securityDs None

| securityl6 None

| securityD? None

| security08 None

| securityD9 None

| securityl0 None

| securityl1 None

| securityl2 None

| securityld None

| securityld None

| securityld None

| securityl6 None
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In t m ¢ ibil Wireless  SSID_ | Security | RADIUS  Layer2 Isolation WAC Filter
5 questo campo e possibile ty e
immettere le impostazioni di — et
sicurezza della rete wireless. | Security Mode : WERZFSK
. . . . Pre-Shared Key : Thisismy\WPAZ-PSKPresharedkesy]
campl Comp”?tl va'rlalno a ReAuthentication Timer : [1800 |(in seconds)
seconda del tipo di sicurezza Idle Timeout : 3500 |{in seconds)
selezionata nel campo Group Key Update Timer : 1800 {in secands)

Security Mode (Modalita di

sicurezza). Selezionare None
(Nessuno) se non si desidera

Feset

utilizzare la sicurezza wireless.

Questo esempio utilizza la
sicurezza WPA2-PSK, nella
quale tutti i clienti wireless
devono utilizzare la stessa
chiave pre-shared per unirsi alla
rete.

Verificare che tutti i client
wireless supportino il tipo di
sicurezza impostata. Fare clic
su Apply (Applica) una volta
terminato.

? Se i client wireless non possono comunicare con la rete, verificare che i
client e NWA-3500 utilizzino le stesse impostazioni di sicurezza wireless.
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3.2 Configura impostazioni IP

1 E necessario impostare
I'indirizzo IP di NWA-3500 per
essere nella stessa subnet
della rete. Fare clic su IP nel
pannello di navigazione.

Selezionare Get automatically
from DHCP (ottieni
automaticamente da DHCP) per
consentire a un server DHCP
presente in rete di assegnare un
indirizzo IP a NWA-3500.

Se si dispone di un indirizzo IP
specifico da utilizzare,
selezionare Use fixed IP
address (utilizza indirizzo IP
fisso) e specificarlo unitamente
al subnet mask e all’indirizzo IP
gateway.

Fare clic su Apply (applica)
NWA-3500 ora utilizza le nuove
impostazioni IP. Non sara piu
possibile connettersi a NWA-
3500 utilizzando l'indirizzo IP
predefinito.

" Get automatically from DHCP
" Use fixed IP address
IP Address

IP Subnet Mask

IT 92.168.1.2
|255.255.255 0
II] 0.00

Gateway IP Address

Reset |

g Se si cambia l'indirizzo IP di NWA-3500, & necessario utilizzare il nuovo
indirizzo IP quando si desidera accedere allo strumento di configurazione
Web. Selezionando Get automatically from DHCP (ottieni
automaticamente da DHCP), controllare il server DHCP per determinare
l'indirizzo IP assegnato a NWA-3500. Per ulteriori informazioni vedere la
documentazione del server DHCP.

2 Se si cambia l'indirizzo IP del computer in Sezione 2.1, tornare alla sua impostazione

precedente.

3 Modificare i parametri wireless nelle stazioni wireless per farle corrispondere a quelle
di NWA-3500. Fare riferimento alla documentazione dell’adattatore wireless.

NWA-3500 & ora pronto a connettersi allo switch o al router. Questa operazione puo
essere eseguita subito, dopo aver collegato le antenne e montato NWA-3500.
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?

° Se NWA-3500 non pud comunicare con la rete, verificare che NWA-3500
stia utilizzando un indirizzo IP sulla stessa subnet dello switch / router.

4 Installazione dell'hardware

4.1 Collegamento delle antenne

Seguire le istruzioni presentate di seguito per eseguire il collegamento alle antenne in
dotazione.

1 Individuare le prese delle antenne
presso i lati di NWA-3500.

2 Individuare le prese delle antenne
presso i lati di NWA-3500. Le antenne
devono essere perpendicolari al suolo e

parallele una con l'altra. @ _|(¢
. . . - e

assicurarsi che le antenne siano N\ ®

accuratamente serrate sulle apposite @

prese.

4.2 Montaggio dell’hardware

In generale, la posizione migliore per il punto di accesso € al centro dell’area di copertura
wireless. Per prestazioni ottimali, montare il dispositivo NWA-3500 in posizione
soprelevata, senza ostacoli. Per prestazioni ottimali, montare il dispositivo NWA-3500 in
posizione soprelevata, senza ostacoli.

Posizione libera

Posizionare il dispositivo NWA-3500 su una superficie piana e stabile (una scrivania o una
mensola), forte abbastanza da sostenere il peso del dispositivo con i cavi di connessione.

Montaggio a muro
Seguire i seguenti punti per applicare NWA-3500 ad una parete.

1 Individuare una posizione elevata sul muro che sia esente da ostacoli.

2 Inserire due viti (non in dotazione) nella parete a 80mm si distanza. E possibile
utilizzare lo schema al termine della presente guida per facilitare il contrassegno dei
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fori delle viti. Usare viti con testa da 6mm ~ 8mm. Non serrare le viti fino in fondo nella
parete. Lasciare un piccolo spazio tra la testa della vite e il muro. Lo spazio deve
essere abbastanza grande da consentire alle teste delle viti di scorrere nelle apposite
fessure e ai cavi di connessione di scorrere lungo la parte posteriore di NWA-3500.

/@5 assicurarsi che le viti siano saldamente fissate alla parete e che siano
abbastanza robuste per sostenere il peso di NWA-3500 con i cavi di

collegamento.

3 Regolare i cavi.
Far scorrere i cavi di collegamento lungo la parte posteriore di NWA-3500 come mostrato

nella figura seguente.

oppure
far scorrere i cavi di collegamento verso l'alto e lungo il bordo della parte superiore.

(l
[ 3

4
-
| )

e
I

4 Allineare i fori presso la
parte posteriore di NWA-
3500 con le viti sulla , e
parete. Appendere NWA- A, ‘l‘
3500 sulle viti. s (SRR NS, S

5 Power over Ethernet (PoE)

Power over Ethernet (PoE) consente di fornire elettricita a NWA-3500 per mezzo di un
cavo Ethernet CAT 5 a 8 poli, eliminando la necessita di disporre di una sorgente di

alimentazione nelle vicinanze.
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Un iniettore o un dispositivo PoE (B) (non in dotazione) € necessario per fornire corrente
(C) al cavo Ethernet (A). Questa funzionalita consente una maggiore flessibilita per il
posizionamento del dispositivo NWA-3500 (Z).

LAN
V4
| @
e e P

g Non & possibile collegare NWA-3500 a PoE tramite la porta ETHERNET
nonché a una sorgente di alimentazione tramite la porta POWER 12VDC.
Se si opera in questo modo, non scollegare la porta ETHERNET prima di
aver scollegato la porta POWER 12VDC. Cio causa il riavvio di NWA-3500.

6 Procedura per visualizzare le certificazioni di un
prodotto

1 Aprire la pagina www.zyxel.com.

2 Selezionare il prodotto dall'elenco di riepilogo a discesa nella Home Page di ZyXEL per
passare alla pagina del prodotto in questione.

3 Selezionare da questa pagina la certificazione che si desidera visualizzare.
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O6G30p

B aTom fokyMeHTe BGyaeT pacckasaHo O TOM, Kak Noakniounte u Hactpouts NWA-3500
(MoMeYeHHbIi Z B NpUBEAEHHOM HWXKE MpUMepe), YTO JacT BO3MOXHOCTb 6ecnpoBogHbIM
KIMeHTaM nony4vartb 6e3onacHbIn 4OCTYMN K NPOBOAHON ceTu. CMOoTpUTE pyKOBOACTBO
nonb3oBaTens Ans Nony4YeHus OOMNONHUTENBHON MHopMaLumn.

Internet

s

il |
N
1]

{-

g Bam moxeT noHagobuTtbcs Bawa nHdopMauus ans goctyna K cetu
NHTepHerT.

YUTo6bl ycTaHOBUTL Bally 6€CrnpOBOAHYIO CETb Bbl AOIDKHbI:

1 MoakntounTb 060pyaoBaHMe

2 Bontn B BeG-kOHUrypaTop

3 HactpouTtb goctyn k cetn IHTepHeT.

4 YctaHoBuTb o6opynoBaHue.

5 YcTtaHoBuTb nuTaHue yepes Ethernet (no BeiGopy).
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1 MopknovyeHue o6opyaoBaHUSA

CONSOLE  ETHERNET

1 MNpwu nomown kabens Ethernet nogkntounte nopt ETHERNET k Bawwemy koMnbioTepy
Ons HayanbHOW HaCTPOWKK.

2 [Nopgkntounte nutaHme Kk pasbeMy POWER 12VDC, ncnonb3ys A4ns 3TOro BKMOYEHHbIN B
KOMMNNEKT afanTep NUTaHUS.

g Mocne BbINONHeHMA HavansHoW HacTponku nogknoumte nopt ETHERNET
Bawero NWA-3500 k pasbemy Ethernet, kotopbie umeeT gocTyn K ceTw.
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1.1 CBeToAMOAHbIE MHAUKATOPbI

'WDS/SYS

DT

CONSOLE ETHERNET

[ [} =

Mugukatop WDS/SYS muraet kpacHbiM cBeToM npu nepesanycke NWA-3500. Korga NWA-
3500 roTtoB k pabote, To 3aropaetca nHgukatop ZyAlR, KkOTopbIi Muraet npu nepegade
OaHHbIX.

OpawvH n3 nngmkatopos ETHERNET Ha nopte ETHERNET RJ-45 Bkntoyaetcs npu
npasunsHoM nogkntoveHun nopta ETHERNET v HaunHaeT muratb npu nepegade AaHHbIX.
3eneHbii nHamkatop ETHERNET BkntovaeTcs npu NogkmnioyYeHUn Co CKOPOCTbIO nepeaaydun
10 M6c, a xenTbit uHankatop ETHERNET - npu nogkntoveHun co ckopoctbio 100 M6ce.

?

° Ecnu nngukatop ZyAlR He BKnoumncs, T NpoBepbTe TUM CETEBOMO
afjanTtepa 1 COOTBETCTBUE ceTU NuTaHus. OTKMUYNTE U3 PO3ETKN CETEBOM
afjianTep 1 CHOBa ero BkntouMTe. Ecnu ycTporcTBo onsitb He paboTtaeT
[OMKHBbIM 06pa3oM, TO, BO3MOXHO, 3TO CBA3aHO C HEUCMPAaBHOCTLIO
obopynoBaHus. B aToM cnydae Bam HYy)XXHO CBA3aTbCs C BaLLUM
NOCTaBLLUKOM.

Ecnu He ropuT HU oaunH 13 ceetoamonHbix uHaukatopos ETHERNET, to
nposepbTe nogkntoveHue kabens k nopty NWA-3500 ETHERNET.

2 loctyn K Be6-kOHdUrypaTopy

g Wcnonb3ynTte Internet Explorer Bepcum 6.0 1 Bbiwe unu Netscape
Navigator Bepcum 7.0 1 Bbile C akTMBUPOBaHHbIM JavaScript n
OTKIOYEHHOW BrTOKMPOBKON BCMIbIBAIOLLIMX OKOH.
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2.1 YctaHoBKa IP-agpeca Bawero KomnblotTepa

g 3anuwmnTe TekyLwme HacTponkm IP Bawwero komnbloTepa nepeg mx
N3MeHeHnemMm.

BHavane yctaHoBMTE Ha BalleM KOMMbOTEPE UCNONb3oBaHMe ctatnyeckoro IP-agpeca B
npegenax guanasoHa 192.168.1.3 - 192.168.1.254 ¢ mackon nogcetun 255.255.255.0. 310
rapaHTUpyerT, 4YTo Ball KomnboTep cMoxeT coeanHaTeca ¢ NWA-3500. MHdopmaumsa o
HacTpolike IP-agpeca Ballero komneoTepa NpmMBegeHa B PykoBoacTBe nonb3oBaTerns.

2.2 locTtyn K Be6-KOHuUrypartopy

£§ [axe, ecnu Bbl MoxeTe nogknto4nte NWA-3500 no 6ecnpoBogHon cetu,
ana Ha4vyanbHOM HaCTpOVIKM pekomMmeHOyeTCA NOAKMKYNTL Ball KOMNbIOTEP K
nopty ETHERNET.

1 3anycTtute Baw web-6paysep.
Beegute 192.168.1.2 (IP-agpec
NWA-3500 o yMon4aHuio) B CTpoke | Address | hpifj192.168.1.2 H
apgpeca.

?

° Ecnu Bbl He MOXeTe BonTK B BeG-KOoHGUrypaTop, To npoBepbTe IP-agpec
n macky nogcetnn NWA-3500 n komnbtotepa. OHM JOMKHbI HAXOOUTHCH B
opHon noacetu (cMm. Section 2.1).

J File Edit ‘Wwiew Fawvorites Tools  Help

2 UlenkHuTe Ha kHonke Login (Bxoga)
(naponb no ymon4yanutio - 1234 - yxe

BBE/ICH). NWA-3500

Enter Password and click Login.

Password: [~

80



PYCCKUI

3 NameHuTe napornb Bxoga B CUCTEMY,
BBEAS HOBbIN, U HaXmuTe Ha Apply
(MpuMeHuTL). 3anuwinMTe HOBbLIN Use this screen to change the password.

napoJsib n NoNoXuTe B ©es3onacHoe
mecro. New Password: =
Retype to Confirm:

? Ecnv Bbl nI3MeHWUNM Naposb, a NOTOM ero 3abbinn, TO Bam NpuaeTcst
nepeycraHoBute NWA-3500. O Tom, Kak ncrnonb3oBaTtb kHonky RESET
(CBPOC) MOXHO npoynTaTh B pyKOBOACTBE MOMb30BaTeNs.

4 UlenkHuTe Ha Apply (MpumeHuTs),

YTOObI N3BMEHUTL 3aB K

06 sme 3aBoACKy1o Replace Factory Default Certificate
YCTaHOBKY cemechKaTa ana
yny4yweHusa 6esonacHocTu. Ecnu Bl The factory default certificate is common to all
He XOTUTE U3MEHATb CepTMd)VIKaT NWA models. Click Apply to create a certificate

o using your NWA's MAC address that will be specific
cenvac, To WwenkHuTe Ha lgnore e
(MponycTtuTs).

5 MMosiButcs okHo MAIN MENU ZyXEL

(MABHOE MEHIO).

ADVANCED
SYSTEM
WIRELESS

IP
ROGUE AP

REMOTE MGNT
AUTH. SERVER
CERTIFICATES

VLAN Welcome to the ZyXEL embedded web configurator.
MAINTENANCE

LoGouT
» Click Maintenance to access a range of maintenance submenus.
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3 KoHdurypuposaHmne NWA-3500

3.1 HacTtpounka cucteMHbIX napameTpoB
1 WenkHnte Ha SYSTEM (CUCTEMA) Ha naHenun HaBurauuu.

ZyXEL

ADVAKNCER

SYSTEM

P

ROGLUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT
2 lMosButcea okHo SYSTEM (CUCTEMA) > General (O6wue).

General | Password Time Setting
System Name [INiA-3500

Domain Name |

I5 (minutes, 0 means no timeout)
System DNS Servers

Administrator Inactivity Timer

First DNS Server
Second DNS Server
Third DNS Server

IFrDm DHCF 'l
IFrom DHCP vl
IFrDm DHCP Vl

ID.D.D.D
ID.D.D.D
ID.D.D.D

Reset |
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System Name (CuctemHoe nmsa) ucnonbadyerca ana ngeHtudpukaumm NWA-3500 B
Ballel ceTn. BoibepuTte onucarensHoe UMs UM OCTaBbTE NPEASIOXKEHHOE Mo
YMOMYaHuIo.

Domain Name (Vims fomeHa): BeeguTe vMsi JOMEHa, ecnv Ball npoBangep Tpedyer
3TOro Ans ayTeHTudmkaumm. Ecnm takoro TpeboBaHust HET, TO MOXHO OCTaBWTb 3TO Nore
nycTbIM UMK C NPeAnoXeHHbIM N0 YMOSYaHMI0 3Ha4YEHUEM.

DNS Server(s) (DNS cepsep(bl)): Ecnin Baww npoBavaep npeaocTaBun Bam
onpegenexHyto HacTporiky DNS (Cuctema fomeHHbIX nMeH), To Beibepute User-Defined
(OnpepensieTca nonb3oBaTenem) U BBeANTe NpeaocTaBreHHoe 3HavYeHue.

3 Haxmute Apply (MpymeHnTs).

HacTpounka napameTpoB 6ecnpoBogHOMN ceTU

1 WenkHnte Ha WIRELESS Wireless | SSID Security  RADIUS  Layer2 kolation  MAC Filter

(BECMNPOBOOHAA) Ha naHenun A P
HaBI/IFaLI,VIM noﬂBMTcg Operating Mode Access Point =

802.11 Mode 80211b+y
cneaytouiee OKHO. i Super Mode

Choose Channel ID [Channe-06 2437MHz =] or

RTS/CTS Threshold EEl.

Fragmentation Threshold EEl.

Qutput Power 100% -

SSID Profile S51D03 hd

¥ Enable Breathing LED

¥ Enable Spanning Tree Protocol (STP)

™ Roaming Active

Apply Feset
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g [nsa cosgaHns cetn 6ecnpoeogHas ctaHums n NWA-3500 gOmKHbI MMETb
oguHakoBble SSID, ngeHTndmkatop kaHana n HacTponKK LWNGPOBaHNUS.

WLAN Adaptor (Agantep 'BC): Y6eautecsb, uto BbiopaH WLAN1 (TBC1).

Operating Mode (Pexxum pabothl): YbeauTtecs, 4to BeibpaH pexum Access Point (Touka
poctyna).

802.11 Mode (Pexvm 802.11): Beibepute 6ecnpoBogHoON ctaHaapT, KOTOPbIN Bbl XOTUTE
ucnonb3oBaTtb. Ecnn 6ecnpoBogHbie knNneHTbl nogaepxmeatoT IEEE 802.11a, To
Bblbepute 802.11a. MiHauye, BbiGepute 802.11b+g.

Choose Channel ID (Buibepute ngeHtundmkatop kaHana): Beilbepute 6ecnposogHomn
KaHan, KoTopbli Bbl XOTUTE MCMONb30BaThb ANs co3aaHus 6ecnpoBogHol ceTn. Ytobbl
3actaBuTb NWA-3500 BbIOUpaTh kaHan aBToMaTU4Yecku, LLENKHUTE BMECTO 3TOro Ha
Scan (CkaHvpoBaHue).

SSID Profile (Mpodune SSID): Beibepute npocuns SSID, koHdUrypawmo KOToporo Bbl
XOTUTE YCTAHOBUTL U3 BbiNagatoLero cnncka. B atom npumepe ucnonbayetca npodusnb
SSID03 .

2 Haxmute Apply (MpumeHnTs), 4TOObLI COXPaHUTL HACTPOWKM.

3 LU,eJ'IKHI/ITe Ha BKnagke SSID. Wireless | SSID Security  RADIUS  Layer? Kolation TAC Filier
MosiBMTCS cnegytoLlee OKHO.

T hsoreron] 0 | sun | nows | o | pzws |

N volp SSID | ZyXELD1 | securitydl | radius)t volP Disable  Disable
S o n o :

SSID03 ycTaHoBMEeHbI B

$SID03
3Ha4YeHnA No ymon4yaHuto. - o S
SSID0S | ZyXELOS | securill | radiusdl Disable  Disahle
B kayectse SSID no SSID06 | ZyXELOG | securill | radiusdl NONE Disable  Disahle
YMOMHaHMIO (MM CeTh) SS000 [ BAELW|“secuto ot WOWE— Dl bl
y securi radiu isable  Disable
YCTaHOBJ1€HO ZyXEL03 Ero $SID03 ZyXELDY | securitydl | radiusd NONE Disable Disahle
S . SSIDI0 | ZYXEL10 | securiydl | radiusdl NONE Disable  Disable
HacTpoukon secunty $8ID11 ZyXELM | securitydl | radiusdt NONE Disable  Disable
(5630I'IaCHOCTb) no yMOr4aHuto SSID1Z | ZyXEL1Z | securiy0l | radiusdl NONE Disable  Disable
. DN ssois ZyXEL13 | securitydl | radiusd1 NONE Disable Disable
siBnsieTcs Securlty01 Mo DO ssion ZyXELM | securitydl | radiusd1 NONE Disable Disable
MOMYaHUIo N MeTDb! L r DB ssiois ZyXEL15 | securidl | radiusd1 NONE Disable Disable
ymonaHnto napamerp aye IR ssiD16 | ZyXEL16 | securiydl | radiusdt NONE Disable Disable.

2 Isolation (bnokuposka 2
ypoBHsi) 1 MAC Filter (Punestp
MAC agpeca) ycTaHOBNEHb! B
coctosiHne Disable

(OTkntoyeHsl).

Ecnu Bbl XOTUTE N3MEHUTL
HacTpovikun npocunsa SSID, To
BblGepuTe SSID03 n WwenkHuTe
Ha kHonke Edit (M3mennTs).
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4 Ll_leJ'IKHI/ITe Ha BKIlaake Wireless SSID Security | RADIUS  Layer.2 Isolation MAC Filter
Security (bezonacHocTb).
Yb6eauTtecn, 4YTO BbiOpaHa

o, = Crertins Mnde

securityd None

Security01, u wenkHNTE Ha

securit3 None

securityd None

Edit (Pegaktuposathb).

securitls None

security06 None

securityl? None

security08 None

securityl9 None

security10 None

security!l None

security12 None

securityl3 None

securityld None

securityls None

I
[« ]
5 ]
| s |
7 ]
| s |
I
| n |
T
| v |
o ]
[ 1w |
5]
| |

security16 None

b Bbl MOXXETe BB TN Wireless SSID Securil RADIUS Layer-2 Isolation MAC Filter
5 3pec oXeTe BBEC ity v
HacTpownku 6e3onacHocTn Name : et
BaLlen 6ecnpoBoaHOM CETMU. Security Mode : WERZFSK
Pre-Shared Key : Thisismy\WPAZ-PSKPresharedkesy]
BHOCMvaIe Bamu N3MEHEHUA B ReAuthentication Timer : 1800 (In seconds)
HaCTPOUKN OOJTKHbI ldle Timeout : 3600 {in seconds)
COOTBEeTCTBOBATb TU I-Iy Group Key Update Timer : W“" seconds)

6e3onacHocTu, BbiIGpaHHOMY B

none Security Mode (Pexum
6e3onacHocTn). Beibepute

Feset

None (HeT) ecnu Bbl He xoTUTE
ncnonb3oBaTb 6eCnpoBOAHYHO
6e3onacHoCTb.

B atom npumepe mcnonb3yeTcs
crtaHgapT 6esonacHoct WPA2-
PSK, B koTOpOM BCE
6ecnpoBoOAHbIE KIMEHThI A11s
MOAKMIOYEHNS K CETU JOMKHbI
Mcnonb3oBaTh NpeaBapuUTenbHO
3a[aHHbIN KITHoM.

Yb6eautechb, 4TO BCe BalUun
6ecnpoBoaHbIE KIUEHTHI
noaaepKMBatoT BbIGpaHHbIV
BaMu TN 6e30nacHoOCTHU.
LenkHute Apply (MpymeHuTb)
Mo OKOHYaHMWN BHECEHWS
N3MEHEHUN.
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?

° Ecnun 6ecnpoBoaHbIE KITMEHTEI HE MOTYT COEAMHUTBCS C CEThIO,
ybeanTeck, 4TO OHM ucnonb3yT oauHakoBble ¢ NWA-3500 HacTpoiku
GecnpoBogHON 6Ge30MacHOCTML.
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3.2 KoHdurypupoBaHue HacTpoek IP

1 Bbl 4OMKHBI yCTAHOBUTL Ha 1P
BaweM NWA-3500 IP-agpec ¢
MacKoW NoaceTn Ballen ceTu.

u.l,eJ'IKHVITe Ha IP Ha " Get automatically from DHCP

. " Use fixed IP address
HaBUrauMOHHOW NaHersnu. IP Address W
Bbibepute Get automatically IP Subnet Mask [255 255 255.0
from DHCP (Honyanb Gateway IP Address ||] non

aBTomatnyeckm ot DHCP) ecrnn

Bbl XOTUTE, 4TOOLI IP-agpec ans

Bawwero NWA-3500 _Reset |
npenoctaensan DHCP cepsep
BalLEN CETH.

Ecnun Bbl XOTTE MCNoONbL30BaThb
onpeaenexHbin IP, To Bbibepute
Use fixed IP address
(Mcnonb3oBatb
dukcmpoBaHHbIn IP-agpec) n
BBEAMTE ero BMeCcTe C Mackomn
noacetun un IP-agpecom wnio3a.

Haxwmute Apply (MpumeHnTb).
Baw NWA-3500 cenvac
MCNOmMb3yeT HOBblE HACTPOWKU
IP; Bbl He MoXeTe GornblLue
noagkntodatbes kK NWA-3500,
ncnoneaysa |IP-agpec no
YMOMYaHMIO.

g Ecnu Bbl namensiete IP-agpec NWA-3500, TO Bbl OMKHbBI UCNOMb30BaTh
HoBbIN IP-agpec npu cneaytolwem Bxoae B Beb-koHdurypaTtop. Ecnu Bbl
BbibMpaeTe Get automatically from DHCP ([Nony4aTts aBTOMaTtu4ecku ot
DHCP), To npoBepbsTe HasHaveHne DHCP cepsepom IP-agpeca ons
NWA-3500. [lononHuTenbHble cBeAeHUs NpBeAeHbl B JOKYMeHTaumn K
cepsepy DHCP.

2 Ecnu Bbl nameHunu IP-agpec Bawero komnbtotepa B Section 2.1, ToO BEpHUTE €ro K
npeablayLLen HacTpovike.

3 VameHuTe GecnpoBogHble HAaCTPOWMKM OeCnpPOBOAHBIX CTAHUUIA TaK, YTOObI OHM
coBnaganu ¢ NWA-3500. O6paTtutechb K JOKYyMeHTauumn ang sawero 6ecnpoBogHoro
apanTtepa.
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Baw NWA-3500 Tenepb rotoB K NOAKOYEHUIO K KOMMYHUKaTOPY UK MapLupyTM3aTopy.
Bbl MOXeTe caenaTtb 37O NPSIMO ceryac Unu nocne yCcTaHoBKM aHTEHH U MoHTaxa NWA-
3500.

? Ecrnim NWA-3500 He MOKeT NoaKmioynTLCH K CETU, TO NMpoBepLTe
ncnonb3oBaHne NWA-3500 IP-agpeca c Ton ke Mmackon NogceTn, YTo u'y
KOMMYHMKaTopa / mapLupyTum3aTopa.

4 YctaHOBKa obopyaoBaHuA

4.1 NMoaoknovYeHUe aHTEeHH .

1 BKpyTuUTE aHTEHHbI MO YacoBOW CTperke
B pa3beMsbl No 6okam NWA-3500.
AHTEHHbI OIMKHbI pacnonaraTbcs
BEPTUKaNbHO 1 NapannenbHo Apyr
OTHOCUTENBHO Apyra.

Y6eoutech, YTO OHW NPUKPYYEHbI
HagexHo.

.’\
@ -

4.2 MoHTax ob6opyaoBaHuA

B obLieM, Hanny4yLen To4Kon yCTaHOBKN TOYKM AOCTYNa ABNSETCH LLEHTP 30HbI, B KOTOPOU
HY>XHO 06ecneunTb NoKpbITUE 6ecnpoBoaHON ceTu. [ns 4OCTMXEHUS HaUNyYLlei
npoussoauTensHoctn yctaHoBute NWA-3500 noBbilwe, B cBOGOOHOM OT NPensATCTBUNA
MecTe.

CB06OAHO cTOsILee pacnosioXeHue

Monoxunte NWA-3500 Ha Nnockyto ropusoHTanbHy NOBEPXHOCTb (CTOM UMW MOJKY,
Hanpumep), AocTaToyHo npoyHyo ans Beca NWA-3500 BmecTe ¢ coeauHUTENbHBIMA
nposogamu.

KpenneHue Ha cTeHy
Yrtobbl npukpenuts NWA-3500 k cTeHe BbINOMHUTE crneayowme onepaunm.

1 BBUHTUTE B CTEHY ABa Wypyna (He NOCTaBNsAlTCA) Ha paccToaHum 80 MM apyr oT gpyra
(cm. cxemy B ware 3). NcnonbsyinTe Wypynbl C LUIUPUHOW rONIOBKM 6MM ~ 8MM. He
BKpYYMBaMTE LLYPYMbl 4O ynopa, oCcTaBbTe MPOMEXYTOK MeXAy FONoBKOM Lwypyna v
CTEHOW.
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OTOT NPOMEXYTOK LOMKEH ObITb AOCTATOYHBLIM Af1si TOrO, YTOObI LYpYnbl BOLUMMW B
pasbeMbl Ha Kopryce, a coeguHuTenbHble nposoaa npoxoaunu c3agn NWA-3500.

,€§ [MpoBepbTe HAAEXHOCTb KPenneHns LLypynoB B CTEHE N NX CNOCOBHOCTb
Bbiaepxatb Bec NWA-3500 BMmecTe ¢ coeanHUTENbHbIMM MPOBO4AMN.

2 lMopknouynte kabenu.
Mponyctute coegunHuTenbHble kabenu caagm NWA-3500 kak nokasaHo Ha unnoctpaumu
HUXE.
JINBO:
Mponyctute coeguHnTenbHble Kabenu BBEPX 1 NPOMNOXUTE NX BOOMNb rPaHuULbl MOTOrKa.

(l
[ 3

4
-
| )

el
@
.

e
o

3 CoBmecTuTE OTBEPCTMSA Ha
3agHen yactn NWA-3500 ¢
Wwypynamu B CTeHe. : e
Moasecste NWA-3500 Ha 2, ‘l‘
Lwypynax. s O A —

5 NMopaya nutaHua vyepes Ethernet (no BbIOOpPY).

MutaHune yepes Ethernet (PoE) - aTo Bo3amoxHocTb ob6ecneveHus sawero NWA-3500
nutaHuem Yyepes 8-xunbHoli kabens CAT 5 Ethernet, npu ncnonb3osaHun koToporo Het
HeobX0AMMOCTU B UCTOYHMKE MUTAHUS.

[nsa nogBeneHua nutaHus k kabento Ethernet Bam Takke noHagobutcs nHxektop PoE (He
noctaensetcs). 3Ta hyHKUMS NO3BONAET YBENNUYUTL TMOKOCTb peLleHnii MO pa3MeLLEeHUNIo

Bawero NWA-3500.
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Ha HmkenpuBeneHHon unntocTtpaumm: Z - ato Baw NWA-3500, A - ato kabenb CAT 5
Ethernet, B - 310 MHxektop POE n C - 310 ceTeBoW kabenb nuTaHus.

LAN
z
@

| A g —C @‘

/@ Bbl moxeTe nogkntounts NWA-3500 k PoE vepes nopt ETHERNET N v k
NCTOYHUKY nuTaHus Yepes nopt POWER 12VDC (MATAHUE 12 B
NoCTOsAHHOrO Toka). MNpu aTom He cTtouT oTkntovaTb nopt ETHERNET go
oTkntoyeHunsa nopta POWER 12VDC (MMTAHWE 12 B nocTosiHHOIO ToKa).
3710 npuBeaeT k nepesanycky NWA-3500.

6 NMpoueaypa npocmotpa ceptudmnkata(ceptudmnkaTon)
npoaykKrta

1 Nocetnte cant www.zyxel.ru.

2 BbibGepuTe Baw NpoAyKT M3 BbiNagatroLwwero cnnucka Ha gomaiuHen ctpanuue ZyXEL u

nepenauTe Ha ero ctpaHuuy.
3 BbibepuTe Ha aTol cTpaHuue cepTUdUKaT, KOTOPbLIN Bbl XOTUTE MPOCMOTPETD.
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Oversikt

Denna snabbstartguide visar hur du installerar och konfigurerar NWA-3500 (markt Z i

exemplet nedan) sa att tradlésa klienter kan fa atkomst till ditt kabelnatverk pa ett sakert
satt. Se bruksanvisningen for mer information.

A
= = [ |
. 1] \\N =

‘(&itjrnet
il

i
R
p

il
N
1|

e

/@ Eventuellt behdver du din Internet-anslutningsinformation.

Nar du ska installera ditt tradlésa natverk maste du:
1 Ansluta maskinvara.
2 Fa atkomst till webbkonfigurator.

3 Konfigurera Internet-atkomst.
4 |Installera maskinvara.

5 Installera Power over Ethernet (valfritt).
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1 Ansluta maskinvara

CONSOLE  ETHERNET

1 Anvand en Ethernet-sladd och anslut ETHERNET-porten till en dator for inledande
konfiguration.

2 Anslut uttaget POWER 12VDC till en strémkalla. Anvand enbart den medféljande
strdomadaptern.

g Anslut NWA-3500:s ETHERNET-port till ett Ethernet-uttag med
natverksatkomst nar du har slutfort den inledande konfigurationen.

1.1 Indikatorlampor

'WDS/SYS
A

=

CONSOLE ETHERNET

[ [} =

Indikatorlampan WDS/SYS blinkar réd dd NWA-3500 startar upp. Nar NWA-3500 &r klar,
tédnds indikatorlampan ZyAIR LED och blinkar nar det ar trafik.
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En av indikatorlamporna ETHERNET pa RJ-45 ETHERNET-porten tdnds om ETHERNET-
porten ar ratt ansluten, och blinkar nar det ar trafik. Den grona indikatorlampan
ETHERNET téands om anslutningen ar pa 10Mbps, och den gula indikatorlampan
ETHERNET téands om anslutningen ar pa 100Mbps.

?

° Om indikatorlampan ZyAIR inte tands, kontrollera att du anvander ratt

stromadapter och att stromadaptern ar ansluten till en lamplig stromkalla.
Koppla ur stromadaptern och anslut den sedan igen. Om felet kvarstar, kan
det bero pa ett maskinvaruproblem. | sadant fall bér du kontakta din
aterforsaljare.

Om ingen av indikatorlamporna ETHERNET tands, kontrollera
sladdanslutningen till NWA-3500:s ETHERNET-port.

2 Fa atkomst till webbkonfigurator

,@ Anvand Internet Explorer version 6.0 och senare eller Netscape Navigator
version 7.0 och senare med JavaScript aktiverat och popup-blockering
inaktiverad.

2.1 Stalla in datorns IP-adress

,@ Skriv ner datorns befintliga IP-installningar innan du &ndrar dem.

Forst maste du stalla in datorn att anvanda en statisk IP-adress i intervallet 192.168.1.3 -
192.168.1.254 med en subnetmask pa 255.255.255.0. Detta sakerstaller att din dator kan
kommunicera med NWA-3500. Se din bruksanvisning for information om hur du staller in
datorns IP-adress.
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2.2 Logga in i webbkonfigurator

/@5 Aven om du kan ansluta NWA-3500 tradldst, rekommenderas du att
ansluta din dator till ETHERNET-porten for inledande konfiguration.

1 Starta din webbl&sare. Ange Fle  Edt
192.168.1.2 (NWA-3500:s standard- —
IP-adress) som adress.

?

° Om du inte lyckas fa atkomst till webbkonfiguratorn, kontrollera att I1P-
adresser och subnetmask for NWA-3500 och datorn finns i samma IP-
adressintervall (se Section 2.1).

Wiew  Faworites  Tools  Help

|Address | hitp:ff192.168.1.2 =

2 Klicka pa Login (standardlésenordet
1234 ar redan angivet).

NWA-3500

Enter Password and click Login.

Password: - I

3 Andra inloggningslésenordet genom
att ange ett nytt I6senord och klicka
pa Apply (verkstall). Var noga med Use this screen to change the password.

att anteckna det nya I6senordet och
att férvara det pa ett sakert stille. New Password: =

Retype to Confirm: |
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? Om du andrar I6senordet och sedan glémmer bort det, maste du
aterstalla NWA-3500. Se bruksanvisningen angaende hur du anvander
knappen RESET (aterstall).

4 Klicka pa Apply (verkstall) for att

byta ut fabrikens standardcertifikat
o . . Replace Factory Default Certificate
for 6kad sakerhet; alternativt kan du R .
klicka pa Ignore (ignorera) for att The factory default certificate is common to all
fortsatta pm du inte vill &ndra NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific

certifikatet nu. to this device.

5 Skarmen MAIN MENU (huvudmeny) pF2%738
visas.

ADVANCED
SYSTEM
WIRELESS

IP
ROGUE AP
REMOTE MGNT

AUTH. SERVER
CERTIFICATES

Welcome to the ZyXEL embedded web configurator.
MAINTENANCE

LoGouT
» Click Maintenance to access a range of maintenance submenus.
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3 Konfigurera NWA-3500

3.1 Konfigurera systeminstallningar

1 Klicka pa SYSTEM i navigationspanelen.

ZyXEL

ADVAKNCER

ROGLUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT

2 Skarmen SYSTEM > General (system - allmant) visas.

General Password Time Setting
General Setup
System Name [INiA-3500
Domain Name |
Administrator Inactivity Timer |5 (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCF 'l ID.D.D.D
Second DNS Server IFrom DHCP vl ID.D.D.D
Third DNS Server IFrDm DHCP Vl ID.D.D.D

Reset |

System Name (systemnamn) identifierar NWA-3500 i ditt natverk. Valj ett distinkt
namn, eller lat standardnamnet sta kvar.

Domain Name (domannamn): Ange ett domannamn om din Internet-leverantor (ISP)
fordrar ett sadant for autentisering. | annat fall kan du lata detta vara tomt eller stalla in det
pa det som kan ha visats automatiskt.

DNS Server(s) (DNS-server(servrar): Om din ISP gett dig specifika DNS-installningar
(domannamnsystem), valj User-Defined (anvandardefinierad) och ange dem har.

3 Klicka pa Apply (verkstall).
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Konfigurera tradlosa installningar

1 Klicka pé WIRELESS (trédlt’)s) Wireless | SSID Security  RADIUS  Layer2 Isolation MAC Filter

i navigationspanelen. Foéljande LT E fWLat =]
Skarm V|Sas Operating Mode Accass Point 2
802.11 Mode 80211b+g =
¥ Super Mode
Choose Channel ID Channel-06 24370MHz *| or
RTS/CTS Threshold 2346 (258 ~ 2340)
Fragmentation Threshold 2346 (266 ~ 2349)
Output Power 100% =
SSID Profile SSID03 -

¥ Enable Breathing LED
[¥ Enahle Spanning Tree Protocol (STP)
™ Roaming Active

Apply Reset

,@5 De tradlosa stationerna och NWA-3500 maste anvanda samma SSID,
kanal-ID och krypteringsinstallningar for tradlés kommunikation.

WLAN-adapter: Kontrollera att WLAN1 &r valt.
Operating Mode (driftldge): Kontrollera att Iaget Access Point (atkomstpunkt) ar valt.

802.11 Mode (802.11-lage): Valj den tradldsa standard som du vill att ditt natverk ska
anvanda. Om alla de tradlésa klienterna stéder IEEE 802.11a, valj 802.11a. | annat fall
ska du vélja 802.11b+g.

Choose Channel ID (valj kanal-ID): Valj den tradlésa kanal som du vill att ditt natverk ska
anvanda. Om du vill lata NWA-3500 valja en kanal automatiskt, klickar du i stallet pa Scan
(sOk).

SSID Profile (SSID-profil): Valj den SSID-profil du vill konfigurera for natverksatkomst
fran rullgardinslistrutan. | detta exempel anvands profilen SSID03.

2 Klicka pa Apply (verkstall) for att spara dina instéllningar.

97



SVENSKA

3 Klicka pa fliken SSID. Fdljande
skarm visas.

Kontrollera att installningarna
for SSID03 har sina
standardvarden.

Standard-SSID (namnet pa
natverket) ar ZyXELO03, dess
standardinstallning for Security
(sa@kerhet) ar Security01. Layer
2 Isolation (lager 2-isolering)
och MAC Filter ar instéllda pa
Disable (inaktivera) som
standard.

Om du vill andra SSID-
profilinstallningar, valj SSID03
och klicka pa Edit (redigera).

4 Klicka pa fliken Security
(sakerhet). Kontrollera att
Security01 ar valt och klicka
pa Edit (redigera).

iTeless

ecurity

ayerZ lsolation

ilter

T T T R

N volp SSID | ZyXELD1 | securitydl | radius)t volP Disable  Disable

FIBEM  ssiDo3 | 7yXELDD radius)1 NONE Disable _Disablg
1 ZyXELD4 | securitll | radiusdl NONE Disable
Dl ssioos ZyXELOS | securiy0l | radiusdl NONE Disable Disable
DIl ssioos ZyXELUG | security0l | radius01 NONE Disable Disable
DEN| ssioor ZyXELD? | securiydl | radiusd1 NONE Disable Disable
I ssiDos | ZyXELOB | securitydl | radiusdi NONE Disable Disable
[N ssi0s | ZyXELOD | securitydl | radiusdt NONE Disable  Disable
NN ssiD10 | ZyXELID | securitydl | radiusdt NONE Disable  Disable
O sson ZyXELM | securitydl | radiusdt NONE Disable  Disable
DN ssip1z | zyXEL1Z | securitydl | radiusdt NONE Disable  Disable
DN ssioi ZyXEL13 | securiydl | radiusd1 NONE Disable Disable
DEl ssion ZyXELM | securiy0l | radius0l NONE Disable Disable
DB ssiois ZyXEL15 | securidl | radiusd1 NONE Disable Disable
IR ssiD16 | ZyXEL16 | securiydl | radiusdt NONE Disable Disable.

Wireless SSID | Security | RADIUS  Layer2 Isolation MAC Filter

securityll1 None

securityd3 None

securi None

securitys None

securi None

security7 None

securin0g None

securityd9 None

securityll None

securityl1 None

security12 None

security13 None

securityl4 None

securityls None

security16 None
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5 Har kan du ange Wireless SSID Security | RADIUS  Layer Isolation MAC Filter
sakerhetsinstallningar for ditt p— .
tradlésa natverk. Vilka falt du Security Mode : WERZFSK
. o - Pre Shared Key : [Thisismy\WPAZ PEKPresharedkes|
fy__”er i beror pa V.I|k"en typ av ReAuthentication Timer : 1800 (In seconds)
sakerhet du valt i faltet Idle Timeout : [3800 (i seconds)
Security Mode Group Key Update Timer : 1600 | (in seconds)

(sékerhetslage). Valj None

(inget) om du inte vill anvéanda
tradlos sakerhet.

Feset

| detta exempel anvands
sakerheten WPA2-PSK, enligt
vilken alla tradlosa klienter
maste anvdnda samma for-
delade nyckel for att ansluta sig
till natverket.

Kontrollera att alla dina tradlésa
klienter stdder den sékerhetstyp
du stallt in. Klicka pa Apply
(verkstall) nar du ar klar.

?

° Om de tradldsa klienterna inte kan kommunicera med natverket,
kontrollera att klienterna och NWA-3500 anvander samma tradldsa
sakerhetsinstallningar.

Konfigurera IP-installningar
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3.2

1 Du maste stalla in NWA- P
3500:s IP-adress pa samma
subnet som ditt natverk. Klicka

pé IPi navigationspanelen. " Get automatically from DHCP

s . " Use fizxed IP address
Vélj Get automatically from IP Address [19z16812
DHCP (héamta automatiskt fran IP Subnet Mask [255 255 255.0
DHCP) om du vill lata en DHCP- Gateway IP Address oo

server i ditt natverk tilldela en

IP-adress till NWA-3500.
Om du ska anvanda en specifik

Reset |

IP-adress, valj Use fixed IP
address (anvand fast IP-
adress) och ange den samt
subnetmask och gateway-IP-
adress.

Klicka pa Apply (verkstall). Nu
anvander NWA-3500 de nya IP-
installningarna, och du kan inte
langre ansluta till NWA-3500
med standard-IP-adressen.

,@5 Om du andrar NWA-3500:s IP-adress, maste du anvanda den nya IP-
adressen nasta gang du vill fa atkomst till webbkonfiguratorn. Om du
véljer Get automatically from DHCP (hamta automatiskt fran DHCP),
kontrollera din DHCP-server for att avgora vilken IP-adress den tilldelar till
NWA-3500. Se bruksanvisningen till din DHCP-server fér mer information.

2 Om du andrade datorns IP-adress i Section 2.1, aterga till dess féregadende installning.

3 Andra de tradlésa instélliningarna i de tradldsa stationerna sé& att de matchar de som
finns i NWA-3500. Se dokumentationen till din tradlésa adapter.

Nu ar NWA-3500 klar att anslutas till din switch eller router. Du kan gora det nu eller nar du
har anslutit antennerna och monterat NWA-3500.

?

° Om NWA-3500 inte kan kommunicera med natverket, kontrollera att NWA-
3500 anvander en IP-adress i samma subnet som din switch/router.
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4 Installera maskinvaran

4.1 Ansluta antenner

1 Skruva fast antennerna medsols pa
antennanslutningarna pa sidorna av
NWA-3500. Antennerna ska placeras
lodratt mot marken och vara parallella
med varandra.

Kontrollera att antennerna ar sakert ©) C
fastskruvade pa antennanslutningarna. & %

@) )

4.2 Montera maskinvara

| allménhet ligger den basta placeringen for atkomstpunkten i centrum av det avsedda
tradlésa tadckningsomradet. For battre prestanda, montera NWA-3500 hogt upp pa en plats
utan hindrande féremal.

Fristaende

Lagg NWA-3500 pa ett plant och jamnt underlag (t.ex. ett skrivbord eller en hylla) som ar
tillréckligt starkt for att bara upp vikten av NWA-3500 plus anslutningssladdar.

Vaggmontering
GOr sa har for att montera NWA-3500 pa vaggen.

1 Skruva in tva skruvar (medfdljer inte) i vdggen med 80 mm avstand (se figuren i steg
3). Anvand skruvar med 6-8 mm breda huvuden. Skruva inte in skruvarna hela vagen i
vaggen; lamna kvar ett litet utrymme mellan skruvhuvud och vagg.

Utrymmet maste vara tillrackligt stort for att skruvhuvudena ska kun na glida in i skruvhalen
och anslutningssladdarna dras baktill pA NWA-3500.

/@5 Se till att skruvarna ar ordentligt fasta i vdggen och kraftiga nog att tala
vikten for NWA-3500med anslutningssladdarna.

2 Justera sladdarna.
Dra anslutningssladdarna nerfor baksidan pa NWA-3500 enligt féljande figur.
ELLER:
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Dra anslutningssladdarna uppat och langs innertakets kant.

(l
[ 3

4
—
| )

[
I

3 Passa in halen pa baksidan
av NWA-3500 med
skruvarna i vaggen. Hang
NWA-3500 pa skruvarna.

5 Installera Power over Ethernet (valfritt)

Power over Ethernet (PoE) ger kapacitet att tillféra strém till NWA-3500 via en 8-stifts CAT
5 Ethernet-sladd, vilket eliminerar behovet av en néarliggande stromkalla.

En PoE-injektor (medfdljer inte) behdvs ocksa for att forse Ethernet-sladden med strom.
Denna funktion ger 6kad flexibilitet vid placering av NWA-3500.

| féljande figur ar Z din NWA-3500, A ar CAT 5 Ethernet-sladden, B ar PoE-injektorn och C

ar stromsladden.

LAN

v O

A ac FL
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/@5 Du kan ansluta NWA-3500 till PoE via ETHERNET-porten OCH till en
stromkalla via POWER 12VDC-porten. Om du gor detta, koppla inte bort
ETHERNET-porten innan du har kopplat bort POWER 12VDC-porten.
Detta far NWA-3500 att starta om.

6 Procedur for att visa en produkts certifikat

1 Ga till www.zyxel.com.

2 Valj din produkt fran rullgardinslistrutan pa ZyXEL:s hemsida for att ga till denna
produkts sida.

3 Valj det certifikat du vill titta pa fran denna sida.

Mer produkthjélp finns pa http://www.support.zyxel.se.
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1 1 LUK 458 ETHERNET 3t FUE R 20 LI T WG T =
2 AT FH B ) L JEE I 224 POWER 12VDC 4 Sk 45 5] i

,@f LESE RN 48 U ] IR ER T B 2 5, 15 # NWA-3500 ff) ETHERNET i %
12 58 LUK I 4 Joe

1.1 387547

'WDS/SYS
N

il
OODDD

CONSOLE ETHERNET

— =

2 NWA-3500 Jashid, WDSISYS LED J57RIT & NIRA T . 24 NWA-3500 #5524,
ZyAIR LED fr/Rfl sl WERIETERHTAES, Faon kI AR,
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i A SC

i ETHERNET 3 03EH: F#i, RJ-45 ETHERNET O3 —4 ETHERNET LED
ST &5 MR IEAUHT A, T ESINR. WREREES 10Mbps, 44
ETHERNET LED #R/n/]sold; AiEHa4 %, 100Mbps N3 ETHERNET LED #87R
PSERT

? Wk ZyAIR 57T Ase, WHEHORAEH T IERF RSN S:, LR
VUG RCHAEA R TIERR BT ST RBGERC S, JFEEEA . W R R
WARAFAE, W] B ) . AEIXAE DL, ML ALV R .

W4~ ETHERNET LED 7Rt #8%f5e, 5f A NWA-3500
ETHERNET i I 45 2Rk

2 ijj 5] Web BC BT

g Wi H] Internet Explorer 6.0 LA FhicAEL Netscape Navigator 7.0 LL Fii
A, a3l JavaScript FIICHISHH E 1 BH B fE .

21 WEIFEYLE IP Hubk

S L T 1P R 6 A

B, WEITENAEHANT 192.168.1.3 - 192.168.1.254 Z [A[fiHA IP Hinik, ¥ 7 M
1ty 255.255.255.0, X T AE 0] LU AR IS v SEHLAT NWA-3500 Bl it. 15
CHERFMY , A EEITEN 1P Mk E R,

2.2 B F3] Web L BT

/Qf RSB TT DATE % 23] NWA-3500, {HI4 & i 20 i3 a8 v S LG 2 3]
ETHERNET i AT WG E -

1 J53) web J 3. HIA 192.168.1.2 J File Edit Wew Favortes Tools Help

(NWA-3500 [ERIA IP Hiuhib) 4E 4t
" |address | http:jj192.186.1.2 |
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i A SC

P R Web R, W NWA-3500 ) 1P MR FIHTS
L STRLLER— IP MG Y (B0 8 2.1

2 1ifi Login ( &3k ) (CHIAERINE
15 1234) .

NWA-3500

Enter Password and click Login.

Password: =T

3 A AN HT R B S A, T

it Apply (N ). 145 0K 2
At Tk, R aEL ST, Use this screen to change the password.

New Password: = @200 |

Retype to Confirm: |

? B SR AE S SRR 5 sl T, TR S NWA-3500. A3 % i ]
RESET #ZHlMVFANE S, HS ) 1R
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i A SC

4 ffuili Apply (BT ) SR T4
i%%?ﬁ %;Eﬁ %Ejiﬁ%[;;fj%ff;] Replace Factory Default Certificate
ﬁﬁ 1 ’ O

The factory default certificate is common to all

W& ) LLARZE AT .
NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific

to this device.

5 It 4 B MAIN MENU ( 353%%0)
Ho

ADVANCED
SYSTEM
WIRELESS

IP

ROGUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES

Welcome to the ZyXEL embedded web configurator.

MAINTENANCE

LoGouT
» Click Maintenance to access a range of maintenance submenus.
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i A SC

3 BuE NWA-3500

3.1 BERSAKE
1 il SHIR ) SYSTEM (R4 ).
ZyXEL

ANUANMCER

ROGLUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT
2 Juif2r UL SYSTEM ( R4t ) > General (1) 4.
General | Password Time Setting

General Setup

System Name [INiA-3500
Domain Name |
Administrator Inactivity Timer |5 (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCF 'l ID.D.D.D
Second DNS Server IFrom DHCP vl ID.D.D.D
Third DNS Server IFrDm DHCP Vl ID.D.D.D

Reset |

System Name ( REAFK ) H T M4 1) NWA-3500, JER— MR AR, 1k
H AR N BIME

Domain Name (1% ): 18 ISP FFZHE A kAT B UAE, WEMA—A. &, 7]
UK HAR R 2 H, B s B AT ) DLUE R FR
DNS Server(s) (DNS JIR-%% ): B&M ISP 24U & DNS (H&ZR%) &E, ik
¢ User-Defined (H/ X ), JFEMLALEINIZNE

3 iy Apply (2 ).
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i A SC

BLELLBE

802.11 Mode
¥ Super Mode
Choose Channel ID

RTS/CTS Threshold

Fragmentation Threshold

= = r@l}f«ﬂf@%‘f’fgﬁ_ WIRELESS Wireless | SSID Security Layer.2 Isolation MAC Filter
(F2EH) AJQH(FIFHJ‘%/}ﬂEﬁ % WLAN Adaptor WLANT =
[ Operating Mode W’

80211b-g =
Channel-06 2437MHz =] or

2396 | oo 2208

2346 | 2s8  2348)

Output Pawer 100%  x
SSID Profile SSID03 -

¥ Enable Breathing LED
¥ Enahle Spanning Tree Protocol (STP)
™ Roaming Active

Feset

Apply

2 e 5 NWA-3500 24148 FIHIIR) SSID. B 1D FIEAE (3 I i
o

WLAN Adaptor () 38MIERES ) :
Operating Mode ( #:/ERIT ): #ifR CIET Access Point ( 1717 s ) Bix,
802.11 Mode (802.11 #i5X ): EFEMLACKHMITCLbrtE. WIERFTA LR 3R
IEEE 802.11a, ik 802.11a. N, ifik#k 802.11b+g.
Choose Channel ID ( #EF:40iiE ID): 3EFEM LK 1 o ge g
HePEMUE, 1 Fifi Scan (14 ).
SSID Profile (SSID Bt S0 ): T HuFISRAE I £ 7521 SSID FL ' SCAF A NL 1 4%
Vil o ZonBIE ] F) 2 SSID03 e i S .

2 s Apply ( NWH ) MR R E

R E2eiE+$ WLAN1.

o Eil NWA-3500 H3)
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i A SC

3 il SSID LIk . i & B
TS
ffifk SSIDO3 1 & 4 4 BRIA
fH.
BN SSID (MZMATK) A
ZyXELO03, H:EKiA Security (
©wA) WHE R Security01. IR
NMEULT, Layer 2 Isolation (
0 2 AWML ) & MAC
Filter (MAC id3f) Ijfe#i A
Jy Disable (Z:H]).
IR E PG SSID FCE I E,
iHik$E SSID03 Jfifidi Edit (
Pt ) o

4 PRI ER O
' Security01, X5 7 Edit
( Y% )o

5 1] LAAE I A i N TG £ W9 245 (1) %
A E . WRYEAE Security Mode
(et ) FB O Tk B %7
AR, HEWTFR S
ATz . WMRTLH ML %
4, NHERTG.

ZonBIER T WPA2-PSK %4
CIT o & 7 38 2545 FH AR [R]
Rt R A, DU I

%) .

ORI T8 5 o 0 SCHRE I i
Bz, sgl)n, i
Apply (N )o

iTeless

ecurity

ayerZ lsolation

ilter

T T T R

N volp SSID | ZyXELD1 | securitydl | radius)t volP Disable  Disable

—
DN ssioos ZyXELD4 | securityll | radiusd1 NONE Disable Disable
Dl ssioos ZyXELOS | securiy0l | radiusdl NONE Disable Disable
DIl ssioos ZyXELUG | security0l | radius01 NONE Disable Disable
DEN| ssioor ZyXELD? | securiydl | radiusd1 NONE Disable Disable
I ssiDos | ZyXELOB | securitydl | radiusdi NONE Disable Disable
[N ssi0s | ZyXELOD | securitydl | radiusdt NONE Disable  Disable
NN ssiD10 | ZyXELID | securitydl | radiusdt NONE Disable  Disable
O sson ZyXELM | securitydl | radiusdt NONE Disable  Disable
DN ssip1z | zyXEL1Z | securitydl | radiusdt NONE Disable  Disable
DN ssioi ZyXEL13 | securiydl | radiusd1 NONE Disable Disable
DEl ssion ZyXELM | securiy0l | radius0l NONE Disable Disable
DB ssiois ZyXEL15 | securidl | radiusd1 NONE Disable Disable
IR ssiD16 | ZyXEL16 | securiydl | radiusdt NONE Disable Disable.
Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
Do - Cormrertnr Mo
securi1 None
| ¢ | 3 | securit3 None
IR security0d None
| ¢ | 5 | securitls None
| ¢ | s | securityl6 None
| ¢ | 7 | securityl? None
| ¢ | s | security08 None
| ¢ | 9 | securityl9 None
| ¢« | w_ | securityl0 None
| ¢ | 1| security!l None
| ¢ | 12 | securityl2 None
| ¢ | 1| securityl3 None
| ¢ | 1w | securityld None
| ¢ | 15| securityls None
| ¢« | © | securityl6 None
Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
Name : security0
Security Mode : WRAZ-PSK ~
Pre-Shared Key : Thisismy\WPAZ-PSKPresharedkesy]
ReAuthentication Timer : [1800 |(in seconds)
Idle Timeout : |3ET (in seconds)

Group Key Update Timer :

1800 {in seconds)

Feset
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? RIc % ) i oIk AR, R DR v A IR E e & 4 B S NWA-

3500 HHI[A] .

4.1 icE IP &

1 2% NWA-3500 11 1P b
Hb v B R 518 1 P 2547 T AH [F)
T, R R
IP.

R AL R 2% ) DHCP AR
4-9%% NWA-3500 P& IP b
Ik, 1% FE Get automatically
from DHCP (35 DHCP 375
) o

R O e A R e 1P

Hutk, EEPE Use fixed IP

address (flfE sz IP Huhk),

IEMNIZ 1P Huhik DA Kz T P HERY

FM I 1P .

sl Apply (A ). NWA-

3500 ILAEAE 2R IP WE

s BIGVEFATH B IP HhbkiE

4 NWA-3500.

IP

IP Address Assignment

" Get automatically from DHCP
 Use fixed IP address
IP Address [foz 1612
IP Subnet Mask Jos5 2552550 |
Gateway IP Address IW
Feset |

B qu NWA-3500 11 1P LA, I TV S S
(1) 1P Motk Wii%$¢ Get automatically from DHCP ( %)\ DHCP
AP, HRAKE DHCP Jlkssd, #fRILICE S NWA-3500 1 IP I
Hk. W2 DHCP JRES#HMULEASCIF, T ME4fs R .

2 WA 2.0 T UENL P ML, R IR R SE T E

3 HKT ek e, DAULHC NWA-3500 HH W ok . i

PR

2 [ Jo G C 4 1 3C

NWA-3500 i CLAER e, wrLLER B AT Lot i d o 0T LT RITEAT IR AT, B2 5%

RS NWA-3500 2 J5 4T .
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? WA NWA-3500 JGik 5 M45ami, iEaifr NWA-3500 {EAIf IP Hihikty
ACHBL /% AR AL T ARG - R 5

5 2o
51 ZEERL%

1 BRI 7 M 3t NWA-3500 i
MR GRS o RN TEH THum, 4%
AT .

2 A ROR R [ T R 2 s -

5.2 B2k

R, U7 SR R G B R A R DRI 0. U 3RA AR PERE, 5 NWA-3500 42
e AN SE IS DX BRI A«

A3zt

THH NWA-3500 1 BC0E 5 B BASCHE NWA-3500 JOEREZ -3 . KSR (il
R L

FHTH 2%
TR A0 B NWA-3500 42511k |
1 R AN IRLZAT O ST EERN, RN 80mm (S HLBHR 3 I f) o iif

I AR 56 6mm ~ 8mm (0.24" ~ 0.31") HIMRLZET . 52K R 22 4T 58 eyt hich s
FEBR 22 BT 1A Sk RIS 1 2 [A) DR B — /N BEIA] Bt

RN LR, DU REREREUR L2 BT 1 SR AT N IR 1A 5 E Rk NAE NWA-3500 75 #f7]
T

,€§ TR DR B 22 T 42 ] 1t ] AE R BE |, HE LUK 52 NWA-3500 Mz 2k )
R,
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2 Mgk,
7E NWA-3500 (K195, KeE#eErm AL, W pR.
i}

R i B RAC ML Gk 2 -

I

|
("

3 % NWA-3500 & o 9L 585
BE bR 22 5T R 5% . ¥
NWA-3500 & #1822 4]
.

6 BEAMMLE (k)

PR fIEE, (POE) s —Fhid it 8 41 CAT 5 LLK M Ze#4K ) NWA-3500 #2446
T TE BT 22 F R

N DK M2 AR IO 7 2> PoE ATy (AL o % IIREWT LLEAEL £ NWA-
3500 [ ke B, A KM G
fE N, Z 5 NWA-3500, A iy CAT 5 LUKK 4, B4 PoE JE4#s, 11 C J4HIJHL .

LAN

(@)
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S sor sl ETHERNET %115 NWA-3500 JEB:% PoE Ll
POWER 12VDC i (178 4 . 3E47 b BT, #5411 POWER
12VDC 111044, 520l ETHERNET 3 0 [ies, 704 S5
NWA-3500 E#i /B3l

7T BETHIEBRLER
1 555 i www.zyxel.com,
2 7F ZyXEL ETUM TR 5 RME - b, DAgEN = fh LT
3TN EFEARNIES.
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1 ff17) e ETHERNET S S| i s

2 P IR AR 5 ( i l%%ﬁwawﬁ ) JFj POWER 12VDC #5156 8 7 i -

z5 b L - F NWA-3500 9 ETHERNET S5 511 )4 205
HEfTC AR g

it

1.1 LED 7578

'WDS/SYS
Y

oo
oDo

o0

=

CONSOLE

ETHERNET

[ [

§ NWA- 3500JJ’E Fhf - WDS/SYS LED f’ﬁ ’3?‘
yAIR LED fF’ F‘ L& Yl

5y
T R B Y e

NWA-3500 ¥ |iF ?ﬁﬁfﬁ




CaIE,

2=
T

i ETHERNET S > RJ-45 ETHERNET 3ot 1~ fid ETHERNET LED §77 4
FRE S Y TS S K 6 P o OSSR 55 10Mbps »
THERNET LED {77 *ﬁm vlfﬂ &@} £% 100Mbps [ 1 ETHERNET LED #7i5
L E o

n—f

? i/[%\ ZyAIR LED "'ﬁ R ‘J* lHé[ , ﬂEgJL IE'H UfQ_Jj EEU%VIEE
- AR B R - 01 %Flﬁ@?ﬁg
@LE\’? ﬁﬂ%ﬂﬂrzﬁl > Fl Hu _F IEE‘FUFEJEE ° g@i& P[?‘ﬁd ) %&3 L U[ﬁ

Upinpyfi ETHERNET LED i3 Gt o - glsiih NWA-3500 fiu
ETHERNET s 4 e AR e -

2 FEIRL A T

/@ T@j“ | Internet Explorer 6.0 I'] 4574 1y Netscape Navigator 7.0 I'] P45
e JavaScript AR diEr bR

2.1 LY 1P gt

g R Y 1P FEVE] GO AT

:r_yf% RPEIT |/ 192.168.1.3 - 192.168.1.254 1 FHIUIIE 1P i v e
5 5§2 5.255.0 « S°FI (= i e IO NWA-3500 SEf15g7 - i
(mi= By i P rw&uﬁlr%ﬁé*
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\_—;—r ,I:l 3 ﬁ Fl

,€§ Ell lﬁl“"“""?ﬁqg_}%‘l NWA-3500  {f {5 @& FIH F% ]Ijﬂtj’%wgﬁ_}i
Z] ETHERNET o
1 ET‘}JL i J"'{ﬁ—'l%?% P}j fib g1t J File Edit Wew Favorites Tools Help
92.168.1.2 (NWA- 3500 ﬁl‘h”{lﬁ%’f IP
o) . |Address | hitp:ff192.168.1.2 |
? I A %ﬁ', A SR NWA-3500 S EERY 1P ik
SRR AT P e L) (a2 ) -

2 - " Login (7 ) (FHEWH
1234 =I5 ﬁ]ﬁ‘ ){L I e
NWA-3500

Enter Password and click Login.

Password: T
3 1@% e ) "HEF FIF;f'#?J: ;g?%,ﬁﬁf

-t Apply (=7 Alp - ‘W}H%S?
-14 ﬁEjﬁli s AN Use this screen to change the password.

New Password: F
Retypeto Confirm:
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? LAY 'HJEJ/ £ :t[%‘?ﬁﬁ iﬁ: FIErFEEE NWA-3500 - ﬁé’fﬁ;ﬁ
Cer e p bt Rese :, At

445 Apply (B8] ) TR

LAY e o T -
TERRIL T IMEF%LEY s N

Ignore (. ’” RSy REERES N R The factory default certificate is common to all
NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific

to this device.

i3 MAIN MENU (= #H ) - F4RYT8

ADVANCED
SYSTEM
WIRELESS
IP
ROGUE AP
REMOTE MGNT

AUTH. SERVER

CERTIFICATES

LOGS

VLAN Welcome to the ZyXEL embedded web configurator.

MAINTENANCE

LoGouT
» Click Maintenance to access a range of maintenance submenus.
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3.1 BEFARL

1 PP - S SYSTEM (5t ) -

ROGLUE AP
REMOTE MGNT
AUTH. SERVER
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT

2 {1\l SYSTEM > General ( 53k > — &) Fr -

General | Password Time Setting

System Name [INiA-3500
Domain Name |
Administrator Inactivity Timer |5 (minutes, 0 means no timeout)

First DNS Server IFrDm DHCF 'l ID.D.D.D
Second DNS Server IFrom DHCP vl ID.D.D.D
Third DNS Server IFrDm DHCP Vl ID.D.D.D

General Setup

System DNS Servers

Reset |

System Name ( =7k €78 ) ] &%Iﬁi“‘—é‘,fﬁ% NWA-3500 - 35—~ [’[EUEﬁﬁ E7 - E i

’Tﬁ??ﬁﬁ? .
Domain Name (; [ﬁ*ﬁ& ) Y ISP F;,I‘J*ﬁ}?" ﬁ*ﬁﬁ?ﬁﬁl & .—:§J %[*{E},I_j\ﬁ}?‘

7\ I” s [ | I }H[H‘%{fﬁr‘f‘ [ﬁ\d}lt'r/“E I{;[‘/I%}‘—LE& A3 ﬁﬁléﬁ%lﬂ FIJ|~ IH [I

oo

Fl

DNS Server(s) (DNS |[’§E/% )Y [Py ISP EJ#Qﬁ J\L_ DNS ﬁiﬁ& A ) SR

iV User-Defined ( IEIF' HES ) - e i

3~ Apply (=H]) -
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S

EAREE

VN

1 'Ji ﬁ%ﬁf& |7P§H [E{L’— - Wireless SSID Security  RADIUS  LayerZ Isolation MAC Filter
WIRELESS ( ﬂ;@@[ﬁ% o tIZE WLAN Adaptor [WLANT =]
[J S %Il E.I ° Operating Mode Accaess Point -
’ 802.11 Mode 80211b+g =
¥ Super Mode
Choose Channel ID [Channel-06 2437MHz =] | or
RTS/CTS Threshold 2346 (256 = 2348)
Fragmentation Threshold 2346 (266 = 2348)
Output Power 100% =
SSID Profile SSID03 -
¥ Enable Breathing LED
[¥ Enahle Spanning Tree Protocol (STP)
™ Roaming Active
Apply Reset

&5 AT NWA-3500 1A SSID ~ Hifi 1D w g
T ‘]/Huwéﬁg 1\\5\@% °

WLAN Adaptor ( ?,@E*ﬁf}” TR ) ¢ EESIFEEI WLANT
Operating Mode ( [E3{ =4 ) : PELL £7V Access Point ( gli*’rf", )y s
802.11 Mode (802\.11 fE=y EEH’VL?J’UJA L P PSRRI . mﬁ'ﬂ?‘jﬁﬂjt’ltﬁ.j@jﬁ
IEEE 802.11a - %{i{?v 802.11a F H %f’_",?v 802 11b+g 0
Choose Channel ID (:Z{&HE D) ¢ F"“Vf.j?[’@’{ﬁ P PV ST © F ol NWA-
3500 [IFMEAVAiE > f~ ™~ Scan (Fﬂﬁp)
SSID Proflle (SSIDg iy % )" TAEH RIS IV AR [ MY SSID @k
‘f o £ Effe | SSID03 Jtn"ﬁ‘, °

28— Apply (")) @& L fi JF%J\L_ o
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e
EE SSID03 pd%i?"t@ T
e

%f{ SSID (FEE[ ¢ ) 15
XEL03 » I3 g% Security (
ecurity01 - £
%?’E%’LayerZ Isolation ( 57
2 e EJL*' ) » MAC Filter
(MAC i ) “PREfiE s
Disable ( {#"] ) -
N ARl SSID ﬁi’:‘{ B
sk ShETY SSID03 %

5 Edic‘?t

4 - ™ Security (4= ) &
sy rv'{‘,_,[¢ ?V

oo PETT A
Security01 > R~ ™ Edit

( ﬂ\rigﬁ ) °

’él
H>

(AEE )

EIY

iTeless

ecurity

ayerZ lsolation

ilter

T T T R

N volp SSID | ZyXELD1 | securitydl | radius)t volP Disable  Disable

—

DN ssioos ZyXELD4 | securityll | radiusd1 NONE Disable Disable
Dl ssioos ZyXELOS | securiy0l | radiusdl NONE Disable Disable
DIl ssioos ZyXELUG | security0l | radius01 NONE Disable Disable
DEN| ssioor ZyXELD? | securiydl | radiusd1 NONE Disable Disable
I ssiDos | ZyXELOB | securitydl | radiusdi NONE Disable Disable
[N ssi0s | ZyXELOD | securitydl | radiusdt NONE Disable  Disable
NN ssiD10 | ZyXELID | securitydl | radiusdt NONE Disable  Disable
O sson ZyXELM | securitydl | radiusdt NONE Disable  Disable
DN ssip1z | zyXEL1Z | securitydl | radiusdt NONE Disable  Disable
DN ssioi ZyXEL13 | securiydl | radiusd1 NONE Disable Disable
DEl ssion ZyXELM | securiy0l | radius0l NONE Disable Disable
DB ssiois ZyXEL15 | securidl | radiusd1 NONE Disable Disable
IR ssiD16 | ZyXEL16 | securiydl | radiusdt NONE Disable Disable.

Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter

-n =

securi1 None

| securityD3 None

| security0d None

| securityDs None

| securityl6 None

| securityD? None

| security08 None

| securityD9 None

| securityl0 None

| securityl1 None

| securityl2 None

| securityld None

| securityld None

| securityld None

| securityl6 None
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5 I'-:“F[J 'i [Hﬁ?ﬂ £ qu[ﬁﬂ F[ Ji Wireless SSID Security | RADIUS  Layer-2 Isolation MAC Filter

=t AT Name : Ty —

security Mode ( :JJ’%‘;E)L:Q ) ;h“ﬁ Security Mode : WRAPSK  x .

I v . - e Pre-Shared Key : [ Thisisrmy/wPA2-PSKPresharedke

b v E Ji’ g "@El 1%'1%51 ReAuthentication Timer : [T600 {in seconds)
lj)ﬁ'% fib {][I%\l [&¢ 7 T‘E‘IIEI S E Idle Timeout : [3800 (i seconds)

i Fﬁjj—- %I—?V None ( ﬁ:‘\ Group Key Update Timer : W (in seconds)

) °

T ") WPA2-PSK 4 2 i et
i 0 FF" )

Al

i [JnF[j L4 HJ
%JD s _I{ﬁﬁlﬁz °

errgj Bk ﬁ‘ FHEL%
R ;fFH*' SRy ik
H’ ~ Apply ( FZH]) o

.{

P e | R S R NWAS
3500 ﬁ[{ﬂ
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3.2 F%@_ IP
1 &R I NWA-3500 fu IP P
{LE ;: j E\J EE& f 'iﬁ I]ZIJ IP Address Assignment
=3 Z ; | T 10
P—Jﬁ’ l H &_ﬁ [ F " Get automatically from DHCP
" Use fizxed IP address
I%J [ T??f' ﬁﬁ'ﬁ I—p} DHCP lfJ IP Address |1921EB12
Qﬁ/%g £ NWA-3500 fl*’*,’ IP & IP Subnet Mask |255.255.2550
{_—L[_, U\_/V Get automatlcally Gateway IP Address II]I]EII]
from DHCP ( [ 1E47{- DHCP 2V
) °
Ippu e SR PRy L TP —

k> 26T Use fixed IP
addre s ([R]EId IP fhi-) o
ﬁr,z? an IP A iH K55 ﬁ”m&
F'EJI Féi?_ [P fbifho

- Apply (Z"]) - NWA-
3500 v = |pukler IP
5 EEEFF R EIF;Q‘ IP 4t
i@}%}* NWA-SSOO o

g JpfAER T NWA-3500 iy 1P b FIIIS S fil = R IF T fi Eﬁ !

Fri 1P A HYNHlE TV Get automatically from DHCP ( E Eu(” DHCP

VI ) o AR Y DHCP ff E,L; : EUI A 3500 (i IP i
xﬁz l;/‘ ﬂ r@flgﬁ& ]E

ik CP i %aﬁ%’ﬁf Il VI

2O T 2.1 R 1P b G IR UGB
3 AP S U %@Jﬁeﬁz%t e NWA-3500 fon M R - b
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